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           Warning Letter 

INSERT CONTACT INFO FOR 
AGENCY SERVING THE 
LETTER 

Dear Mr./Ms. [Xxxxxxxx]: 

Information collected by [INSERT AGENCY NAME] indicates that 
you have been sending money to a [INSERT INDIVIDUAL 
RECIPIENT NAME OR BUSINESS NAME], and that this entity 
appears to be involved in a [INSERT FRAUD OR SCAM TITLE 
THEN DESCRIPTION, SUCH AS: tech support scam. A tech support 
scam is a fraud scheme in which individuals convince victims to send 
money for a fake product or service that is falsely promised to remove 
computer viruses from the victims’ computers.] Victims of these scams 
are often elderly and vulnerable people. 

The goal of such scams is to obtain money from victims fraudulently.  
In such scams, criminals falsely represent themselves as someone else 
in order to trick the victims into sending money to a pre-determined 
beneficiary bank account. The beneficiary bank account that receives 
the victim’s money often belongs to individuals such as you. This 
letter provides you with notice that you may be facilitating a fraud 
scheme by helping the scheme obtain money from victims. More 
information about fraudulent schemes can be found online at: 
http://www.ic3.gov/crimeschemes.aspx.  

Knowingly facilitating or helping others perpetrate a fraud scheme is 
a crime. If you continue to aid the scheme and/or its operators by 
receiving or sending victim funds, you could be subject to a civil 
enforcement action or criminal prosecution. Moreover, if you continue 
receiving or sending victim funds and merely change your methods of 
transmitting those funds, you may be viewed as seeking to hide your 
involvement in the scheme and could face additional penalties under 
federal and/or state laws. Your receipt of this letter will be taken into 
consideration should you continue to be involved in the type of 
activities described above. 


	Using Fraud and Scam Reports to Fight Fraud Affecting Older Consumers272F
	Federal Trade Commission
	III. FTC’s Criminal Liaison Unit

	A. Anatomy of a scam phone call
	The following is an example of an Internal Revenue Service (IRS) scam call script seized from a conspirator’s email account and used by India-based callers to defraud U.S. victims over the telephone.
	B. The victim aftermath
	Below is an excerpt from a victim impact statement of an individual who was defrauded out of nearly $15,000:
	Words cannot even begin to express the emotional terror I experienced when I was threatened by the IRS impersonator with either coming up with the additional thousands of dollars they said I owed or the consequences would be losing my children, having...
	C. Summary
	Triggered by a flood of phony impersonation phone calls of the type depicted above and many similarly heart wrenching reports of victimization that ensued, multiple federal and local law enforcement agencies joined forces in 2013 to investigate and ul...
	An 85-year-old California woman was extorted by individuals impersonating IRS employees who threatened her with arrest unless she paid $12,000 for nonexistent tax violations, which she paid via 32 prepaid cards over the course of three days. A disable...
	The multi-year investigation revealed a complex scheme involving a network of call centers conducting scam phone calls originating in India.655F  The call centers worked in close concert with United States-based conspirators operating across the count...
	This was, in part, because the callers often took steps to obtain personal data about their victims in order to add credibility to the calls. This includes acquiring personal information available on job search websites and lead information used for l...
	The investigation culminated in United States v. Sunny Joshi et al.,656F  also known as the India-Based Call Center Scam case. The case was the first large-scale, multi-district investigation and criminal prosecution aimed at dismantling the internati...
	D. The investigation
	Beginning in 2013, a dedicated team of agents from Immigration & Customs Enforcement (ICE), Homeland Security Investigations (HSI), the Treasury Inspector General for Tax Administration (TIGTA), and the Department of Homeland Security-Office of Inspec...
	In 2014, the Department of Justice, Criminal Division’s Human Rights & Special Prosecutions Section (HRSP) was approached by the team of agents to participate in the investigation. HRSP was contacted based on potential links to alien smuggling activit...
	During the course of the ensuing efforts, 13 additional United States Attorneys’ Offices contributed assistance both small and large to the case. Numerous other federal agencies and offices lent their support to further the investigation.662F  Ultimat...
	Using many different investigative tools, the investigation developed substantial evidence about the contours of the scheme and the extent of criminal activity involved.  Those tools included:
	 the use of tracker warrants on conspirators’ vehicles;
	 physical and retail store video surveillance;
	 trash pulls;
	 e-mail and other electronic evidence search warrants;
	 interviews;
	 border searches; and
	 grand jury subpoenas to numerous financial institutions and retail entities.
	Agents also received information from various human sources with knowledge of the scam, including an individual who worked at a call center in India. The individual working at the call center provided agents with recorded calls and scam phone call scr...
	The investigation identified five major conglomerates of call centers, all located in Ahmedabad, Gujarat, India: HGlobal, Call Mantra, Worldwide Solution, Zoriion Communications, and Sharma BPO (Business Process Outsourcing).670F  Based on the evidenc...
	E. The criminal prosecution
	1. The indictment
	On October 19, 2016, a grand jury in the Southern District of Texas returned a sealed indictment671F  against 61 individuals and entities in the United States and India identified during the investigation. The indictment charged the defendants with th...
	 Count 1: General Conspiracy (18 U.S.C. §§ 371 (general conspiracy) to commit: 1343 (wire fraud); 1951(a) (extortion); 912 (false personation of government employee); 1028(a)(7) (identity fraud); 1029(a)(2) (access device fraud); 1956(a)(1)(B)(i) (co...
	 Count 2: Wire Fraud Conspiracy (18 U.S.C. § 1349); and
	 Count 3: Money Laundering Conspiracy (18 U.S.C. §§ 1956(a)(1)(B)(i) (concealment money laundering)/1956(h) (money laundering conspiracy).672F
	Multiple conspiracy counts were charged in the indictment for strategic purposes, including to account for the number of defendants and their various roles and scope of activity in furtherance of the overall telefraud and accompanying laundering schem...
	A plethora of other conspiracy and substantive charges were considered for inclusion in the indictment, but the team decided a streamlined menu of charges that cut to the gravamen of the criminal conduct and avoided unduly complicating an already comp...
	Venue for the conspiracy charges was appropriate in the Southern District of Texas under 18 U.S.C. § 3237(a) based on commission of the offenses within more than one district and a substantial amount of illegal activity was begun, continued, or comple...
	2. Takedown planning
	Long before the indictment, the prosecution team began planning for a simultaneous arrest and search warrant operation to be conducted in over half a dozen districts. The prosecution team knew from their experience with previous large scale takedown o...
	Likewise, the prosecution team knew it was paramount to closely coordinate with the core case agent team and the many agents across the country tapped to assist in the takedown. Coordination ensured the prosecution team was able to provide sound advic...
	 travel alerts were in place for all of defendants (at least one of whom had recently returned from a trip to India);
	 agents had clear instructions on best practices for handling electronic devices and digital evidence, including password protected cell phones and available remedies including biometric unlocks authorized via search warrant or consent;
	 the plan incorporated on-call and embedded interpreter resources as needed for interviews;
	 agents were armed with a vetted list of interview questions and interview strategies/use of evidence were discussed;
	 vetted foreign language consent to search/computer forensics search/rights advisement forms were distributed to all agents.
	On the day of the takedown, prosecutors were split between two groups. One group supported court proceedings in the various districts and the other group staffed a “command center” along with the agents. The command center fielded phone calls to addre...
	3. Foreign outreach
	Based on feedback from contacts within the Department and other government enforcement and investigative agencies familiar with working with India, the prosecution team carefully weighed the relative risks and rewards of reaching out in advance to Ind...
	4. Takedown
	On the morning of October 27, 2016, the indictment was unsealed and the takedown operation went live. The operation resulted in the arrest of 20 defendants and the execution of nine search warrants across eight states. Several high level defendants’ h...
	Out of the 24 defendants the team requested to remain detained, only 2 were released. The team requested that the Assistant United States Attorneys seek a temporary stay of the magistrate release orders in an effort to obtain a stay from the district ...
	5. Pre-trial phase and conviction of all United States defendants
	F. Victim identification and impact
	Victim identification was a uniquely challenging aspect of this case. These difficulties were due to the inherent nature of the scheme, gaps in victim reporting and available data, and the resource intensive nature of obtaining and combing through ava...
	The victim identification issues aside, through development of a detailed plan to address victim aspects of the case and diligent efforts by the case team, including the Southern District of Texas Victim Witness Coordinator, thousands of victims of th...
	One victim described his overwhelming fear on the day that he was scammed into believing he would be arrested because there would be no one to take care of his ailing mother.676F  This fear caused him to be duped into paying over $10,000 to the frauds...
	Another victim lost her job as the scammers demanded that she stay on the phone with them for over two hours and proceeded to email her false arrest warrants while she was at work. The loss she incurred was equivalent to half her rent, which she alrea...
	Yet another victim scammed out of nearly $9,000 described literally emptying his bank account to come up with the funds. His credit score dropped 200 points as he was not able to pay his bills, was unable to refinance his home, and had to pay higher i...
	Another victim wrote: “[n]ow I trust nothing, so I panic and second guess everything I do which affects all areas of my life. I don’t even trust this [VIS] form . . . sounds crazy right? THAT’S what THEY have done to me.”679F
	For all of these reasons, during the sentencing phase in this case, the prosecutors fought for restitution for every identified victim with substantiated losses—either from their own financial records or from the other evidence collected in the case. ...
	G. Sentencing
	H. Conclusion
	Through carefully coordinated, aggressive efforts of a nationwide team of law enforcement agents, prosecutors, and other key contributors, the Joshi case helped effect a significant disruption of the India-based call center scam industry. The case con...
	While the Joshi case contributed to significant declines in the number of victim reports to the IRS and other government agencies683F  and generated significant national and foreign press that raised awareness of these schemes, impersonation scams con...


