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where she was a fellow at the Straus Institute for Dispute
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Santa Barbara, and was a EU Fellow at the University of Padua-in
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Joyce Flinn, VP Information Security & Disaster Recovery Officer, has
29 yrs of banking experience, having worked in Loan Operations,
Finance, Risk Management, and IT. She was appointed Information
Security Officer in 2001. Joyce also acted as the Privacy Officer and
Security Officer at various times. She assumed the responsibilities of
Disaster Recovery in 2017.

She currently chairs the compan)
implemented the Cybersecurity program, which included the NIST
CSF and FFIEC CAT frameworks. Joyce participated in the validation

and development of the FSSCC Cybersecurity Profile.
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Agenda

1.What is the FSSCC Cybersecurity Profile?

2.Community Bank Use Case

A Joyce Flinn, First United Bank and Trust

3. Topics:
A Why did First United Bank and Trust decide to use theProfile?

A What has been their implementation process and timeline?
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The U.S. Financial Services Regulatory Structure (2019)
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Note: The figure depicts the primary regulators in the US financial regulatory structure, as well as their primary oversight responsibilities. "Regulators" generally refers to entities that have rulemaking,
supervisory, and enforcement authorities over financial institutions or entities. There are additional agencies involved in regulating the financial markets and there may be other possible regulatory
connections than those depicted in this figure

Source: GAO; GAO-16-175



Duplication, Compliance Burden, and Limited Cyber Resources

A 2016 Survey40%
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The Process for Development andPrimary Participants

Over the past 2 years
A Coalition under the FSSCC established;
A ABA and BPI/BITS-t&ad
A 50+ working sessions;
A 300+experts participating;
A 150+ financial institutions of alsizes
and charter types providingnput.

Financial Services and Other Agencges
A Provided material for incorporation
notably:
A FRB;
A occ;
A FDIC;
A SEC;
A CFTC;
A FINRA;
A Facilitated a NIST workshop on
risk/impactscaling (April 2018).
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Immediate Benefits and Efficiencies

-

More than 2300 regulatory provisions reduced to 9 tiering questions and 277
Diagnostic Statement questions, a reduction of approximately 88% overall.

73% Reduction for Community Institution Assessment Questions. For the least
complex and interconnected institutions, it is expected that they would answer a total
of 145 questions (9 tiering questions + 136 Diagnostic Statement questions).

49% Reduction in Assessment Questions for the Largest Institutions. For the
most complex and interconnected institutions, the reduction also is significant. With
the Profile, it is expected that such institutions would answer 279 questions (2 tiering
guestions + 277 Diagnostic Statement questions).
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Agency Statements of Support
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The Profile as a Tool for Public/Private Collaboration

Globally

v"  Financial Stability
Board (FSB)
harmonizing
around key cyber
terms and
definitions, drawing
from the Profile
sources (NIST and
1SO).

A u.s.

Federal

TN

v"  Federal Reserve
(FRB) mentioning
the Profile’suse as
an acceptable
assessment
methodologyin
upcoming First Day
examinationletters
with plansto train
examiners.

v"  SEC Office of
Compliance
Inspections and
Examinations (OCIE)
trainingits staff on
Profile usage in Nov
2018.

- /

New York
Department of
Financial Services
(NYDFS)
modifyingits final
regulation in favor
of an assessment
based approach.

National
Association of
Insurance
Examiners (NAIC)
exploring
voluntary use of
the Profile for
exam purposes.

/

v

International
Standards
Organisation
(1SO) developinga
standard on
standards
development,
adoptingthe
Profile
development
process.

NIST and ISO
drafting, with
FSSCC, a joint
white paper
describingthe
complementary
nature of each.

/




The Structure:

1) An Impact Risk Assessment (Part I)

2) Cyber Framework + Supervisory Materials =
Architecture (Part Il)

Download Free Profile and Users Guide;

A https:/mww.fsscc.org/Financial-Sector Cybersecurity- Profile

A https:/Amww.fsscc.org/The-Profile-FAQs



https://www.fsscc.org/Financial-Sector-Cybersecurity-Profile
https://www.fsscc.org/The-Profile-FAQs

PART I.

The Impact Assessment
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Public/Private Collaboration to Achieve SectorWide Scaling by Impact

/ National or Global Impact Tier 1

A Applies to systemically important
and/or multinational firms.

A Examples: GSIBs, GSIFls, systemically
important market utilities.

Subnational (Regional) ImpactTier 2 \

A Applies to firms offering mission
critical services or have over 5m
customer accounts.

A Examples: Supeegional banks,

A Applies to firms
with a high
degree of

2019/2020.

- Industry-wide scaling achieved
through collaboration with NIST, Federa
Reserve, OCC, FDIC, SEC, FINRA.

- Over 40 firmamplementing the Profile
or actively exploring implementation for

\ significant

portion of large
insurance firms.

A Applies to the
firms with a
relatively small

/

interconnectedness and between5lL
customer accounts.

A Examples: Regional banks, large
credit unions.

number of
customers.

A Examples: Community banks, small broker

\ Sector Only Impact Tier 3

dealers/investment advisors.




PART II:

The Architecture
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The Profi
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FFIEC CAT

Inspired Addition

Underlying Architecture

Functions

Added in
Responseto
Regulatory Expectations

Governance

J.

Identify

Detect

NIST CSF and CPMI-IOSCO

Respond

Recover

Added in
Responseto
Regulatory Expectations

Supply Chain/

Dependency
Management

ISO/IEC 27001

(02 1=Te [o) =12

Except that
some
categories have
been moved
and some have
added to fit with
new “5 + 2"
Function
concept.

Subcategories

Except that
some

categories have |

been moved
and some have
added to fit with
new “5 + 2"
Function
concept.

Diagnostic
Statements

The risk-based
diagnostic
statements knit
together the
multitude of
regulatory
expectations
and the NIST-
centric
Subcategories;
Will aid
regulatory
agencies with
their oversight
and examination
responsibilities.

FS Specific
Regulatory
References

CPMI-IOSCO,
NIST CSF, ISO
Standards

FFIEC CAT and
IT Handbooks

SEC, CFTC,
FINRA, NAIC

SAMA
Information
Security Survey




Example:Tiering and Diagnostic Statements

Functions Categories Subcategories NISTCSFv1l.1 FS Profile Diagnostic Diagnostic Statement Tier 2: FS References Informative References
Ref Statements Reponses Sub- from NIST CSF v1.1
National
Yes
MNo
Partial
MNat Applicable
Yes — Risk Based
Yes —
Compensating
Controls
Mot Tested
| Don't Know

Yes

No

Partial

Not Applicable
Yes — Risk Based
Yes —
Compensating
Controls

Not Tested

| Don't Know

Governance

Yes

No

Partial

Mot Applicable
Yes — Risk Based
Yes —
Compensating
Controls

Not Tested

| Don't Know

The ‘Diagnostic Statements’ column defines authoritative, common
language for multiple regulatory requirements, enabling Firms to comply
with largely the same but distinct requirements from different supervisors

The ‘FS References’ and ‘Informative References’ columns
detail specific mapping of distinct requirements to the single
Profile requirement




