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Agenda

1.What is the FSSCC Cybersecurity Profile?

2.Community Bank Use Case

Å Joyce Flinn, First United Bank and Trust

3. Topics:

ÅWhy did First United Bank and Trust decide to use the Profile?

ÅWhat has been their implementation process and timeline?



- The Problem -



The U.S. Financial Services Regulatory Structure (2019)



\Duplication, Compliance Burden, and Limited Cyber Resources

Supervisory 

Issuances
NIST Subcategories NIST Categories NIST Functions

Å 2016 Survey: 40% 
of Information 
{ŜŎǳǊƛǘȅ ǘŜŀƳǎΩ 
time on avg spent 
on reconciliation of 
cyber expectations

Å (ISC)2: Gap of 
cyber pros has 
been growing, with 
a gap of 3 million 
projected for 2019

Å FSB (2018): 72% of 
jurisdictions 
reported plans to 
issue new cyber 
requirements



The Process for Development and Primary Participants

Over the past 2 yearsς
ÅCoalition under the FSSCC established;
ÅABA and BPI/BITS co-lead;
Å50+ working sessions;
Å300+ experts participating;
Å150+ financial institutions of all sizes 

and charter types providing input.  

Financial Services and Other Agencies ς
ÅProvided material for incorporation, 

notably:
ÅFRB;
ÅOCC;
ÅFDIC;
ÅSEC;
ÅCFTC;
ÅFINRA;

ÅFacilitated a NIST workshop on 
risk/impact scaling (April 2018).



Immediate Benefits and Efficiencies

ÁMore than 2300 regulatory provisions reduced to 9 tiering questions and 277 
Diagnostic Statement questions, a reduction of approximately 88% overall.

Á73% Reduction for Community Institution Assessment Questions. For the least 
complex and interconnected institutions, it is expected that they would answer a total 
of 145 questions (9 tiering questions + 136 Diagnostic Statement questions). 

Á49% Reduction in Assessment Questions for the Largest Institutions. For the 
most complex and interconnected institutions, the reduction also is significant. With 
the Profile, it is expected that such institutions would answer 279 questions (2 tiering 
questions + 277 Diagnostic Statement questions). 



êand the Agencies?



Agency Statements of Support

ÁFFIEC:ñéThese resources are actionable and help 
financial institutions manage cybersecurity risk 
regardless of whether they use the FFIEC 
Cybersecurity Assessment Tool, NIST Cybersecurity 
Framework, Financial Services Sector Specific 
Cybersecurity Profile, or any other methodology to 
assess their cybersecurity preparedness.ò

ÁNIST: ñé[O]ne of the more detailed Cybersecurity 
Framework-based, sector regulatory harmonization 
approaches to-date.ò 

ÁFederal Reserve: ñé we'll welcome any financial 
institution to provide information to us using the 
structure and taxonomy of the profile, we see that 
as a boon for harmonization.ò

ÁOCC:ñIf the industry moves to use this 
cybersecurity profile, that is what we will base our 
assessments oné.ò

ÁFDIC:ñThat was one of the things, at the FDIC, that 
we were most interested in is looking at the tiering.ò

ÁSEC:ñéto the extent that we can rationalize and 
cut down on that duplication, allowing those scarce 
resources to start driving toward protecting the 
enterprise, I think we're in a good space.ò



The Profile as a Tool for Public/Private Collaboration



The Structure:

1) An Impact Risk Assessment (Part I)

2) Cyber Framework + Supervisory Materials = 
Architecture (Part II)

Download Free Profile and Users Guide: 

Á https://www.fsscc.org/Financial-Sector-Cybersecurity-Profile

Á https://www.fsscc.org/The-Profile-FAQs

https://www.fsscc.org/Financial-Sector-Cybersecurity-Profile
https://www.fsscc.org/The-Profile-FAQs


PART I:

The Impact Assessment



sPublic/Private Collaboration to Achieve Sector-Wide Scaling by Impact

- Industry-wide scaling achieved 
through collaboration with NIST, Federal 
Reserve, OCC, FDIC, SEC, FINRA.

- Over 40 firmsimplementing the Profile 
or actively exploring implementation for 
2019/2020.

National or Global Impact ςTier 1 Subnational (Regional) Impact ςTier 2

Sector Only Impact ςTier 3 Customer/3rd Party Impact Only ςTier 4

Å Applies to systemically important 
and/or multinational firms.

Å Examples: GSIBs, GSIFIs, systemically 
important market utilities.

Å Applies to firms offering mission 
critical services or have over 5m 
customer accounts.

Å Examples: Super-regional banks,
significant  
portion of large
insurance firms.

Å Applies to firms
with a high 
degree of 
interconnectedness and between 1-5 
customer accounts.

Å Examples: Regional banks, large 
credit unions.

Å Applies to the 
firms with a 
relatively small 
number of 
customers.

Å Examples: Community banks, small broker 
dealers/investment advisors.

277 Diagnostics

188 Diagnostics

262 Diagnostics

136 Diagnostics



PART II:

The Architecture



The Profileõs Underlying Architecture

FFIEC CAT

Inspired Addition

Added in

Response to

Regulatory Expectations

Added in

Response to

Regulatory Expectations



Example: Tiering and Diagnostic Statements


