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IMPOSTER SCHEMES ARE CHANGING






























I FINCEN’s 2022 EFE ADVISORY — SAR FILING INSTRUCTIONS

* [T]he narrative section of the report 1s critical.. . Filers must
provide a clear, Comﬁlete, and concise description of the
activity, including what was unusual or 1rregular that caused
suspicion.

* Filers are also encouraged to determine their obligations to
report suspected EFE under state law and report suspected
EFE to law enforcement and their state-based Adult
Protective Services.
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I FINCEN’s 2022 EFE ADVISORY — BEST PRACTICES

* Provide details about the reporting entity’s response, €.g.,
whether accounts were closed, whether the person was
warned that transactions appear to involve fraud, i1f the
person was not permitted to conduct new transactions, etc.

* Take advantage of the law enforcement contact field to
indicate 1f the suspicious activity was also reported to law
enforcement or Adult Protective Services, as well as the
name and phone number of the contact person.

* Provide direct liaisons or points of contact at the reporting
entity related to the SAR so investigators can ask questions
and request additional documentation 1n a timely manner.
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I Elder Scam: Stranger or Imposter

* An older customer 1s agitated or frenzied about the need to send money
immediately in the face of a purported emergency of a loved one, but
the money would be sent to the account of a seemingly unconnected
third-party business or individual.

* During a transaction, an older customer appears to be taking direction
from someone with whom they are speaking on a cell phone, and the
older customer seems nervous, leery, or unwilling to hang up.

* An older customer mentions how an online friend or romantic partner 1s
asking them to receive and forward money to one or more individuals
on their behalf or open a bank account for a “business opportunity.”
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I Elder Scam: Stranger or Imposter

* An older customer receives and transfers money interstate or abroad to
recipients with whom they have no in-person relationship, and the
explanation seems suspicious or indicative of a scam or money mule
scheme.

* Frequent large withdrawals, including daily maximum currency
withdrawals from an ATM.

* Dormant accounts with large balances begin to show constant
withdrawals.
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Contact Information

« Name: Sam Kunjukunju
* Title: Senior Director, Bank Community Engagement

« Phone: 202-663-5418
 Email: skunjukunju@aba.com

PLEASE DON'T HESITATE TO REACH OUT!






