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EXECUTIVE SUMMARY 

The role of Internal Audit function in the Financial Services industry continues to evolve from a 

mere assurance provider to a function that provides an integrated view of existing and emerging 

risks and their impact on the business. At the same time, the regulatory expectations and 

pressures of Internal Audit to be the “boots on ground” requires Internal Audit to continue to 

elevate the level of assurance provided to external stakeholders. The expectations are specially 

challenging for Internal Audit functions at small and mid-sized financial institutions that have 

tremendous pressure to be lean in their operations given the current economic environment with 

compressed margins. How does an Internal Audit department balance the act of identifying and 

addressing emerging risk areas while at the same time, improve the efficacy of transactional and 

compliance audits to provide the requisite level of assurance to regulators, internal and external 

stakeholders? I am faced with this challenge in my current role and would like to propose a plan 

to build an effective Internal Audit function that meets various internal and external stakeholder 

needs while focusing most of the time and resources on emerging risks to the organization. 

The systemic nature of risks and inter-connectedness of institutions in the Financial Services 

industry has created a need for a dynamic internal audit plan that is flexible and can address 

emerging risks as they are identified. In my experience, several small and mid-sized Internal 

Audit departments continue to serve the role of a mere assurance provider through cycle based 

audit. This seems mainly due to the misconception that transforming internal audit from its 

traditional role to what’s required today would infringe upon internal audit’s role as an 

independent assurance provider or that the investments required in people, process and 

technology will result in increased operating costs. I believe Internal Audit can achieve its goal 

of being a valuable contributor to identifying and addressing emerging risks while containing 
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costs by focusing on three main areas. These include developing a vision and strategy, 

redesigning its operating model, and improving coordinating across the three lines of defense.   

Vision, strategy and Talent Model 

A clearly articulated vision and strategy is critical to building alignment regarding the role of 

Internal Audit in the organization. The vision statement should reflect Internal Audit 

department’s desire to execute risk based reviews (“assurance activities”) working 

collaboratively with the business (“advisory approach”), to provide insights versus hindsight 

with a focus on ongoing initiatives (“anticipate emerging risks”) that help achieve the 

organization’s strategy.  Research proves that while Internal Audit believes its mandate is to 

provide insights into the efficiency and effectiveness of operations, the executive stakeholders do 

not hold that same view1. I have found that by clearly articulating and communicating how 

Internal Audit’s vision and mission aligns with the organization’s objectives leads to buy in from 

the business.   

Once the vision and strategy is in place, the Internal Audit function should clearly demonstrate 

alignment of knowledge, skills, and capabilities of Internal Audit staff against the skills required 

to deliver against the vision and strategy. Internal Audit should bring together and cultivate the 

right mix of technical depth, general auditing, business knowledge and relationship management 

skills. We found that encouraging auditors to specialize by risk category (such as credit, market, 

operational etc.) and align key management committee responsibilities, stakeholder relationships 

and audit responsibilities by risk category to be an efficient way to bring the right level of depth 

to audits while keeping costs contained. Aligning specialists by risk category and conducting 

                                                           
1 KPMG, “20 Key Risks to Consider in Internal Audit before 2020” https://assets.kpmg/content/dam/kpmg/ch/pdf/key-
risks-internal-audit-2018.pdf 

https://assets.kpmg/content/dam/kpmg/ch/pdf/key-risks-internal-audit-2018.pdf
https://assets.kpmg/content/dam/kpmg/ch/pdf/key-risks-internal-audit-2018.pdf
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horizontal audits across departments provides coverage of critical integration points across 

business units and provides end-to-end coverage of risk. Internal Audit should continually focus 

on keeping its skills up-to-date through various means such as training, use of co-source 

resources and staff rotation with the business units. Using co-source specialist resources for a 

small number of hours on audits of complex areas helped us bring the breadth of industry 

knowledge to the audit while providing on-the-job training opportunity for Internal Audit staff. 

Once again, communicating the changes in the staffing model and specific benefits of inserting 

specialist resources in audits will be critical to building trust with the business. The goal is for 

the business to embrace these changes and feel part of the process where they can suggest areas 

of focus for the audit. 

Redesign Operating Model 

Attempting to audit each and every area of the bank over a four year period to the same level to 

depth, would not leave us much time to execute continuous monitoring activities and address 

ongoing initiatives to the right level of depth. We should employed innovative approaches to 

conducting our risk assessment process at the enterprise level and at the business unit level to 

continually focus resources towards higher risk areas that present most risk to the organization. I 

propose designing an operating model where we allocated similar amount of time and effort to 

address the current and the future state of the business. In addressing the future state, we should 

design nimble reporting capabilities to be able to provide feedback to the business before the 

risks are undertaken while in addressing current state, our goal will  be to execute efficiently by 

employing tools and technology to focus on areas of higher risk.  

Internal Audit should embrace technology by making sure that all auditors have a working 

knowledge of data analytics tools and techniques to enable “Data Intelligent Audits.” Using data 
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analytics techniques we will profile the data and conduct trend analysis across periods to 

understand where the business is placing bets and how risks are shifting across periods and 

alignment with the overall organization strategy. Understanding control culture of the group 

subject to audit and their understanding of risk limits relative to risk appetite will be insightful 

and a key input into the audit plan. Use of analytics to inform the audit plan and judgmental 

selection of transactions based on pre-determined criteria will provide greater level of assurance.  

It happens frequently at small mid-sized financial institutions that there is that one large 

transaction with a long standing customer that goes into non-accrual status and has a large 

impact to the financials. To address the risk, Internal Audit could consider implementing 

automated processes that kick out individual financially material transaction for audit review. A 

nimble and flexible operating model that continually evaluates risks to focus audit procedures 

using data analytics and understanding of the business to address high risk areas will result in 

insightful audit results.   

Improve coordination across three lines of defense 

Alignment across control functions to drive towards a common risk taxonomy, risk assessment 

methodology, risk and controls framework and a centralized repository of issues across the 

organization drives clarity, coordination and understanding. In order to reduce duplication and 

improve coordination, establishing trust and partnerships with the business and second line to 

align methodologies and establish an integrated controls framework is critical along this journey. 

Establishing a common risk taxonomy will help the organization better synthesis differences in 

results across the lines of defense and foster agreement regarding areas that present exposures 

beyond the risk appetite of the organization. 
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The major changes resulting from focusing on the areas laid out above would include the 

following: 

¶ Hiring resources in the areas of data analytics, cloud and cybersecurity and risk 

management.  Use co-source resources for other areas of higher risk where resource 

needs are focused and short term such as model risk management; 

¶ Basic data analytics training for all auditors, hiring of data analytics specialist and 

purchase of an automated tool to be used across the department such as Tableau; 

¶ Co-ordination with other control functions to align risk taxonomy, risk and controls 

framework, issue rating methodology and systems; 

¶ Re-design audit methodology, processes and reporting. 

Overall, the changes recommended will result in a short-term investment of $250,000 to 

$550,000 over the next three years and ongoing operating cost of $500,000. The biggest risk to 

the success of this project would be acceptance by the business units. The business units are used 

to a reactive Internal Audit function that identifies errors in manual controls. Changes to the 

Internal Audit approach and methodology will require tremendous amount of communication 

with the key stakeholders to build consensus and adoption of the revised operating model. 

However, I believe there is tremendous benefit to gain from an upskilled and effective Internal 

Audit function that will help management and the board in identifying risks to achieving the 

FHLB’s objectives and strategy. Optimizing staffing and capabilities (their skills and talent), 

streamlining Internal Audit processes will lead to a higher quality outcome due to operational 

excellence. 
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INTRODUCTION / BACKGROUND  

Background  

The Federal Home Loan Bank of Cincinnati (“FHLB”) is one of eleven regional wholesale 

Federal Home Loan Banks across the United States (collectively referred to as the “FHLB 

System”). The FHLB System exists to provide liquidity for its Members in support of their 

mortgage finance needs. The composition of FHLB membership are financial institutions 

chartered as commercial banks, thrifts, savings banks, credit unions, insurance companies, or 

community development financial institutions. The FHLB covers the district states of Ohio, 

Kentucky, and Tennessee. The regulator over the FHLB System is the Federal Housing Finance 

Agency (“ FHFA”). Given the implicit government guarantee, the FHLB System receive 

tremendous regulatory focus. 

The Internal Audit function has traditionally served the role of a compliance and assurance 

provider whereby Internal Audit reviewed historical business activity to confirm that laws, 

regulations, and FHLB policies were not violated. This approach has served Internal Audit well 

over the past several years but the FHFA has raised the bar with the new requirements of Internal 

Audit issued in the form of an Advisory Bulletin (“AB”). The provisions of this AB are 

consistent with Internal Audit guidance issued by the federal banking regulatory agencies.  That 

guidance includes the Interagency Policy Statement on the Internal Audit Function and its 

Outsourcing (March 17, 2003) and the Federal Reserve Board's Supplemental Policy Statement 

on the Internal Audit Function and Its Outsourcing (January 23, 2013).  This AB is also 

consistent with the OCC Guidelines Establishing Heightened Standards for Certain Large 
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Insured National Banks, Insured Federal Savings Associations, and Insured Federal Branches2. 

They see Internal Audit as boots on the ground serving the role of a watchdog identifying, 

assessing and escalating areas of emerging risks. In addition, stakeholders in the business are 

looking for Internal Audit to provide advisory services including evaluation of ongoing 

initiatives and it is important for Internal Audit to improve the value it delivers. Audit has 

approximately 20 resources dedicated to auditing the FHLB, which is approximately $100 

Billion in asset size. There is tremendous pressure to keep cost low and be efficient in the 

delivery of Internal Audit services.  

The problem is not unique to the Federal Home Loan Bank System. The Institute of Internal 

Auditors conducts “North American Pulse of Internal Audit” survey annually. The survey 

conducted in 2019 included responses from 447 Chief Audit Executives from across the country 

and was conducted across industries with approximately 30% of the respondents from the 

Financial Services industry. According to this survey only about 8% of the Internal Audit 

functions, have over fifty plus professionals with over 37% of the Internal Audit functions with 

under 10 employees3. The survey highlights the need for Internal Audit departments to become 

nimble and agile in their approach and to conduct risk-based examinations providing greater 

coverage while keeping costs low. Stakeholders and regulators expect Internal Audit functions to 

identify and address emerging risk areas and continually monitor the control environment to 

assess probability of the risks materializing given the macro-economic factors in an efficient 

manner. At the same time, the Internal Audit function is expected to continuously improve the 

efficacy of transactional and compliance audits to provide the requisite level of assurance. The 

                                                           
2 The Federal Housing Finance Agency – or FHFA Advisory Bulletin Number: AB 2016-05, titled Internal Audit Governance 

and Functions 
3 Institute of Internal Auditors 2019 North American Pulse of Internal Audit 
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expectations are specially challenging for Internal Audit functions at small and mid-sized 

financial institutions that have tremendous pressure to be lean in their operations given the 

current economic environment with compressed margins. The focus of this paper is to 

demonstrate how Internal Audit can address emerging risks, add value to the business while also 

providing the requisite level of assurance to regulators and other stakeholders without 

significantly increasing the operating cost for the department. It will be shown in this paper that 

optimizing staffing and capabilities (their skills and talent), and streamlining Internal Audit 

processes will lead to a higher quality outcome due to operational excellence. 

Current Operating Model 

The Internal Audit department has the right stature at the FHLB with the Chief Audit Executive 

reporting to the Audit Committee with an administrative reporting line to the Chief Executive 

Officer (CEO). The department personnel are comprised of a seasoned group of professionals 

with an average of approximately 22 years of auditing experience, which includes 11 years of 

experience at the FHLB. Internal Audit department organization structure has been linear with 

individuals in Internal Audit directly aligned and dedicated to auditing certain departments in the 

business. As a result, they work in silos under the linear reporting structure adopting the ways 

and approaches of the managers. Most of the auditors maintain a general audit skillset with 

certain auditors specializing in the Information Technology area. The department mainly spends 

time on executing cycle-based audits where coverage of each area at the FHLB is achieved over 

a four-year period. The risk assessment is not formally documented and approximately 50% of 

the audit universe is considered high risk from a residual risk perspective. This does not 

reconcile well with the results from past audits which have yielded satisfactory results. Based on 

past audit results, one would expect the audit universe to be generally lower in residual risk than 
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the way it is currently rated. The audit plans for each area of the FHLB are rolled forward each 

year with minimal updates. The audit plans are written more like test plans with specific 

sampling procedures versus incorporating risks and controls relevant to the area. Auditors 

believe that the risks to the FHLB do not change over time and as a result static audit plans 

provide sufficient coverage. The audit reports are generally highly rated with minimal issues 

identified through the application of audit procedures. On discussions with management, it was 

noted that auditors are comfortable obtaining required documentation for the audit from the 

system or shared drives and generally are self-sufficient. Management noted that at times, audits 

are completed and reports delivered without them being aware that the audit was in progress. The 

Internal Audit department does not interact with the personnel in the business outside of the day-

to-day audit activities, as they believe it may impair their independence. Management views 

Internal Audit as a “police” like function with their main mission being to identify errors made 

by the business in the execution of daily tasks and activities.  

FHLB Strategic Priorities and Need for Change in Internal Audit  

The FHLB has numerous strengths such that in a status-quo external operating environment we 

will be able to achieve the FHLB’s mission and corporate objectives without making changes to 

our operating model. However, change is accelerating in the business environment we face. 

There are specific external threats that could make it more difficult for the FHLB to achieve its 

mission and corporate objectives.  The number of members is declining due to consolidation in 

the industry. Further, our members are becoming more sophisticated at exploring alternative 

funding options which calls for better understanding of market competitive forces on our end. 

Evolution of mortgage and housing finance has been moving away from the FHLB System’s 

traditional member base (Banking Organizations) towards real estate investment trusts (REITS), 
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mortgage banks, and “Fintech” companies and we feel the need to drive regulation to expand our 

member base. Competition from wholesale funding has increased in recent years and some of the 

alternative in the market include Brokered deposits and peer-to-peer lending. Our members are 

expecting a higher level of technological capabilities and expect online services and real time 

processing. The possibility for GSE reform and pressures for additional FHLB mergers, though 

seemingly low probability events currently, are reminders that the external business environment 

could change in a disruptive fashion. Finally, the regulatory environment continues to be 

rigorous and expectations continue to increase. As a result of these threats from the external 

environment, the FHLB feels the need for internal change in the way we operate and in our use 

of technology. The FHLB has several initiative under way to improve the way we engage with 

our members, improve back-end processing capabilities, and use of artificial intelligence and 

other means to improve our capability to drive insights from data.  

For internal audit, this dynamic reality is adding complexity and urgency to our work. Amidst all 

this change, Internal Audit is being asked to do more by its stakeholders. The Board is asking for 

information to help them be effective in their oversight responsibilities, management is asking 

for more real time feedback versus hindsight to help minimize cost of rework, and leadership is 

asking for Internal Audit to provide them with comfort that ongoing initiatives are achieving 

their objectives. However, the pressures driving change and disruption today cannot be eased by 

simply relying on what Internal Audit has done in the past. Amongst cost pressures and changes 

in the internal and external business environment, the biggest challenge for Internal Audit is to 

determine how to become a strategic partner to the business while keeping costs low. What this 

means is that Internal Audit needs to transform the way we operate and achieve the basis 

assurance using technology and automated tools in a cost efficient manner while focusing 
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resources in areas that present the highest risk to the organization. In order to become more 

strategic, the Internal Audit department also needs to transform its skillset into what is needed 

today which is more specialized skillset that brings understanding of practices in the competitive 

landscape to bear upon the reviews conducted by Internal Audit. 

FRAMEWORK STRATEGY / IMPLEMENTATION 

My Role in this Project  

I will serve as the executive sponsor and leader for this initiative. I have served as the Chief 

Audit Executive since joining the FHLB in 2018. In support of the Bank’s 2018 strategic 

priorities, I am currently in the process of realigning the Internal Audit group to be a strategic 

partner to the business providing insights to help improve the overall control environment and to 

deliver against the strategic objectives. This Stonier Capstone project proposal is highly aligned 

to both my managerial and strategic roles within the FHLB.  

Proposed Strategy and Focus Areas  

In order to achieve its future objectives, Internal Audit should focus on four main areas. These 

include developing a vision and strategy, enhancing its use of technology, redesigning its 

operating model and coordinating across the three lines of defense. In this section, we will 

explore each of these areas in additional depth. 
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Vision, Strategy and Talent Model 

Internal Audit does not have a documented vision and strategy. The vision statement should 

reflect Internal Audit department’s desire to execute risk based reviews (“assurance activities”) 

work collaboratively with the business (“advisory services”), provide insights versus hindsight 

with a focus on ongoing FHLB initiatives (“anticipating emerging risks”).  A documented vision 

statement will be instrumental in helping transform Internal Audit’s image in the organization 

and providing future direction.  

Currently, the Internal Audit function skills assessment primarily documents the years of 

experience of the Internal Audit staff and their certifications versus what skills the staff has 

and/or are required based on the audits planned. The function should assess and document a 

granular knowledge, skills, and capabilities assessment of Internal Audit staff against the skills 

required to deliver the Internal Audit Plan. The knowledge gap assessment process could include 

management feedback surveys and internal and external quality assurance findings to identify 

gaps in auditing skills (e.g., critical thinking, documentation), soft skills (e.g., communication, 

interviewing skills, prioritization) and technical skills (e.g., AML, Unix, payment processing).  
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Based on this assessment, Internal Audit should use various means to address skills gaps. This 

can include training, hiring of resources with requisite skillset, use of co-source resources and 

staff rotation with the business. Management should consider hiring resources that bring depth of 

experience in certain specialized areas that are covered in most audits. These areas would include 

data analytics, cloud and cybersecurity and risk management. Bringing these skills to bear upon 

audits will result in deeper audits that provide insightful observations to management in these 

areas of higher risk. Co-source resources can be considered for certain other areas such as model 

risk that may not need audit coverage throughout the year and the need is short term. The ideal 

approach would be for Internal Audit to employ a combination of these approaches to achieve 

the desired skills. In a small institution, staff rotation with the business can be challenging but 

Internal Audit could work with Human Resources to explore isolated options at the lower 

staffing levels. 

Use of Technology and innovative Practices 

As the FHLB transitions into a more technology driven organization, Internal Audit needs to 

transform the way it executes. A Deloitte white paper on this topic notes that until recently, the 

Internal Audit profession has not faced the need to innovate, let alone reinvent itself. We can 

trace the birth of modern Internal Auditing – ”Internal Audit 1.0” – to the founding of the 

Institute of Internal Auditors (IIA) in 1941 – and trace “Internal Audit 2.0” to Sarbanes Oxley 

and its impact on the accounting profession. 4 Internal Audit should invest resources towards 

automating core assurance activities by performing exception based auditing. Given that over 

80% of the systems in use at the FHLB are in-house developed systems using a Microsoft SQL 

based infrastructure, the IT environment lends itself well to exception based auditing. Deploying 

                                                           
4 DT, Internal Audit 3.0, The Future of Internal Audit is Now 
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analytics for automated and exception based auditing will be a long journey and requires 

continuous and deliberate ongoing investment. As part of each Internal Audit, auditors should 

spend 15% to 20% of the time evaluating current audit procedures to identify, evaluate, 

categorize and prioritize potential candidates for automation. Further, for text heavy documents, 

robotics process automation could be explored for efficiency. According to an article in business 

insider, Wells Fargo projects up to 200,000 (10%) of banking jobs to be cut in the next decade 

due to automation. In addition to automation for efficiency, Internal Audit needs to utilize 

technology to keep pace with the business. The PwC 2019 Global Risk, Internal Audit and 

Compliance Survey of 2,000 executives (half in risk functions) shows that as organizations move 

through digital transformation, internal audit functions that are more digitally fit more effectively 

help their stakeholders make better decisions, and take smarter risks. Leveraging technology in 

audits would result in audit efficiencies and insightful observations for the business. 

Coordination with Control Partners 

There is lack of a consistently understood and utilized risk management framework across the 

three lines of defense. Internal Audit performs an independent risk assessment, which drives the 

Internal Audit plan versus leveraging the existing risk assessment and the framework maintained 

by the risk and compliance functions.  
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Internal Audit should align the risk taxonomy with the second line of defense. Internal Audit 

should work with the business and second line to build a common risk taxonomy, risk and 

controls framework and a centralized repository of issues across the FHLB. This will result in 

efficiencies and reduced effort to address lower risk areas across the three lines of defense. 

Common taxonomy will also help the FHLB better synthesis differences in results across the 

lines of defense. 

Methodology and Process 

Overall, across the industry there is realization that Internal Audit needs to innovate and apply 

new approaches to audit in order to achieve the basic assurance needed over core operations 

efficiently and effectively while focusing its efforts on areas that present risk to the organization.  

¶ Audit Risk Assessment Process: The risk assessment process provides the foundation 

for the audit plan.  The existing plan fulfills the basic requirements however requires 

improvement to meet industry standards and heightened standards from regulatory 

bodies.  Improvements include incorporation of a control score within the assessment 

model as well as more formal processes to improve the dynamic nature of the risk 
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assessment to help ensure that emerging risks are identified and reflected in the audit 

plan.  More advanced improvements include increased coordination with 1st and 2nd line 

risk assessment processes and the use of data analytics. 

¶ Audit Execution Approach: The audit execution is based on static work plans that are 

executed without any assessment of changing risks faced by the organization. Granular 

procedures around planning, execution and reporting of issues are not in place to drive 

risk-based audits. Internal Audit should develop a phased approach with tools and 

templates designed to support each step in the audit phase to drive the audit process. This 

will lead to consistency across audits, more formal and consistent communication with 

the auditees and timely delivery of feedback to auditees.  

¶ Quality Assurance: A Quality Assurance program is not in place to review internal 

audits performed for clarity, adherence to methodology and for assessing adequacy of 

audit approach in addressing key risks to the organization. Quality Assurance should 

include more in-depth qualitative review and effective challenge of the entire Internal 

Audit function including governance, methodology, and resources.  

¶ Advisory Services: Internal Audit does not have the skillset or approach to assess and 

monitor ongoing initiatives to confirm adequate focus and addressing of risks presented 

by the initiatives. A 2018 EY report noted, “[Internal audit] must balance priorities and 

resources to help the organization address the risks it faces today, anticipate emerging 

risks and provide business insights that may help management gain a competitive 

advantage. The [internal audit] function must maintain a focus on basic and core 

activities, but it must also be ready to take on more of an advisory role.” 5 In order to 

                                                           
5 EY, In a Digital World, Do You Know Where Your Risks Are? (NewYork: Ernst & Young LLP, 2018) 
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audit initiatives underway and Information Technology projects, audit should develop a 

formal approach and provide training to audit professionals in the areas of project 

management and emerging industry risks. The audit of initiatives should result in 

frequent feedback in terms of formal ongoing memos and other formats.  

Finally, Internal Audit should consider dedicating one full time resource towards professional 

practices. This resource will serve the role of a project manager and will oversee the 

implementation of various audit initiatives. Internal Audit should perform an assessment of 

current resources to determine resources that can be retooled and identify audit positions that 

need to be restructured in order to align with the future direction of the audit function. Until 

new staff are hired for the newly restructured positions, audit should utilize co-source 

resources to supplement current staff. Given reduction in overall headcount, co-source should 

not cause additional department cost and overhead. The initiatives outlined in the strategy 

section could be executed within a 12-month period.  Implementation of these initiatives will 

result in an audit department that is in compliance with the regulatory requirements over 

Internal Audit and is able to provide valuable services to the business outside of the basic 

assurance activities. 

Implementation Plan  

The following roadmap will be used to track the project and enhancement opportunities to 

completion. I will be responsible for the delivery of this plan within an eighteen month timespan. 

I will utilize a combination of consulting co-source and existing Internal Audit staff to achieve 

the objectives laid out below. These initiatives are already included in the overall Internal Audit 

budget. I do not expect any incremental cost resulting from Internal Audit undertaking the below 

listed initiatives: 



 

Building Effective Internal Audit Functions 

Date: February 27, 2020  Page 19 of 30 

Enhancement Opportunity 

Short 

Term 

(1 year) 

Medium 

Term 

(1-2 

year ) 

Long 

Term 

(3 

years) 

Comments 

Vision, Strategy and Talent Model 

Document Departmental Vision 

Statement 
X   

Leverage Co-source 

arrangements to address 

short term staffing 

needs 

Resource capability alignment with 

Internal Audit (“IA”) needs 
 X  

Leverage Co-source 

arrangements to address 

short term staffing 

needs 

Redesign IA organization chart and 

resources 
X  X 

Based on resource 

capability alignment, 

determine opportunities 

to restructure 

department staffing 

Develop IA training curriculum X    

Implement rotation program with the 

business 
 X   

Implement rotation programs/resource 

sharing within IA groups at other 

FHLBs 

X    

Simplify/re-design documentation 

requirements in Team Central 
X    

Use Technology 

Develop data analytics strategy   X  In short-term increase 

use of ad-hoc analytics 
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as a part of individual 

audits 

Improve IA engagement in regulatory 

reviews 
X    

Increase collaboration and resource 

sharing across the internal audit groups 

to enable ideation relative to 

automation 

X    

Redesign Operating Model 

Align policies and procedures with the 

IPPF 
X   

IA has engaged Co-

source partner to assist 

with updates to policies 

and procedures 

Provide effective challenge to 

management policies and procedures 
 X  

Assessment of policies 

and procedures should 

be made an integral part 

of audit plans 

Enhance the risk assessment approach X    

Enhance coverage of Information 

Technology elements as a part of the 

risk assessment process 

X    

Incorporate end-to-end process 

reviews, consultative engagements and 

audits of strategic, emerging risks as a 

part of the audit plan 

 X  

Consider incorporating 

some end-to-end 

process reviews in the 

short term 

Centralized tracking and issue 

management with increased IA 

engagement. Implement approach to 

validate exam findings 

X    
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Perform root cause analysis of all 

significant issues noted as a part of the 

audits 

X    

Implement thematic issue evaluation to 

identify cross-institution risks and 

impact on the audit plan 

X    

Perform review of post mortem/lessons 

learned analysis over adverse events 

performed by the business and 

implement a similar analysis by IA 

over its own process 

X    

Perform review of post mortem/lessons 

learned analysis over adverse events 

performed by the business and 

implement a similar analysis by IA 

over its own process 

X    

Develop and implement key goals and 

metrics for tracking IA efficiency and 

effectiveness 

 X   

Design and implement a quality 

assurance program 
 X  

This is contingent upon 

re-design of the audit 

methodology, risk 

assessment and other 

areas 

Coordinate Across Lines of Defense 

Improve alignment with the second line 

of defense  
X   

In the short-term 

increase IA 

involvement in the 

action plan validation 

process 

Improve IA engagement in regulatory 

reviews  
X    
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Integrate Team Central with tools 

deployed by the 1st and 2nd line of 

defense  

  X 

In short-term 

coordinate with 2nd line 

to obtain greater 

visibility and input into 

management action 

plans 

FINANCIAL IMPACT  

Restructuring of the Internal Audit department and updating of the skillset, methodology and 

day-to-day operations will require upfront investment over the first three years in terms of capital 

expenditure. In addition, it will require a smaller but ongoing incremental operating cost due to 

the higher skillset level required to execute under the new operating model.  

Current and Ongoing Operating Cost 

Current Internal Audit department includes 20 FTEs with employees in the department holding 

long tenures. In order to upgrade the skillset of the department, the proposal would be to 

restructure the department and replace approximately 50% of the current departmental FTEs with 

new employees that bring deep skillset in the fields of Information Technology, Cyber Security, 

Modeling, and Market Risk Management. During the transition year, we will utilize co-source 

resources to backfill the open positions. This approach of using co-source consulting resources 

will help with on-the-job training of remaining Internal Audit resources in addition to providing 

capacity to execute audits. Overall, turning over departmental staff and adding consulting co-

source resources as a backfill will not have any impact on departmental expenses. We expect to 

break even with current expenses if we incorporate the reduction in expenses from in-voluntary 

staff attrition, and the increase in expenses from severance pay and consulting fees. In addition, 

some of these resources will bring experience working with some of the large consulting firms 

and thus providing the framework and discipline of a structured audit approach. The ongoing 
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incremental cost of adding these additional resources would be approximately $500,000. Some 

of the cost could be attributed to the premium commanded in the market for potential employees 

to make a change in their status and take the additional risk of a new employer. In addition, some 

of this cost is attributable to current employees at the Internal Audit department at the FHLB not 

keeping their skills up-to-date to stay relevant and in tune with the emerging risks in the industry. 

Please note that the salaries and benefits do not increase as much in year one due to potential 

vacancies from turning over existing employees while we attempt to recruit replacements for 

those positions. In the short run, the short fall will be addressed by supplementing with co-source 

resources from a reputable consulting firm. 

Capital Expenditure 

As depicted in the table below, we expect a short-term investment of $250,000 to $550,000 over 

the next three years. In year 1 of the new operating model, we will potentially be understaffed 

and will utilize co-source partner to provide the resources to help execute the audit plan. We will 

leverage higher-level resources from the consulting firm to enable training of current and new 

employees (as they are hired) in addition to using these resources to execute the audit plan. 

Classroom style training will be undertaken to train current and new employees on the new audit 

methodology and to provide deep industry specific training in the areas of Cyber Security, 

Market Risk and other specialized areas. At the same time, we will utilize consulting resources to 

help re-design the Internal Audit methodology, risk assessment approach and to implement a 

quality assurance plan. The short-term capital expenditure should not be required beyond year 

three of operation at which time we should be fully staffed with new methodologies in place and 

functioning effectively. 
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Given that we will be understaffed during year one of the transition, a significant portion of the 

co-source budget will be allocated to execution of the audit plan. As the department reaches full 

staffing, we will begin to allocate a greater portion of co-source budget to build the department 

infrastructure. This will help us manage the budget and avoid situations of exceeding the budget 

estimates outlined above. The only scenario in which we may need additional capital expenditure 

is if the FHFA examiners pushed us to implement revised practices at an accelerated pace. In this 

case we estimate that we may need another $500,000 which equates to approximately 2000 hours 

on consultant time at a blended rate of $250/hr. However, this is highly unlikely scenario given 

that the examiners have not yet identified or requested these changes in Internal Audit and are 

planned internally by the department. 

Ongoing Operating Model 

Ongoing departmental operating costs are expected to be approximately $850,000 higher than 

current cost. The main factor leading to the higher ongoing operating costs are salaries and 

benefits of the new employees that would bring a higher level of skillset. In addition, there is 

modest increase in the ongoing co-source support budget and employee training budget. Co-

source resources will be utilized as subject matter specialists on complex audits related to 

emerging risk areas such as LIBOR transition. We have conducted one use case of this operating 

Current Cost Year 1 Year 2 Year 3 Ongoing

Salaries Bonuses and Benefits 4,484,108.00$         5,012,364.00$         5,162,364.00$ 5,162,364.00$ 5,162,364.00$       

Audit Support/Co-sourcing Ongoing 200,000.00$            450,000.00$            450,000.00$    350,000.00$    350,000.00$          

Total Salaries Bonuses and Benefits 4,684,108.00$         5,462,364.00$         5,612,364.00$ 5,512,364.00$ 5,512,364.00$       

Methodology Buildout -$                          450,000.00$            300,000.00$    100,000.00$    -$                        

Total Personel Costs 4,684,108.00$         5,912,364.00$         5,912,364.00$ 5,612,364.00$ 5,512,364.00$       

Travel 8,000.00$                20,000.00$              16,000.00$       16,000.00$       16,000.00$             

Training 4,000.00$                16,000.00$              12,000.00$       12,000.00$       12,000.00$             

Dues, Books and Memberships 3,000.00$                6,000.00$                6,000.00$         6,000.00$         6,000.00$               

Other expenses 151,780.00$            151,780.00$            151,780.00$    151,780.00$    151,780.00$          

Total Cost Current and Proposed 4,850,888.00$         6,106,144.00$         6,098,144.00$ 5,798,144.00$ 5,698,144.00$       
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model, which was well received by both the business contacts and by the Internal Audit staff. 

The subject matter resources brought depth and valuable industry insights to the business. In 

addition, the Internal Audit employees viewed this operating model as a training opportunity and 

learned a lot about industry practices as other companies because of working alongside 

experienced consulting resources. The likelihood of ongoing costs being higher than anticipated 

is low given that Internal Audit can reduce the use of external specialist resources to contain 

costs if required.  

The biggest risk would be acceptance by the business units. The Business units are used to a 

reactive Internal Audit function that identifies errors in manual controls. Internal Audit 

department, under the new operating model, will be focused on understanding business processes 

and identifying control gaps that could result in potential future errors. The revised approach will 

result in Internal Audit findings and observations of a nature that the business is not accustomed 

to based on their past experiences. They will also be focused on identifying efficiency 

opportunities. The revised approach could lead to the perception that Internal Audit is crossing 

the line from being an independent assurance provider to a function that is making management 

decisions. Changes to the Internal Audit approach and methodology will require tremendous 

amount of communication with the key stakeholders to build consensus and adoption of the 

revised operating model.  

NON-FINANCIAL IMPACT 

A restructured Internal Audit department will bring tremendous value to the FHLB. However, 

there will be challenges related to the involuntary turnover and change in the methodology and 

approach of Internal Audit from a cultural perspective that must be addressed. Turnover in the 

department will initially cause significant disruption and impact on the morale of the department. 
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As a first step, it is important to proactively address it with the Internal Audit team and making 

them understand that the changes and restructuring was a onetime event and it is over. However, 

it is also important to ensure that the Internal Audit staff understand the new expectations and 

strategic direction of the department. Reinforce with the team that they will receive requisite 

training but would be asked to step up the effort.  

There could also be potential resentment from other long term staff at the FHLB who view this 

involuntary turnover as personally threatening to the culture and their own longevity at the 

FHLB. Having a communication strategy that begins with endorsement from the Chief Executive 

Officer and the Board regarding the strategy and future direction of the department would be 

critical to successful transition through this change. During this period of transition, it would be 

important to leverage the catalysts for change within the department and the organization in 

general to assist with embracement of this change.  

Once we get over the transition period and the hurdles laid out above successfully, the journey 

towards the future should be accomplished rather quickly. Having auditors that understand 

emerging risks, are well versed in the methods of project management and familiar with industry 

best practices will add value on a daily basis. Business will feel comfortable consulting with 

Internal Audit personnel regarding industry practices and approaches to address risks on an 

ongoing basis. Internal Audit will not only provide hindsight and identify current controls that 

are not working but also identify the most efficient and effective way to address risks.  

Internal Audit will move from risk avoidance to optimization for better business outcomes. We 

understand that to be successful some risks must be taken that provide upside while mitigating 

risks that result in negative impact. We will shift our focus from simply mitigating all risk to 

embracing new upside opportunities. We will enable strategic risk management by ensuring that 
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controls are embedded into strategic decision making within the frontline business units. In 

addition, the Internal Audit department will bring the following benefits to the FHLB: 

Monitor Progress against the FHLB Objectives and Strategic Initiatives 

As discussed previously in this document, the FHLB of Cincinnati has undertaken 

various strategic initiatives to augment the FHLB’s success, relevancy, sustainability, 

scalability, and readiness for possible future opportunities and challenges. The 

initiatives are more forward looking, more substantive, and in some cases more costly 

and onerous to implement than many prior initiatives. Internal Audit objectives are 

well aligned with the FHLB’s strategic objectives and will help monitor achievement 

of the objectives for each key initiatives: 

 

Develop an Integrated Risk and Controls Framework for the FHLB 

We currently respond to risk and regulation in a siloed fashion and risks and controls are not 

always documented consistently. Internal Audit will establish a risk and controls based 
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methodology to form as a basis for audit work. Opportunity exists to utilize the work that will be 

conducted by Internal Audit to drive consistency, efficiency, common view of risks and controls 

across the organization, ultimately leading to cost reduction and enhanced compliance. Building 

risk and control matrices that are based on various regulatory requirements, identification of risks 

to achieving the strategy of the organization and other key factors will help evaluate and manage 

key risks in a consistent and efficient fashion across the Bank. A truly holistic, multidimensional 

and integrated risk and controls approach will enable the organization to assess once, test once 

and satisfy many requirements resulting in longer term cost savings and efficient identification 

and addressing of risks. Challenges associated with the current state and benefits of the future 

state are as follows: 

 

Enhance Relationship with the Regulators and Examiners  
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With heightened regulatory expectations from the FHFA a strong Internal Audit department that 

is identifying key issues prior to the regulators and one that can be relied on by the regulators 

will go a long way in building credibility with the examiners. It is common place knowledge in 

the financial services industry that regulators are generally more comfortable when they have 

confidence in the capabilities of a strong second and third line function at the financial 

institutions. We believe that a strong Internal Audit department will help build FHFA’s 

confidence in our risk management practices and thus strengthen our relationship with the 

regulators. Given a similar business model across the Federal Home Loan Bank System there is 

tremendous concern around mergers across the system. The FHLB has a strategic goal to be 

merger ready and the surviving bank in case of a merger. If such a situation were to arise, the 

FHFA will have tremendous influence on the outcome. Having a bank with strong internal 

controls that is well regarded by the examiners will provide us with the necessary goodwill with 

the examiners.   

CONCLUSION 

In summary, it is possible for Internal Audit functions to focus efforts on identifying risks to the 

achievement of the organization strategy while achieving its core mandate of providing 

assurance in a cost effective manner. As per PwC whitepaper titled “The eight attributes: 

Delivering Internal Audit Excellence as Stakeholders Expect More” states that stakeholder find 

that the highest performing internal audit functions are the ones that aspire to deliver value 

through a trusted advisory relationship with the business and are not merely an assurance 

provider6. However, in order to achieve that state, it is important to foster consistent 

                                                           
6 PwC, “The Eight Attributes; Delivering Internal Audit Excellence as Stakeholders Expect More” 

https://www.pwc.com/us/en/services/risk-assurance/library/effective-internal-audit-functions.html 

https://www.pwc.com/us/en/services/risk-assurance/library/effective-internal-audit-functions.html
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understanding of Internal Audit mandate through a clearly articulated strategy that is followed 

through with efficient execution and in partnership with other control functions in the 

organization.  

 


