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Overview & 2024 Updates
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« Examples & Best Practices
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The Impact of
Phishing Scams
and Check Fraud

Paul Benda
SVP, Operational Risk &
Cybersecurity




FTC Data - Impostors Top Fraud

* Impostor scams are the top fraud

_— [
Q. -' : % El.i} * Impostor losses up 133%
o $3,000 median loss in 2022
3 4 5 . .
Imposters OI'I|InF.‘ Prizes, Investments Business O $71000 medlan IOSS in 2023
shopping sweepstakes, and job .
and negative lotteries opportunities ® l n 5 peOp|e |OSt money

reviews

Phone calls: Social media: Email:
Highest per person Highest overall Highest
reported losses reported losses # of reports

Scammers
contacting people
by phone or on

social led to big $1,480 $1.4 billion 358,000

losses. median loss total lost reports
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New FBI data illustrates the impact of phishing

By Complaint Count

Crime Type Complaints Crime Type Complaints . . .
Phishing/Spoofing 298,878 Other 8,808 P h I S h I n g /S p O O fl n g
Personal Data Breach 55,851 Advanced Fee 8,045

Non-payment/Non-Delivery 50,523 Lottery/Sweepstakes/Inheritance 4,168 re m al n S th e n u m b e r
Extortion 48,223 Overpayment 4,144 O n e re p O rte d

Investment 39,570 Data Breach 3,727 .

Tech Support 37,560 Ransomware 2,825 Com plal nt to the F B I .
BEC 21,489 Crimes Against Children 2,361

Identity Theft 19,778 Threats of Violence 1,697

Confidence/Romance 17,823 IPR/Copyright and Counterfeit 1,498

Employment 15,443 SIM Swap 1,075

Government Impersonation 14,190 Malware 659

Credit Card/Check Fraud 13,718 Botnet 540

Harassment/Stalking 9,587

Real Estate 9,521

Descriptors®
Cryptocurrency 43,653 Cryptocurrency Wallet 25,815
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Campaign Goals

* Build on the success of the past

four years
* Introduce new resources and videos “' Phishing Red Flags ~
to help bank customers learn how
. ; TEXT EMAIL PHONE CALL PAYMENT APPS
to SpOt phIShIng Scams Asking for a PIN Ask:tot::hmloodan Asking for addresses Askyoutoser:;fmney
) Asking for SSNs T Using scare-tactics s
« Reach new audiences Lo | el | A e
. . unexpected!
* Ensure the public and policymakers ot ’
know what banks are doing to ‘M.ﬂ.'a

protect consumers
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Results Since 2020 Launch

« 2,332 banks in all 50 states

« 21.2 million impressions on ABA paid/organic social posts and Google
ads

* 4.5 million impressions from digital ads targeting consumers and
lawmakers

* 956,000 unique website visits
« 163,000 unique visits to Spanish language site

« 102,560 quiz completions

* 94,000 plays of Scam City video game

e 2.6 million video views
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What’s in Store for 2024

Continue to engage
consumers with new
social posts, humorous
new videos, and more
to highlight questions

, “WOW, YOURESOD

banks would never GREATIDLOVE Y S
. TOGETVOURPIN PRe

ask their customers. | $ NUMBER..

American
Bankers
Association.
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Light Refreshes to the Fan-favorite Quiz

Visitors to BanksNeverAskThat.com can test their scam-spotting skills.

N
S

<
>
I ——

EVER
¥n
See if you think each situation is

legit or a scam.

Remember, these conversations can happen anywhere — on the e 10as " ase
phone, by text, or online.

¢ B EE - “Hi, this is Joe from Pine

Urgent account needed = Creek Bank. I'd love to tell

, . . . g " ’ ol
- Let's start with this email. o o, o Now you’re getting a call! you about our ntesw[:“gh yield
) ) ) ) savings accounts. Do you
? ?
Is this something your bank would ask? P Is this something your bank would ask? have time to swing by the

branch today?

There has been an unauthorized
lagin to your Pine Creek Bank

What do you think? account. Please click here to secure What do you think?
YOUF 30COUNT NOW.

— €3 Pine Creek Bank

-385-0078
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New for 2024:. Companion Check Fraud Campaign

The #PracticeSafeChecks
campaign addresses the
significant threat that check
fraud and check washing
scams have on banks of all
sizes and their customers.

Key Message: If you can’t
use your bank’s digital
payment options and must
write a check, here are tips to

- PRA[:"[:E — do it safely.
SAFE CHECKS -~

American
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Association.
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#PracticeSafeChecks: New Website and Toolkit Assets

Social posts
Printables

[ ER5E

Avoid Blank Spaces

1
AN N NN

;hur_ettax';b/d e chock ° ° E Dlgltal adS
espite a 25% decline in chec

usage, reports of check fraud have Keep YOI.II' FlnaHCIal Vl d eos

nearly doubled since 2021. Protect °

yourself: fill in every line to block any Info Prlvate. Scan the QR

unwanted ‘extra charges' just like code or visit An d m O re!
avoiding those extra dirline fees. Every time you use a check, you risk exposing your PracticeSafeChecks.com

#PracticeSafeChecks personal financial information to criminals. Whenever R

your checks.

possible, use your bank's payment app or online bill pay.

Get more tips for protecting your
chacks at PracticeSafeChecks.com

Handing out checks means sharing your name,
address and account detalls. Time to rethink.
Switch to your bank's payment app or online

bill pay for safer transactions.
#PracticeSafeChecks

LEARN MORE ABOUT CHECK SAFETY AT

PracticeSafeChecks.com

American
Bankers
Association.

American
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fo \ o]} -1




PracticeSafeChecks.com Website

Ariele Martinez-Bugay
_— UX Ul Developer
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New Videos




Social Media Influencer Returns for 2024 Campaigns

cathypedrayes # « Follow
Royalty Free Music Background * Tropi...

cathypedrayes € Your bank will
NEVER ask you to send money to
yourself — or anyone else — with
payment apps. If you get any text
message about payment apps — even
if it looks official — IGNORE IT and
call the number on the back of your
bank card. Remember,
#BanksNeverAskThat. #ABApartner

#scamalert #cybersecurity #cyber
#fraud #staysafe #psa #news
#staysware #bankscam #safetytips
#smallbusiness

44w

®

rainbowteddybear6 I'd just say “You got

Qv W

5,943 likes
October 2, 2023
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One Toolkit, Two Turn-key Campaigns

* Social Shares
 Digital Signage Materials for
- Practice Safe Checks Safety Tips PDF both

* Videos, 30-second and 15-second versions be available in
* Envelope Templates & Statement Inserts English and
 Posters Spanish
 And more!

BANKS NEVER IN(PR!
ASK THAT FJN S/ ‘NO |

campaigns will




#BanksNeverAskThat
In Action
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#BanksNeverAskThat On Social Media

Choice Bank Zions Bank
Choice Bank .
4} @BankWithChoice @ Zions Bank
4d-Q
Ask you to verify your account password over text? Your bank will never ask you to send money to yourself — or anyone
#BanksNeverAskThat. You might as well be roasting else — with payment apps like Zelle, Venmo or CashApp. See what

else your bank will never do here: https://aba.social/3IpYQz4
#BanksNeverAskThat

s'mores over a cash fire. Call your bank to confirm the
text is legit instead! Get more tips to protect yourself
from scams: aba.social/3IpYQz4

Ask you to send money
to yourself with a

PAYMERY APP?

BANKS NEVER
No
20 1 Comment
P 10views 0:26/0:30 ) 2 o -
oy Like (D Comment /> Share

1:22 PM - Oct 30, 2022 - Sprout Social
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First Bank Texas

First Bank Texas

“;Preferirias
comer solo
< hotdogs o

&= hamburguesas |? s
porelrestode
tuvida?”
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PIDENESO ] No 2.
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Think Beyond Social Media

Northwest Bank of
Rockford’s Local TV Coverage

Greenfield Cooperative Bank Trustar Bank Webpage

TRUSTAR o

shovel or
snow blower?

HELP US FIGHT PHISHING FRAUD

TusTAR S XY,

Can You Outsmart Online Scammers?

My Bank Would Never Ask That!

sk you to call Cs Call to verify

BANKS NEVER
ASKTHAT

wod*

U.S. Bank Email

us bank o
When scammers i
come knocking... «
You don’t have to take the
bait.

Every day. thousands of people fall victim to fraudulent emails, texts and calis
from scammers pretending to be thelr bank. Last year, American consumers
fost an estimated $8.8 billion to phishing scams and other fraud—an increase
of more than 65% over 2021."

Fraud tactics change all the fime, making it hard 10 spot a scam. Just one click
on a link in a suspicious email can give a fraudster access to your password
login and more. Keep your bank account(s) and personal information safe

Can you spot a phishing scam?

We're committed to helping you protect your
account and recognize the imposters

Take a quiz, get tips and more from the
American Bankers Assoclation at
banksneveraskthat.com

American
Bankers
Association.




Campaigh Buzz

Michigan Attorney General Dana Nessel &
@MIAttyGen

It's National Consumer Protection Week, and @
is teaming up witl s to promote the national
nk anti-phishing campaign.

1ksNeverA

texts and calls from scammers
pretending to be a bank in
W

9:51 AM - Mar 6, 2024 from Birmingham, Mi - 2,281 Views

American Bankers Association
OO GpgABankers

“We believe that a unified, cooperative effort between banks, law
enforcement, regulators and other stakeholders offers us the best
chance to fight back.”

ABA’s Paul Benda (@fpbenda) on what #AmericasBanks are doing to
stop scammers and the need for others to help in the fight.

9:07 PM - Fah 1 2094 - 298 Views

Avoiding Bank Scams

NEW THIS MORNING

A + Follow =+

ﬁ Gavin Langston
m-®

Enjoyed being on WVUE Fox8 again talking about how to avoid being phished by
someone posing as your bank. Fidelity Bank LA is participating again with this
great program from the American Bankers Association, “Banks Never Ask That".
Checkout their website as well as the cybersecurity resources at our website to find
out more.

https://Inkd.in/gmhgaK8e
https://Inkd.in/g9Aup9Nt

Zell Zelle 2
il Gzclle

Can you escape Scam City with your cash intact? Play your way to
#phishing mastery with this new game from the @ABABankers:
aba.social/3lpYQz4

#BanksNeverAskThat

HI 226

e Q Search Nextdoor ¢ Q

L@ 26 QLike (D18 2> share

Marsha F. - Springfield Forest « 1w .e

® | never answer calls with strange numbers and
would immediately hang up because banks and
credit card companies never contact you by
phone.

Like Reply Share w46

i llona Fitzgerald  Author - 7
i Nottingham - 1w
Marsha that's what got me. It was not a
strange number or... See more

12:38 PM - Feb 17,2023 - 611

Like Reply Share w44
Jennifer Ashabranner - Alexandria, oo
A+ 4d

Marsha | do the same thing, rarely do |
answer unknown... See more

Like Reply Share

/A joe smith - Amberleigh - 1w —_—

tty vww.ba ne tha
Like Reply Share P4

‘k John Schmitz - Springtown « Tw .or



How to Participate

Caithin Croswell
Senior Director, Social Media

BANKS NEVER | .
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Sign up for both campaigns at aba.com/BanksNeverAskThat

American
Bankers Topics  Training & Events  Experts & Peers News & Research  Advocacy AboutUs Membership E Q SIGNIN

Association.

No
#BanksNeverAskThat

ABA’s anti-phishing campaign returns in October — along with a brand new check fraud campaign!

#BanksNeverAskThat is back. And, great news, we're adding a new check fraud
campaign — including a website, social media posts and videos — to educate your

customers about using checks safely and paying digitally whenever possible.

The website and all the toolkit assets will be available in English and Spanish.



Use the Campaign Toolkit

#BanksNeverAskThat #PracticeSafeChecks

#BanksNeverAskThat / #PracticeSafeChecks

ABA’s #BanksNeverAskThat anti-phishing campaign has been a big success since 2020. We're bringing
the campaign back this October to help even more consumers beat scammers at their own game. We've
added new content to this easy-to-use turnkey toolkit, including videos, social posts, digital signage,
printables and more.

Every day, thousands of people fall victim to fraudulent emails, texts and calls from scammers pretending
to be their bank. We want to change that by raising awareness among banks and their customers of best
practices for phishing defense. Here are all the videos, GIFs, images, pre-written social posts, and
printables you need to run a stellar antiphishing campaign — and educate and protect your customers
every step of the way.

#PracticeSafeChecks is a new campaign designed to help you educate your customers on how to use
checks safely, while also encouraging them to consider alternatives to checks. With the same humorous
and engaging look and feel as #BanksNeverAskThat, we believe it will deliver the same positive impact.

#BanksNeverAskThat is an evergreen campaign created to help people across America protect their
bank accounts. #PracticeSafeChecks is a new evergreen campaign created to help people learn how to
send money safely.

*NEW* 2024 BNAT Social Shares - English *NEW* 2024 BNAT Social Shares - Spanish



Key Dates

* Now-thru Sept. 30: Register, download toolkit assets
and prepare campaign

« Oct. 1: Banks simultaneously launch their campaigns to
coincide with National Cybersecurity Awareness Month

* Nov. 1- forward: Campaigns are evergreen and can run
anytime—stay tuned for new holiday-themed content
later in the year

BANKS NEVER [y -
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Questions?

Email us at banksneveraskthat@aba.com

BANKS NEVER
ASKTHAT




More ABA Resources for Banks

* Visit aba.com

« ABA Foundation (aba.com/Foundation)
— Teach Children to Save
— Get Smart About Credit
— Lights, Camera, Save!
— Safe Banking for Seniors
— Unlocking Homeownership

* Consumer Protection Resources (aba.com/Consumers)

BANKS NEVER J( P |
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