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Overview

SymphonyAI Sensa’s award-winning Artificial Intelligence (AI) platform powers the 

design, development and deployment of enterprise-scale financial services solutions. 

Our approach, underlying technology and products have been designed to fight 

online financial crime in all forms. This paper details our unique Machine Learning 

(ML) approach to solving financial crime.

Innovative

The financial services industry is long 

overdue for a disruptor that can shine the 

light on financial criminality where others 

have failed. Our technology is being used 

across the financial services sector to 

discover and combat financial crime by 

helping companies achieve their goals and 

those of the regulators, customers/end-

users, partners and governing bodies.

Transparent

One of our core values is technology 

transparency from our models to our 

platform. Our AI engine is designed to 

make every potential risk event and behavioral profile understandable to our customers, 

empowering them to fully understand the scope and scale of the risks they face — even as 

those risks change over time.

Transparency also means being upfront on how our platform achieves results and 

providing insights into every metric.

Trustworthy

We know that our customers are held personally responsible for financial crimes 

discovered at their organizations. Our track record of discovering unknown behaviors, 

delivering efficiencies and over-fulfilling promises has earned us the backing of the U.S. 

Department of Defense and the trust of many of the world’s largest global financial firms to 

protect their customers, businesses and reputations.

SymphonyAI Sensa 
is the most-awarded 
enterprise AI 
company.
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Global enterprises increasingly look to their data to make decisions that can affect millions 

of lives and billions of dollars in revenue, and that’s where our AI technology comes in. It 

distills business value from large, complex datasets that include information from activity 

logs, monitoring sensors and raw financial data. In any given dataset, the number of 

potential insights derived from the data is an exponential function of the number of data 

points.

The Sensa platform

Sensa is the core of our AI engine. It is the result of years’ of research, the goal of which has 

been to solve complex financial crime activities. By applying advanced machine learning 

and statistics, we have productized our world-class AI engine to detect behaviors that hide 

financial crime at enterprise scale. The Sensa data processing architecture is designed 

to ensure the accuracy and efficacy of our AI engine models to be the most accurate 

and most scalable on the market. Our next-generation approach allows us to support 

clients with gigabytes to petabytes of transaction volumes at an acceptable total cost of 

ownership.

AI Engine

Sensa’s AI engine is powered by our state- of-the-art machine learning models that are 

specialized in financial crime detection. There are two main elements that make our AI 

engine so powerful:

•  The portfolio of important and unique data features;

•  The ensemble of Sensa’s cutting-edge machine learning algorithms.

 

Features

In machine learning and pattern recognition systems, a feature is an individual, measurable 

property or characteristic of a phenomenon. The selection of which informative, 

discriminating and independent features to use is one, if not the most crucial element 

of any effective algorithm in pattern recognition, classification and regression systems. 
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Features are traditionally numeric, but structural features such as strings and graphs 

are used in syntactic pattern recognition. The concept of “feature” is related to that of 

explanatory variables used in statistical techniques such as linear regression.

 

Sensa’s unique architecture is capable of converting raw transactions, account and 

customer data into thousands of features at scale, which can then be consumed by 

machine learning algorithms. Fueled by Sensa’s auto-scalable data pipeline that leverages 

multiple processing cores in parallel across virtual machines, our features are also generated 

at record speed. Gigabytes of data are converted into features in minutes, not days.

Machine-learning algorithms

Existing systems for transaction monitoring are known to be extremely inefficient, with 

99%+ false positives being a common scenario. Even more troubling is that historic, 

successful detections could be down in part to random chance due to the sheer volume 

of alerts, not that the existing scenarios accurately detected money laundering risk. There 

is no baseline ground truth to compare against, so the “unknown unknowns” are a lurking 

menace. What we do know is that trillions of illicit money flows remain undetected by this 

20-year-old approach, so the true baseline of risk for most FIs is higher than they realize.

At the heart of the mechanism that transforms Sensa’s features into business results are 

proprietary algorithms that adjust and learn 

from our customer’s data to identify the 

appropriate next steps. Our algorithms help 

our customers:

• Effectively segment their existing data into     

 meaningful groupings.

• Identify the key attributes and features  

 that drive segmentation.

• Find patterns and anomalies in their data  

 sets.

•  Precisely classify new data points as they arrive.

The Sensa platform uses three classes of 

Machine-learning algorithms are at 
the heart of the Sensa platform.
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machine learning techniques — supervised, unsupervised and semi-supervised machine 

learning. Semi-supervised algorithms contain characteristics of both supervised and 

unsupervised algorithms.

Unsupervised learning helps discover the 

hidden structure in data; it utilizes only the 

input data content and has no knowledge of 

the expected output.

 

Supervised learning constructs predictive 

models by using a training data set to create 

a function that can accurately infer outputs 

when presented with new input data.

Innovations in machine-learning techniques 

promise to help drive new revenue streams, 

forge stronger customer relationships, 

predict risk and prevent fraud.

To achieve the world-class results that are built into the Sensa AI engine, our data scientists 

combined unsupervised, semi-supervised and supervised machine learning algorithms. 

The end result is a productionized solution that is precise in detecting financial crime, 

resistant to data bias, and capable of improving learnings over time. By using Sensa, our 

customers can implement and deploy not only one of today’s strongest defenses from 

financial crime, but also a platform that will continue to improve over time without losing its 

market leading effectiveness. 

Unsupervised learning algorithms

Many of today’s analytical platforms rely on using supervised learning algorithms. 

While sometimes effective, these methods can also inject initial bias. Central to Sensa’s 

disruptive proposition is the power of our unsupervised learning algorithms, which have no 

knowledge of expected results. These unsupervised algorithms fall into two categories:

• Clustering: Our algorithms discover the underlying sub-segments within data by  

grouping sets of data points in such a way that those in the same group (called a cluster) 

Sensa uses three types of machine-learning techniques.
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are more similar to each other than to those in other clusters.

• Dimensionality Reduction: Our algorithms are especially useful for reducing the number 

of properties or attributes represented by data columns required for describing each data 

point while retaining the inherent structure of the data.

Clustering

In our clustering method, Sensa divides or segments a dataset into smaller datasets.

These various clustering algorithms rely on different techniques to cluster data.

Take the example of a hierarchical clustering algorithm such as single-linkage clustering. 

With single linkage clustering, each data point starts out as its own cluster. The single- 

point clusters are combined into larger clusters of points by sequentially fusing data point 

pairs that are most similar to each other. The process continues until all data points have 

been fused into a cluster. The resulting cluster hierarchy can be visualized as a dendrogram 

(tree diagram) that shows which clusters were fused together to produce new clusters. 

Knowing the sequence and distance at which cluster fusion took place can help determine 

the optimal scale for clustering.

Dimensionality Reduction

In the platform, our dimensionality reduction methods make it easier to visualize data sets 

that have a large number of data columns. For example, consider credit card transactions 

that have thousands of attributes, each represented as a data column.

Visualizing these transactions can be extremely difficult given that we cannot see more 

than three dimensions at once.

Sensa’s dimensionality reduction methods are extremely powerful since they reduce the 

number of dimensions required to describe data, while still emphasizing the difference 

between any given data points where that difference is instrumental to the objective of 

the model (in this case, detecting risk). Key to our methodology’s success is an awareness 

and compensation for Projection Loss and Inconsistent Results, not relying on a single 

algorithm, but on the ability of the systems to incorporate many algorithms to not miss a 

critical insight:

• Projection Loss: Data points that are well separated in the high-dimensional space might 

appear as neighbors in the projection. Distinct clusters might overlap. This increases the 
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probability of missing out on important insights.

• Inconsistent Results: Distinct Dimensionality Reduction algorithms produce dissimilar 

projections because they encode different assumptions.

Supervised learning algorithms

Supervised learning has proven itself a powerful method when achieving results in well- 

defined tasks with plenty of labels. Our supervised learning algorithms are used to train 

predictive models at an optimized scale. There are two types of supervised learning 

algorithms incorporated into the Sensa platform:

• Regression algorithms

• Classification algorithms

Regressors predict real-valued variables (such as profit margins or stock prices). Classifiers 

predict discrete variables (such as fraud or customer churn). You may have seen similar 

examples with Linear and Logistic Regression, Support Vector Machines and Artificial 

Neural Networks.

There are two phases in supervised learning:

• Training: In this phase, the algorithm analyzes a training data set to “learn,” i.e., calibrate 

parameters of a function that will be used to infer results when presented with new 

input data. This phase needs historical data—the empirical evidence known to be correct 

(“ground truth”), against which to verify the accuracy of the function. By definition, the 

training set contains associated ground-truth information that is used to modify or tweak 

the function as needed to improve its ability to accurately infer data values.

• Prediction: In this phase, the function that was produced in the training phase is used to 

predict the values for new input data points.

Sensa’s supervised learning algorithms take into consideration three key inherent issues in 

supervised learning — Assumptions, Global Optimization and Generalization:

• Assumptions: Choosing an algorithm means making assumptions about the shape of the 

underlying data. For example, linear regression assumes that the data is planar (though 
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possibly higher dimensional) and tries to find the best plan that fits the data. If the actual 

shape of the underlying data is not fully planar, then the training process will output a 

model which is not capable of correctly inferring the target variables given the input 

variables.

• Global Optimization: All supervised learning algorithms try to find parameters for a 

function that best approximates all of the data. However, data is rarely homogeneous. It is 

unlikely that there is a single shape that fits the entire dataset.

• Generalization: A model may perform well with test data but produce inaccurate results 

with new data. This is known as generalization error or “overfitting” of the training 

dataset.

Sensa algorithms

At Sensa research labs, we were able to overcome the shortcomings of individual 

algorithms by using a combination of unsupervised, semi-supervised and supervised 

machine-learning approaches. This ensemble of multiple algorithms creates powerful 

models for financial crime detection.

Our proprietary, unsupervised algorithms are based on advanced statistical methods. 

They consume many different kinds of features, reduce dimensionality creating consistent 

embeddings that are more effective to train machine-learning models.

Other unsupervised algorithms perform clustering of clients based on their behavioral 

pattern using earlier generated embeddings. This allows the Sensa AI engine to discover 

natural behavior segments and risky/suspicious behavior patterns in the data. The 

behavioral segments are a substantial source of insightful information about the financial 

firm’s clients and can help identify more complex and risky patterns of transactions. 

The risky/suspicious behavioral patterns are passed to semi-supervised and supervised 

machine learning models as a source of rich information to perform the next steps in crime 

detection.

Our semi-supervised models are a state-of-the-art combination of supervised and 

unsupervised techniques. This allows our AI engine to have better precision than 

unsupervised models and at the same time be more resistant to bias from training data. 

It also solves many inherited problems with purely supervised or unsupervised solutions 
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mentioned above. Thanks to this design, Sensa semi-supervised models are superior 

in detecting emerging financial crime and new risky behavior patterns. Results of this 

detection are passed to supervised algorithms, where the final classification is performed.

Sensa supervised models are ensembles of classification and regression algorithms 

calibrated to detect and filter financial crime alerts. Where unsupervised and semi- 

supervised models are trying to detect unusual patterns of behaviors, the supervised 

models are more like filters, ensuring that only unusual patterns of behavior associated 

with financial crime are flagged as risky. This architecture ensures that the Sensa AI engine 

is not generating an unreasonable number of false-positive alerts, but rather simply 

increasing the information yield from the institution’s current data sets.

WHITE PAPER | AI to decode financial crime

Figure 2: Sample Sensa alert and risk details screen
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About SymphonyAI Sensa

SymphonyAI Sensa provides unsurpassed crime detection services to financial institutions 

worldwide. Powered by a proprietary combination of advanced AI and machine learning, 

Sensa discovers criminal activity routinely unseen by other detection systems. Customers 

have achieved up to an 81x risk-to-alert ratio improvement, 263% increase in SARs and as 

much as a 77% reduction in false positives. Coupled with predictive insights, operational 

efficiencies are gained by identifying genuine anomalies from the customers’ current data 

set. Sensa is user-friendly and delivers fully explainable results to satisfy regulators. Learn 

more at www.symphonysensa.com, LinkedIn or Twitter.

About SymphonyAI

SymphonyAI is building the leading enterprise AI company for digital transformation  

across the most important and resilient growth industries, including retail, consumer 

packaged goods, financial services, manufacturing, media, and IT service management. 

SymphonyAI businesses have many leading enterprises as clients in each of these 

industries. Since its founding in 2017, SymphonyAI has grown rapidly, approaching 2,000 

talented leaders, data scientists, and other professionals. SymphonyAI is an SAIGroup 

company, backed by a $1 billion commitment from successful entrepreneur and 

philanthropist Dr. Romesh Wadhwani.


