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Agenda Items

1. Fraud and Scam Trends
2. Role of Telecoms and Social Media
3. AI Deepfakes



FBI IC3 – 2024 Internet Crime Report
• 2024 – $16.6B in losses

• 33% increase from 2023

• Identity Theft
• 2021 – 51,629
• 2022 – 27,922
• 2023 – 19,778
• 2024 – 21,403 

• 2024 National Public Data 
Breach – 2.9B personal 
records



Scams Landscape



FCC Tracks “Traceback” Requests
• Traceback – identifies telecom enabling 

reported calls and spoofed caller ID

• Known bad actors enable scam ecosystem

Reported Scam Type Count
Order/Bank Scam 1791
Amazon 526
Debt Reduction 456
Cable/Phone Impersonation 436
Sweepstakes 219
Health Ins 192

Source: FCC 

• No KYC “Shell Telecoms”

• Enables individual bad 
actors to have dozens

• Feed hundreds of millions 
of calls into ecosystem

• No accountability



Growth of Pre-paid Sim Card Enabled Scam Calls

https://www.nytimes.com/2025/09/23/us/politics/secret-service-sim-cards-servers-un.html

• Sim Farm
• 100,000 sim cards
• 300 servers

• mobileX sim cards
• Use Verizon network

• Likely in operation for 
nearly a year

https://www.secretservice.gov/newsroom/releases/2025/09/us-secret-
service-dismantles-imminent-telecommunications-threat-new-york



Growth of Pre-paid Sim Card Enabled Scam Calls

“Big Three” Not significant carrier of calls



Texts – Starting Point for Romance
or Crypto Investment Schemes

FBI IC3 Crypto
Complaints

2020 ~ $500M
2021 ~ $1.5B
2022 ~ $3.75B
2023 ~ $5.6B
2024 ~ $6.6B 





The Rise of Scams on Meta Platforms*

50%
Scams on Zelle via JPMorgan 
traced to Meta Ads 
 

230,000+
Scam ads using 
Andrew Forrest’s
Name / 
Image /
Likeness

160B
Meta’s ad 
revenue in 2023 – 
incentivizing weak 
enforcement

70%
New advertisers 
flagged for 
fraud, illicit 
goods, or poor-
quality offers

8-32   
Fraud “strikes” allowed 
before ad account removal  

Section 230 - Meta argues it has no legal duty to protect users from fraud
“Meta has no duty to protect users from third-party content on its platform, 

Plaintiff cannot state a negligence claim”
*https://www.wsj.com/tech/meta-fraud-facebook-instagram-813363c8? 



Crypto Investment Schemes and Bitcoin ATMs
• Crypto Investment Schemes

• Legitimate looking websites
• Full functionality
• “Grow” investment until try to cashout
• Scammed again with “taxes” 

• Bitcoin/Crypto ATMs used to exfiltrate funds
• Athena sued by DC
• Fees range 20-30% per transaction
• 93% of transactions were fraudulent
• Average age of customer 71
• Average loss $8,000

• Some states passing BTM laws



Banks have been using traditional AI for years
Data classification and process automation

Uncovering patterns and predicting events
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Credit scoring:
statistical models for 

assessing 
creditworthiness

Fraud detection:
analyze transaction 

patterns

Customer 
segmentation:

based on behavior for 
targeted marketing

Risk assessment:
predicting loan default 

risk

Process 
automation:

data entry or account 
reconciliation



Accessible Voice Deepfakes 

This is a copy of my voice

Where it gets scary
ABA CEO Rob Nichols copied



Generate background sounds using text prompt
“Thunderstorm with heavy rain”

Step 1: Obtain copy of child’s voice 

Step 2: Use tools to clone the voice

Step 4: Execute script with cloned voice

Step 3: Create convincing script that
the child is in need of help/money.

Step 5: Merge cloned voice with 
realistic background sound

AI Driven Tools Enable Better Scams

https://www.wsj.com/tech/personal-tech/the-panicked-voice-on-the-phone-sounded-like-her-daughter-it-wasnt-
8d04cbc1?st=wBLoHh&reflink=desktopwebshare_permalink 

AI Generated Song
From Voice Prompt

https://www.wsj.com/articles/voice-startup-
elevenlabs-launches-ai-music-service-
8a546cef
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Red Flags, Real Risks: Spotting Elder 
Financial Exploitation 
Chantelle Smith
Consultant, Elder Justice Initiative 
U.S. Department of Justice



Red Flags, Real Risks 

Spot t i ng  E l de r  
F i nanc i a l  

Exp l o i t a t ion
Chantelle Smith, JD
Consultant to DOJ Elder Justice Initiative
chantelle.c.smith@usdoj.gov
c: 202/451-7482



What We’ll 
Cover
• Why red flags matter — and why they’re

often missed
• Obvious vs. subtle indicators
• Three cases from the field
• How patterns reveal risk
• Taking action when something feels wrong





Show of Hands

How many of you have ever
had a customer interaction
that felt off — even if
everything looked normal on
paper?



Obvious Red Flags

DETECTION 
CUE

Slow down 
the process

Verify 
authority

Document 
who is driving 

the 
interaction

Indicator What It Looks Like
New co-signer, joint 

account, beneficiary, or 
POA

Someone new suddenly involved or 
interested in finances

Urgency to act “We need this done today” — customer 
anxious or pressured

Large or unusual 
transaction

Purpose or amount inconsistent 
with history

Confusion about 
transaction Vague answers or repeats questions

Changed 
documents

Signature, address, handwriting 
don’t match records



Obvious Red Flags

DETECTION 
CUE

Slow down 
the process

Verify 
authority

Document 
who is 

driving the 
interaction

Indicator What It Looks Like
Movement of accounts Transferring funds to accounts 

in other FIs

Immediate withdrawals Account is opened and funds 
immediately withdrawn

Use of ATM or online 
banking Use inconsistent with history

Overdrafts and changes in 
expenses

Sudden or frequent overdrafts 
and regular expenses no longer 

being paid
Closing out low-risk 

accounts
Cashing out CDs and closing 

savings accounts



Subtle Red Flags

DETECTION 
CUE

The danger 
isn’t one 

transaction 
— it’s the 
change in 

control

Indicator Detection Tip
Behavioral shift — quiet, 
coached, deferential

Ask privately: “Can you tell me 
what this is for?”

New contact info Confirm reason and who 
requested the change

New or risky financial 
behavior Compare to customer’s history

Confusion or a “thinking 
problem”

Re-ask questions later; note 
inconsistency

Persistent helper Request private conversation; 
document reaction



What Red Flags Have You Seen?



Case 1: The “Helpful” 
Insurance Agent

• 82-year-old arrives at teller window with an
insurance agent, a “senior specialist”

• Requests to cash out a long-held CD
• Leaves with a bag of cash
• “Loans” from clients

• Convicted of ongoing criminal conduct, 
money laundering, and theft

• Stalked, targeted, and groomed victims—
continued after conviction

• Probation revoked seven years after the 
State first discovered an issue

OBVIOUS
Third party present; large 

cash withdrawal

SUBTLE
Client quiet, lets agent 

speak; urgency

DETECTION
Private conversation, 

verify credentials, delay 
disbursement





Criminal case filed

Plead guilty to 
ongoing criminal 

conduct and theft

Victim and her 
daughter moved to a 
trailer via rent subsidy

• Older woman with developmental 
disability; two adult children also with 
DD; husband passes away

• Neighbor steps up to “help”
• Opens credit cards; empties account; 

charges rent; acquires deed; 
mortgage; foreclosure

• Checks made out for “cash”
• Discovered only when county rent-

subsidy worker spotted mismatch

How to Steal a 
House

OBVIOUS
Title change, 
inconsistent 

spending, 
drained 

account, credit 
cards

SUBTLE
Neighbor 
involved,  
physical 
control, 
controls 

communication

DETECTION
Property record 

checks; 
collaboration



The Loan that Didn’t Fit
•Customer applies for a home equity loan on a 
brand new townhome

•Says it is for investment in a business 
opportunity

•Won’t or can’t explain the business or finances
•Vehicle sale + purchase + sale + purchase
•Prior, 401k + 20K

•Plead guilty to theft and securities fraud
•Five-year suspended sentence and $1000 
fine

•Cease and desist order by consent
•New house...together



Key Pattern

Power and control 
change hands long 
before the money 

disappears

Common Thread:
Shift in Control

Every case starts the same way — with 
a shift in control

Access → Urgency → Control → Loss



Pattern 
Recognition

DETECTION CUE

One red flag, we pay attention
Two or more linked red flags, 

we take action

Trigger Paired Behavior Why It Matters
New contact 

info
Third-party 

involvement
Possible diversion 

(undue influence)
Large 

withdrawal
Customer 

confusion
Potential coercion 

(undue influence)
New legal 

document Urgency Pressure or forgery 
risk (undue influence)



Detection & 
Response Playbook 
• Pause / Hold – Delay or hold pending 

review
• Verify Independently – Confirm POA (or 

other legal document), authority, 
ownership

• Private Conversation – Speak alone with 
the customer, if possible

• Escalate – Contact compliance, APS,  
law enforcement and/or, if available and 
appropriate, a trusted person

• Document – Note observations and 
statements

You don’t 
have to prove 
exploitation 
— you just 

have to 
interrupt it.

What’s your policy?



Obvious v. Subtle – Side-by-Side

New signers / POAs

Visible confusion

Large or urgent 
transactions

Behavioral change

New contact info

Outside influence

SubtleObvious

Both matter — especially when they mark 
a change in control



What red flags shows up most in your work?

What makes it hardest to act when you see one?

Where could coordination or collaboration improve?

Discussion & Questions



Thank you



Scammers, Seniors & the Science of 
Deception 
Dr. N. Denburg
Professor of Neurology and Neuroscience
University of Iowa Carver College of Medicine
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Key Questions

1. In normal aging, what aspects of thinking abilities 
undergo the greatest change?  

• What have our scientific studies in behavior, emotion, 
and brain imaging revealed? 

2. What is dementia, how common is dementia, 
and what are the different forms of dementia?

• Do patients with dementia have insight into their 
deficits?  

3. What remains preserved in patients with 
dementia, particularly those with Alzheimer’s 
disease?  

• What did you notice about the patient with dementia 
shown in the video?    



Guiding Frameworks



Older Adulthood is a Time of Critical, 
Complex, and Stressful Decision-Making

• Medical decision-making
• Financial decision-making
• Estate planning
• Change in roles/responsibilities following 

the death of a spouse/partner
• Change in residence/living arrangement



How the Brain Changes with Normal Aging

Age-Associated Memory Impairment



How the Brain Changes with Normal Aging

Age-Associated Memory Impairment

Age-Associated Executive Impairment



How the Brain Changes with Normal Aging

Age-Associated Memory Impairment

Age-Associated Executive Impairment

Getting old doesn’t mean having a bad memory; rather, 
getting old means decision-making problems and susceptibility 

to fraud.



Emotion is Necessary For Favorable 
Decision Making

(Somatic Marker Hypothesis; Damasio, 1994)

• Emotion via body feedback during decision making 
either encourages or discourages an action based on 
our prior experiences with similar situations 
• gut reaction

• Two brain areas are important to triggering various 
bodily changes (somatic states)
– Frontal lobe and Insula

• Damage to the frontal lobe and/or insula will produce 
impairments in somatic responses so that bodily 
feedback is not available to the individual to shape 
their decision making in an advantageous direction



© 1999 American Psychological Association

Emotional Changes with Normal Aging 
(Positivity Bias)

(Carstensen et al., 1999)



Positivity Bias:  Emotional Memory 
(Denburg et al., 2003)



Bringing Emotion to Bear on Decision 
Making



1848 in Cavendish, VT



Development of the Iowa Gambling 
Task (Bechara et al., 1994)

• Well-known tasks of the frontal lobe (referred to 
as executive functioning) are not useful in modern 
day Phineas Gage-like patients.

• To incorporate the body (Somatic Marker 
Hypothesis), we needed a decision-making test 
that brought emotion prominently into the 
cognitive process of decision making.  

• Thus, the Iowa Gambling Task was created, which 
factors in uncertainty, reward, loss, and risk.  



(Bechara, Damasio, Damasio, & Anderson, 1994)

Iowa Gambling Task



You win $100!

A    B C    D

But you lose $1250!



You win $50!

A    B C    D

But you lose $25!



The Iowa Gambling Task
(Denburg, Tranel, & Bechara, 2005)
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The Iowa Gambling Task
(Denburg, Tranel, & Bechara, 2005)



Older Impaired vs Unimpaired



Measurement of Emotion 
(gut reaction)

• Skin conductance response (or SCR) as an 
index of emotion.  

• Anticipatory SCRs:  SCRs generated 
immediately prior to the point at which the 
subject turned a card from a given deck, i.e., 
during the time period the subject was 
pondering which deck to choose





Older-Unimpaired Older-Impaired



Real-World Decision-Making and 
Vulnerability to Fraud



Creation of Ad Stimuli

• Deceptive advertising claims were drawn from those cases rendered 
problematic by the Federal Trade Commission (FTC) during the last 20 
years as published in their journal, FTC Decisions.  

• For each FTC advertisement, non-deceptive counterparts were created.  

• Deceptive and non-deceptive advertisements were admixed to create 
advertising booklets.





The Advertising Study
(Denburg, Cole, Hernandez, Yamada, Tranel, Bechara, & Wallace, 2007)



Brain Correlates of Impaired 
Decision-Making



What is happening in the brains of our 
Older-Impaired group?



Denburg & Harshman, 2010
Asp, Denburg, et al., 2013
Koestner, Hedgcock, & Denburg, 2016

• FDG-PET (metabolism) 

• Functional MRI (activation)

• Structural MRI (cortical 
thickness)



TO SUMMARIZE: 
Why do some normally-aging older 
adults make poor decisions and fall 

prey to fraud?

Cognitive vulnerability, involving a decline in 
reasoning and judgment, in combination with 
flawed emotional responses stemming from 
abnormalities that develop in the brain’s 
frontal lobe, lead to poor decision making and 
risk for Victimization.  



Others At Risk for Susceptibility to Scams?

• Older adults diagnosed with mild 
cognitive impairment (MCI)

• Older adults diagnosed with 
“dementia”



Mild Cognitive Impairment (MCI)
• MCI is the transitional stage of cognitive 

impairment between normal aging and dementia

• Characterized by subjective and objective 
memory problems, but otherwise intact cognition 
and daily activities (ADLs)

• Prevalence of upwards of 18% of those aged 60 
years and older

• MCI progresses to dementia at a rate of ~15% per 
year; cumulative rate of AD about 80% by 6 years





Warning Signs of Dementia

• Memory loss that affects normal activities

• Disorientation to time or place

• Difficulty performing familiar tasks

• Excessive word finding problems

• Changes in mood, behavior, or personality



Epidemiology of Dementia
• Dementia affects ~15% of persons aged 70-84

• Dementia affects ~40% of persons > age 85

• ~5 million persons in the US have dementia

• By 2050, lifetime incidence expected to 
approach 50%



How is Dementia Defined? 

1. Development of multiple cognitive deficits, including
– Memory impairment 
– One or more of

• Language impairment
• Visuospatial impairment
• Executive functioning impairment

2. These cognitive deficits 
– Cause significant impairment in daily living skills
– Represent a significant decline from a previous level of functioning 



Alzheimer’s Disease (AD)

• The most prevalent dementia
• Onset: anterograde amnesia
• Dysfunction in everyday life
• Impaired insight is characteristic
• Course 8-10 years; no remissions
• Risk factors:  age, family history, vascular 

conditions, minimal formal schooling



Other Forms of Dementia

1. Vascular dementia
2. Lewy Body dementia
3. Parkinson’s dementia
4. Posterior cortical atrophy
5. Primary progressive aphasia
6. Pick’s disease

7. Fronto-temporal   dementia
8. Normal pressure hydrocephalus
9. Creutzfeldt-Jakob disease
10. Alcohol dementia
11. Major Neurocognitive Disorder

All have a degree of anosognosia, or lack of insight, associated with them.  





Recent Public Policy Work

Informing the Elderly: 
Reverse Mortgages and the 

Effects of an Enhanced Disclosure 
Form



California Assembly Bill 1700
(Denburg, Collins, Garcia, & Cole)

Norma Garcia, J.D.,
Consumers Union

Prescott Cole, J.D., California Advocates for Nursing Care Reform 



Aim of Study
(Denburg, Collins, Garcia, & Cole)

• The aim of our study was to test an implementable 
form of public policy.  

• In particular, we tested whether an enhanced 
disclosure form (i.e., worksheet) would 
significantly improve consumers’ understanding of 
the reverse mortgage product. 

• The worksheet was meant to prompt older adults 
to attend to the negative or risky aspects of the 
financial product. 



Participants
Control
(n = 20) 
M (SD)

Manipulation
(n = 20)
M (SD)

Age 77.25 (5.39) 73.88 (3.68)
Sex (% Female) 63 % 63 %

Education 15.25 (1.75) 16.63 (2.56)
Intellect 119.88 (10.16) 124.38 (9.88)

Verbal Memory 10.63 (2.20) 11.00 (1.85) 
Non-Verbal Memory 19.19 (6.58) 18.38 (7.31)

Language 49.25 (13.76) 51.25 (5.18)



Stimuli – Control and Manipulation



Stimuli – Control and Manipulation



Stimuli – Manipulation Only



Stimuli – Control and Manipulation



Reverse Mortgage Results
• Groups comparable:

– baseline financial knowledge 
– baseline emotional state 
– purchase of financial products over the last 5 years
– self-report of being content with the financial decisions they have made to date
– self-reported interest in financial products

• Groups differed (Manipulation in relation to Control):
– lower feelings of "happy" post-WS
– lower feelings of "calm" post-WS
– higher feelings of "irritable" post-WS 
– higher comprehension scores on comprehensive assessment at end of experiment
– less likely to purchase a reverse mortgage
– less well informed about the various considerations that are a part of a reverse mortgage
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– less likely to purchase a reverse mortgage
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Prevention:  
The Million Dollar Question

• Many have raised the potential of using motivational 
interviewing (MI) to combat elder financial fraud (e.g., 
DeLiema & Sommers, 2025; Lichtenberg & Peck, 2018; 
MacNeil et al., 2023; Yan et al., 2024)

• MI, a psychological intervention, has four tasks:
– Engaging:  establishing collaborative relationship
– Focusing:  moving towards a goal; directional (not directive)
– Evoking:  guiding conversation to counteract ambivalence and 

move towards change
– Planning:  how to change

• Important to avoid “traps”:  “expert” (authority stance; 
solving problem for person), “persuasion” (trying to 
convince), and “time” (rushing conversation)



Prevention:  An Example with 
Motivational Interviewing (MI)

• Victim:  I’m looking forward to seeing my girlfriend at Christmas when she 
comes to the US.  Until then, I need to send her this money to support her 
and her grandmother. 

• Bank:  Oh, I see.  You are supporting her by sending her your paycheck.
• Victim:  Yes, exactly.  Without it, she will be evicted.
• Bank:  And that is certainly concerning.  You have a lot on your plate, it 

seems.
• Victim:  Yeah, I guess so.  She just means the world to me.  I’d be lost without 

her.  She does so much for me.
• Bank:  You support her by sending money, and she supports you by listening 

to you.
• Victim:  Exactly! I don’t have anyone else in the world.
• Bank:  She’s really important to you, and it’s important that other people 

understand that. 
• Victim:  Yeah, but they just don’t understand us.
• Bank:  I can see how that would be really frustrating.  I wonder why they 

don’t understand.
• Victim:  They think she’s scamming me.



Prevention: MI Example, continued
• Bank:  And there’s no way she’s doing that?
• Victim:  No, she’s not.  But I get why they’d think that.
• Bank:  Ok, so she’s not scamming you, but you can see why your family is worried.
• Victim:  Yeah, they think she’s just stealing my money and that she won’t actually come at 

Christmas.  They said there’s been reports of similar things in the news.
• Bank:  So, they’ve seen similar stories in the news, and they’re worried that you are losing all your 

money by sending it to her as a scam.  Can I ask if you’ve talked about this with your girlfriend?
• Victim:  Well, I just don’t want to upset her.  She means so much to me.  She’s threatened to stop 

talking to me in the past.
• Bank:  It kind of seems like you’re stuck between a rock and a hard place.  On the one hand, your 

family is worried about you and wants to keep you safe. And, on the other hand, if you ask your 
girlfriend about this, she will get upset and possibly break up with you.  What do you think about all 
this?

• Victim:  It’s tiring, really.  I don’t want to make anyone upset, but I also want to be happy, and she 
makes me happy.

• Bank:  That makes a lot of sense.  Would you ever consider talking to someone else, like a neutral, 
third party about these concerns? That way you can let your family know you’re taking them 
seriously while not upsetting your girlfriend?



Answers to Key Questions
1. In normal aging, the greatest decline in thinking occurs in 

the areas of judgment, reasoning, problem solving, and 
decision making (frontal lobe).  Emotion is also impacted 
vis-à-vis a positivity bias.  

2. In dementia, cognitive impairments and dysfunction in 
everyday life are necessary for diagnosis.  There are many 
forms of dementia aside from Alzheimer’s disease (AD), but 
AD constitutes ~80% of cases of dementia.  All have some 
degree of compromised insight.  

3. In AD, the individual can seem cognitively intact because of 
preserved social graces, preserved attention and 
concentration, and often preserved physical abilities.  
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• Include all witnesses’ & investigators’ contact 
information in the APS/law enforcement 
referral – this allows the agency to contact 
those individuals with direct knowledge of the 
circumstances. 

• Include the filer’s mailing address and/or 
email address in the APS/law enforcement 
referral – this enables the states who reply in 
writing to notify the correct location. 

• Provide your FI’s subpoena and warrant 
process in the APS/law enforcement referral – 
this will expediate the resolution of the case. 

• On your FI’s public website, include 
instructions to submit a subpoena or warrant.

• Invite APS and law enforcement to provide 
training or do a Q&A with your front-line staff – 
this fosters a working relationship with your 
local APS/law enforcement partners. 

• Invite APS and law enforcement to a client 
gathering to share safety tips – builds good will 
with your client and the APS/law enforcement 
partners. 

• Encourage staff to report all unusual 
activity/elder exploitation/abuse red flags.

• On your public FI’s website, include elder abuse 
information, a link to your local APS website, and 
national organizations that provide support to 
consumers.

• When filing a SAR that indicates Elder Financial 
Exploitation ensure you have submitted your 
local APS/law enforcement referral. 

• When following up on a referral, consider asking 
for a general statement on the resolution – not all 
states can share specific details.
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