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Agenda

1.What is the FSSCC Cybersecurity Profile?

2.Community Bank Use Case

• Joyce Flinn, First United Bank and Trust

3. Topics:

• Why did First United Bank and Trust decide to use the Profile?

• What has been their implementation process and timeline?



- The Problem -



The U.S. Financial Services Regulatory Structure (2019)







Immediate Benefits and Efficiencies

 More than 2300 regulatory provisions reduced to 9 tiering questions and 277 
Diagnostic Statement questions, a reduction of approximately 88% overall.

 73% Reduction for Community Institution Assessment Questions. For the least 
complex and interconnected institutions, it is expected that they would answer a total 
of 145 questions (9 tiering questions + 136 Diagnostic Statement questions). 

 49% Reduction in Assessment Questions for the Largest Institutions. For the 
most complex and interconnected institutions, the reduction also is significant. With 
the Profile, it is expected that such institutions would answer 279 questions (2 tiering 
questions + 277 Diagnostic Statement questions). 



…and the Agencies?



Agency Statements of Support

 FFIEC: “…These resources are actionable and help 
financial institutions manage cybersecurity risk 
regardless of whether they use the FFIEC 
Cybersecurity Assessment Tool, NIST Cybersecurity 
Framework, Financial Services Sector Specific 
Cybersecurity Profile, or any other methodology to 
assess their cybersecurity preparedness.”

 NIST: “…[O]ne of the more detailed Cybersecurity 
Framework-based, sector regulatory harmonization 
approaches to-date.” 

 Federal Reserve: “… we'll welcome any financial 
institution to provide information to us using the 
structure and taxonomy of the profile, we see that 
as a boon for harmonization.”

 OCC: “If the industry moves to use this 
cybersecurity profile, that is what we will base our 
assessments on….”

 FDIC: “That was one of the things, at the FDIC, that 
we were most interested in is looking at the tiering.”

 SEC: “…to the extent that we can rationalize and 
cut down on that duplication, allowing those scarce 
resources to start driving toward protecting the 
enterprise, I think we're in a good space.”



The Profile as a Tool for Public/Private Collaboration



The Structure:

1) An Impact Risk Assessment (Part I)

2) Cyber Framework + Supervisory Materials = 
Architecture (Part II)

Download Free Profile and Users Guide: 

 https://www.fsscc.org/Financial-Sector-Cybersecurity-Profile

 https://www.fsscc.org/The-Profile-FAQs











Example: Tiering and Diagnostic Statements





The Three Year Plan















First United:  Implementation Guide and Session Takeaways

• Identify internal and external stakeholders

• Provide information on the Profile (e.g., Benefits, Mappings, 
etc.)

• Build expectations and momentum

1) Communicate

• Identify or create group to implement

• Include Subject Matter Experts

• Involve Risk and Audit staff

• Establish time frames

2) Plan

• Complete Impact Assessment/Tiering

• Complete FSSCC Profile

• Establish action plans with due dates to remediate gaps

3) Implement

• Assure gaps are addressed

• Reporting to Board, and Executive Management

• Establish Audit requirements

• Review at least annually

4) Maintain

Session Takeaways

1) Define the use case, current frustrations, 
and benefits for your organization.

2) Socialize and Communicate.
Internal and external stakeholders

3) Stay focused on the positive.
Goals. Objectives. Benefits.

4) Develop the implementation plan and 
timeline.

5) Execute and Maintain.Im
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An Executive Summary: Issue, Solution, Benefits, and Support

The Issue: Domestic and international regulatory agencies asking the same question in many different ways, 

stretching already scarce cybersecurity talent.

The Profile as a Solution: The Profile, which is a common, standardized approach that can act as a baseline 

for examination and future cyber regulation - fill out once per exam cycle, report out many.

Voluntary with Many Benefits, Including:  

• Provides more consistent and efficient processing of examination material by both firms and regulators. 

• Allows Regulators and Firms to focus on systemic risk and risk residual to firms.

• Establishes an Industry best practice beyond regulatory use.

Supporting Associations:





The Profile:  A NIST Cybersecurity Framework Extension to Align Financial Services 
Requirements and Supervisory Expectations

NIST Cybersecurity Framework provides a globally 
accepted organizational structure and taxonomy for 
cybersecurity and cyber risk management

The Profile extends the NIST Cybersecurity 
Framework to be more inclusive of financial 
services requirements and supervisory expectations

The following countries are either exploring its 
use or promoting it through translation –

• Bermuda
• Brazil
• Canada
• Israel
• Italy
• Japan
• Malaysia
• Mexico
• Philippines
• Saudi Arabia
• Switzerland
• United Kingdom
• Uruguay

Extended NIST to highlight 2 special categories 
of particular (& appropriate) regulatory focus:

The following international governments and 
organizations have expressed positive interest 
in the Profile –

• Argentina
• Brazil
• China (Mainland and Hong Kong)
• Chile
• European Union
• International Standards Organisation
• Japan
• Singapore
• United Kingdom

Governance
Supply Chain/ 
Dependency 
Management



A Customization for Financial Services: Focus on Governance and Dependency 
Management

Identify

Governance

Supply Chain / 

Dependency 

Management

DM.IM Internal Dependencies

DM.ED External Dependencies

DM.RS Resilience

DM.BE Business Environment

ID.AM Asset Management

ID.BE Business Environment

ID.GV Governance

ID.RA Risk Assessment

ID.RM Risk Management

ID.SC Supply Chain

GV.SF Strategy and Framework

GV.RM Risk Management

GV.PL Policy

GV.RR Roles and Responsibilities

GV.SP Security Program

GV.IR Independent Risk 
Management Function

GV.AU Audit

GV.TE Technology



Governance - Mapping Leads to New Categories

• Establishing appropriate cybersecurity 
governance in an FS organization, including 
for new technology design and usage

• Implementing robust risk management 
practices

• Maintaining a comprehensive cybersecurity 
policy

• Designating appropriate senior individuals 
and giving them the resources and access 
they need

• Putting together and running a 
comprehensive cybersecurity program

• Giving appropriate attention to segregation 
of duties between security implementation, 
oversight, and audit

• The role and responsibilities of an 
independent risk management function

Governance

GV.SF Strategy and Framework

GV.RM Risk Management

GV.PL Policy

GV.RR Roles and Responsibilities

GV.SP Security Program

GV.IR Independent Risk 
Management Function

GV.AU Audit

GV.TE Technology

The Governance Function provides greater level of detail and 
granularity, as is found in financial services regulatory guidance 




