Data Breach By Company Type

CHART LAST
UPDATED: GLBA Notice | Internal or Data in Number of
Co-Ir_n pzny Breach Type | Type of Data | Requirements |  External Usable Misc. Points Accounts Co:::;ner Date Reported
SEPTEMBER 28, P Apply? Breach Form? Involved

2007

Internet: 1 Breach

Hackers posted

addresses, ersonal info of Potential ID
eBay Internet Hacking phone no External Yes o 1,200 oental September 25, 2007
numbers customers/ users on Theft

the Internet

Data Broker: 8 Breaches

Potential for

ID Theft,
(Update)-
ChoicePoint
settled with
Credit Report the FTC fo.r
Bogus Header Data $10 Million in
Choice Point (Alpharetta, Data Broker Accounts and Other No External Yes 145,000 Civil Pena.lt.les February 15, 2005
GA) Established by} Breach and $5 million
Identifying
ID Thieves for consumer
Information
redress
(Update)-FTC
announced
of victims of
identity theft.
Credit Report
Computer Header Daia Internal As of 6130106, five In Excess of | Potential for
Lexis-Nexis (Dayton, OH) Data Broker P and Other No Yes men arrested in March 10, 2005
Breach Breach 300,000 ID Theft
Identifying connection to breach]
Information
Passwords External A of 630/06, fve
LexisNexis (Dayton, OH) Data Broker " No men arrested in 280,000 April 12, 2005
Compromised Breach "
connection to breach)
Merlin Data Services Bogus External
. Data Broker | Account Set No 9,000 May 28, 2005
(Kalispell, MT) Up Breach
2nd Notice of
Choice Point (Alpharetta, ID Thieves | Misuse of IDs External breach, this total in Potential for
GA) Data Broker Accessed | & Passwords No Breach addition to previous 9,903 ID Theft September 16, 2005
total
Bogus Accounts
(it Pl (Y it Data Broker No ESIathhed by 17,000 more November 8, 2005
GA) Thieves, Total Now
162,000
TransUnion Data Broker Stolen No Internal Yes 3,623 November 9, 2005
Computer Breach
Customer External Potential for
Guidance Software, Inc. Data Broker |  Hacking Credit Card No Yes 3,800 December 20, 2005
Numbers Breach ID Theft

Financial Firms: 56 Breaches

Baggage Retail Denosit External Unlikely Data Transfer to
Bank of America Financial | Handlers Lost| P Yes (Would Need | Secondary Site— | 1.2 Million | None Likely February 25, 2005
Account Breach .
or Stole Tape Mainframe) Not Encrypted
[Wachovia, Bank of America, Sale of Data "
PNC Financial Services bybank | Retai Deposit Internal Internal
Financial | Employees to |Account/Credi Yes Yes . 676,000 April 28, 2005
Group and Commerce Breach Unauthorized Use
Collection Reports
Bancorp
Company
Westborough Bank Dishonest Internal
(Westborough, MA) Financial Insider ves Breach 750 May 16, 2005
UPS Lost SSNs and External Unlikely Data Transfer to Potential for
Citi Financial Financial |Data Tapes in|Loan Payment Yes (Would Need | Secondary Site - | 3.9 Million June 6, 2005
Breach ID Theft
Transit Records Mainframe) Not Encrypted
. Internal
Bank of America Financial | Stolen Laptop Yes Breach 18,000 June 29, 2005
City National Bank Financial Lost Backup Yes External Unknown July 6, 2005
Tapes Breach
Internal
[J.P. Morgan (Dallas, TX) Financial | Stolen Laptop Yes Breach Yes Unknown August 30, 2005
2 Sl ez Financial Lost Disk SSN, other No External Yes Lost when shipped 165,000 September 2, 2005

(W. Des Moines) personal info by a private courier




Stolen Laptop

Internal

North Fork Bank, (NY) Financial | with Mortgage| Yes Breach Yes 9,000 September 17, 2005
Data
Stolen Laptop
vith Internal Not
Bank of America Financial | Information of Yes Yes Debit Cards September 23, 2005
. Breach Disclosed
Visa Buxx
Users
- Internal
Firstrust Bank Financial | Stolen Laptop Yes Breach Yes 100,000 December 1, 2005
" Residential
La Salle Bank, ABN AMRO SSNs and External Unlikely Mortgage Customers} DHL Found
T—— Financial | Backup Tape| Account Yes Breach (Would Need Lost in Shioment b Tape December 16, 2005
99 P Information Mainframe) DHFI). Y 12/20/2005
Personal
5 Lost Computer] Information, External Potential for
People's Bank Financial Tape SSNs, Bank Yes Breach 90,000 D Theft January 12, 2006
Account Data
Personal Data was for HP,
Fidelty Investments (Boston, Information, Compag, and DEC Potential for
i) Financial | Stolen Laptop SSNs, Bank No Unknown Yes Retirement Acct 196,000 D Theft March 23, 2006
Account Data Customers
MasterCard (Potentially UK Financial | Not Disclosed Credit Qard . ) Potential for ID Apiil 27, 2006
only) Details Theft
Computer may Names, Data is on existing
Wells Fargo  (San Fransico, Addresses, N Potential for ID
) Financial have been SSNs, Mort L Yes and prospective | Unknown Theft May 5, 2006
stolen customers
Deposit #s
Employee removed
Mercantile Potomac Bank SSN, Account laptop from premises] Potential for ID
(Gaithersburg, MD) Financial | Laptop Stolen Numbers Yes Internal Yes and lapiop was 48,000 Theft May 12, 2006
stolen
Client Names,
SSNs, Laptop stolen from Potential for ID
M&T Bank (Buffalo, NY) Financial | Stolen laptop | Addresses, Yes Internal Yes plop ! Unknown May 23, 2006
Employee's car Theft
and Phone
Numbers.
Vystar Credit Union Personal pp
(Jacksonville, FL) Financial Hacking Information Yes External Yes ¥ 34,400 May 25, 2006
. Names, SSN
Buckeye Community Health Financial | Stolen Laptop and No Yes Four laptops were 72,000 Potential for ID June 2, 2006
Plan (Columbus, OH) stolen Theft
Addresses
T Employee stole
Vel S (A Financial Stolen paper SSN, DOB Yes Internal Yes documents with 5,000 Potential or 1D June 8, 2006
Arbor, MI) documents N . Theft
personal information
[American Insurance Grou Medical
P Financial | Server stolen| records and Yes Yes 930,000 June 14, 2006
(New York, NY) .
personal info
ING (Miami, FL) Financial Laptop lost Nam;:;,NDOB, Yes External Yes 8,500 June 16, 2006
ING (DC) Financial | Laptop Stolen R;I;emfeom Yes External Yes 13,000 June 17, 2006
Images of
AII-Slatg REUEIED Financial Computer Insurance Yes External Yes 2,700 June 29, 2006
(Huntsville, AL) stolen s
policies, SSN
SSN of Included SSNs of
Nat'l Association of dealers, dealers who were
Securities Dealers (Boca Financial |Stolen laptops| account Yes External Yes subject to 73 July 7, 2006
Raton, FL) number of investigations
consumers l
CS Stars, subsidiary of
insurance company Marsh Financial | Lost computer| SSN and DOB| Yes External Yes (7126/06)-Computer Computer July 18, 2006
3 was recovered recovered
Inc. (Chicago, IL)
Names,
addresses,
Old Mutual Capital Inc., !
Subsidiary of Old Mutual PL) Financial | Stolen Laptop]  account No External Yes 6,500 July 25, 2006
numbers and
SSN
Matrix Bancorp Inc. (Denver, Financial 2 Laptops Account Ves Extemal No Files were password Unknown July 28, 2006
CO) Stolen Information protected
Programer/consultan|
Sentry Insurance (Stevens t stole claimant's 72 claimant's
Point, Wiy Financial Stolen data SSN Yes External Yes data and sold over 112,270 data were sold July 29, 2006

the internet




U.S. Bank (Covington, KY) Financial | Documents SSN, phone Yes External Yes Bank employee's. | "very Smfu August 1, 2006
#s, names briefcase stolen number
Names, Stolen from an
[AFLAC (Greenville, SC) Financial | Laptop Stolen] Addresses, Yes External Yes ) 612 August 22, 2006
agent's car
SSN and DOB
Sovereign Bank (New 3 Stolen Customer ‘thousands
9 Financial N Yes External Yes No account data of August 25, 2006
Bedford, MA) Laptops information "
customers'
Wells Fargo via unnamed Laptop and Niig:!:{aﬁi:‘ v Auditor fired to
'S Farg . Financial plop Yes External Yes review employee | Unknown September 1, 2006
auditor (San Francisco, CA) Disk stolen | about drug
X health plans
claim costs
Llo){d Sl P Financial Stolen credit | - Credit card Yes External Yes Unknown September 2, 2006
Lucie, FL) card numbers| numbers
2.6 million
(S:Ierrf/li‘:;legt;l s::/?sglna(s):.fsrd Mistakenly Personal pcajrtrea:td
. o Financial disgarded N No External Yes L September 7, 2006
Morgan Chase (Wilmington, data tapes Information Circuit City
DE) P Credit
cardholders
Names, SSN,
Amer_u:an IRy EURIES Financial | Laptop stolen and driver's Yes External Yes Office of nsurance 2,089 September 13, 2006
(Madison, W) license agent broken into
numbers
Visa
VISA/FIrstBank Financial Bxposed checkeard Yes External Yes Customers viere Unknown October 16, 2006
database [numbers were sent new checkcard]
exposed
. Names, DOB,
il ezl .HObbS Financial | Stolen Laptop|  Driver's Yes External Yes 1,243 October 26, 2006
(Plymouth Meeting, PA) X
License #s
PG ASCUAC Financial | Stolen Laptop| 401(k) info Yes External Yes Unknown October 27, 2006
(Savannah, GA)
. Credit card
Wes! Siteia Financial Compromised and debit card| Yes External Yes 1,000 November 3, 2006
(Ludington, MI) server
data
q q Data stolen from the
[P B (Elamit, Financial Stolen Report stolen Yes External Yes car of the VP and 1,800 December 6, 2006
MO) document from car
CFO of the bank
(12/23/06)-lockbox
contained tapes with
[Aetna via Concentra personal personal information
Preferred Systems (Dayton, Financial ~ |Stolen lockbox| . N Yes External Yes of 42,000 NY 172,000 December 12, 2006
information .
OH) employees insured
by Group Health
Insurance, Inc
. Access to Former contractor
Ezr)lk o AT (@il Financial | unauthorized | Personal Info Yes External Yes accessed data for | Unknown December 14, 2006
information fraudulent purposes
Personally
KeyCorp (Cleveland, OH) Financial | Stolen laptop SSN Yes External Yes identifable 9,300 December 30, 2006
information
Names and Bossier woman
Chase Bank and the former Misplaced found information in
Bank One (Shreveport, LA) Financial information SSNs of Yes External Yes aused desk bought 4,100 January 26, 2007
employees
ata furniture store.
q " R SSN on the outside
a,g)e i iy (el Financial | Exposed data SSN Yes External Yes of employees W-2 MTZ&T“ February 8, 2007
forms '
leeiicaiils Financial Stolen data |Financial Datal No External Yes 4,000 March 20, 2007
Rosa, CA)
Fort Monroe (VA) Financial Stolen data SSN isr,ﬁ;;ayroll No External Yes 16,000 March 26, 2007
A laptop
) . containing
ey 4Hon;ons ol Financial Stolen data | personal info Yes External Yes 9,000 April 11, 2007
Credit Union (Denver, CO)
of members
who had loans|
SSN's,
Bank of America (Charlotte, names, birth imited
' Financial Stolen data N Yes External Yes number of April 12, 2007
INC) dates, people

addresses




Fidelity National Information

Credit Card
and Bank

Worker at one of

Services (St. Petersburg, Financial Stolen Data Yes Internal Yes companies 2,300,000 July 3, 2007
Account
Fla.) stole dat;
Numbers
Data exposed in the
brudential Financial Inc. SSNs, bank breach was faxed to
: Financial ~ Exposed Data  details, Yes External Yes a company by 1,000 July 16, 2007
(Newark, NJ) . N
healthcare info doctors and clinics
across the U.S.
Names,
Westem|Union (Greenwood! addresses, Personal info was
. Financial Hacking phone No External Yes hacked from a 20,000 July 17, 2007
Village, CO)
numbers, CC database
info
Names,
addresses, A computer
Kellog Community Federal Stolen phone containin persona\
Credit Union (Battle Creek, Financial numners, No External Yes 9P Unknown August 4, 2007
Computer " information of
MI) SSNs, hirth
members was stolen
dates, account
numbers
Spreadsheets
containing personal
Ry Amro VIHEEER EYD Financial ~ Exposed data SSNs No Internal Yes info of customers 5,000 September 21, 2007
(Norridge, IL) was leaked to
internet by a former
employee.

Firm: 122 Breaches

Discount Shoe Warehouse Computer Internal Violated Card
Firm P Credit Card No Yes Network Rules by 100,000 March 8, 2005
(DSW) (Columbus, OH) Breach Breach
Keeping Data
Internal .
MCI  (Ashburn, VA) Firm Stolen Laptop No Breach 16,500 April 5, 2005
Eastern National Firm Hacking No External 15,000 April 8, 2005
Breach
San Jose Medical Group Stolen Internal .
(San Jose, CA) Fim Computer No Breach 185,000 April 8, 2005
California Fastrack (CA) Fim | Dishorest No Internal 4500 April 14, 2005
Insider Breach
Violated Card 180,000 Nia[[\ja;:;l;tjf;
PEBREEEIEES Firm Computer Credit Card No Internal Yes Network Rules by HSBC Unauthorized April 14, 2005
(NYC, NY) Breach Breach Cardholders
Keeping Data Accounts or
Notified N
Transactions
Card Fraud -
. Violated Card No Liability for
gz%u?é;:;?)\slsar;:?use Firm cg;gzz:f‘ Credit Card No \g:z;r;l Yes Network Rules by | 1.3 Million | Unauthorized April 18, 2005
' Keeping Data Accounts or
Transactions
[Ameritrade (Bellevue, NE) Firm Lost Backup Yes Bxternal 200,000 April 20, 2005
Tape Breach
Christus St. Joseph's Stolen Internal
Hospital (Houston, TX) Firm Computer No Breach 19,000 April 26, 2005
Time Warner (NYC, NY) Fim | LSt Backup No Internal 600,000 May 2, 2005
Tapes Breach
Motorola Firm Computers No Internal Unknown May 30, 2005
Stolen Breach
Eastman Kodak Firm Stolen Laptop No Internal 5,800 June 22, 2005
Breach
Children's Health Council Stolen Backup Internal
(San Jose, CA) Firm Tape No Breach 5,000 - 6,000 September 19, 2005
Illegitimate
Access to 100+ Customer
IRBC Dain Rauscher Firm Customer No Internal Yes Rec_ords 100+ September 28, 2005
Data by Breach Compromised out off
Former 300,000
Employee
WI|C0§ Memorial Hospital, Firm Lost Backup No External 130,000 October 21, 2005
Hawaii Tape Breach
- Internal
Safeway, Hawaii Firm Stolen Laptop No Breach Yes 1,400 November 5, 2005
Scottrade Troy Group Firm Hacking No Yes Unknown November 11, 2005
HR Data, Internal Potential for
Boeing Firm Stolen Laptop| SSNs, Bank No Breach Yes 161,000 D Theft November 19, 2005

Acct Numbers|




Exposed

Sam's Club/  Wal-Mart Firm Unknown. Credi Card No Unknown Potential for December 12, 2005
Data at Gas ID Theft
Stations
Names and
Stolen SShs of Internal Potential for
Ford Motor Company Firm Current and No Yes 70,000 December 22, 2005
Computer Breach ID Theft
Former
Employees
SSNs, Credit
. . Lost Backup | Card Data of External Potential for
Marriot International Firm Tape Time-Share No Breach 206,000 D Theft December 28, 2005
Owneres
Update(8/06/06)-
laptop recovered by
Names, SSNs, law enforcement.
and for some Interal Update(12/11/06)- Potential for
[Ameriprise Firm Stolen Laptop| Ameriprise No Yes company settled in | 260,00 December 30, 2005
Breach ID Theft
Acct Massachusetts
Information regulator office and
will pay $25,000 for
cost of investigation
Exposed on Internal Potential for
H&R Block Firm Mailing Label SSNs No Breach Yes Unknown D Theft January 2, 2006
Personal
Information, External Potential for
Alantis Hotel-Kerzner Int'l Firm Hacking | SSNs, DLNs, No Yes 55,000 January 9, 2006
Breach ID Theft
Bank Account
Data
(9/26/05)-PHS and
SSNs, Clinial Oregon Attorney
y General have
Information, setled, PHS wil
Providence Home Services Firm Stolen Backup Demogra\_phm No Internal offer free credit 365,000 Potential for January 25, 2006
(OR) Tapes Information, Breach 1D Theft
monitoring,
and some
R restoration and
Financial Data| "
reimbursement to
vicitms
Data Originally
Compromised at
Subscriber | Subscriber Rhode Island State
Data Names and Internal Website, but not Potential for
[ Firm Delivered With| Credit Card No Breach ves reported. Data Slips 240,000 ID Theft January 31, 2006
Newspaper Numbers were Recycled and
used as Routing
Slips
Data Originally
Subscriber Compromised at
Subscriber | Names, bank Rhode Island State
Worcester Telegram & Data routing Internal Website, but not Potential for
Gazette Firm Delivered Withf numbers, and No Breach ves reported. Data Slips 1,100 ID Theft January 31, 2006
Newspaper | Credit Card were Recycled and
Numbers used as Routing
Slips
SSNs of
members
printed on the
mailing labels
Blue Cross and Blue Shield Inadvertently | of envelopes Internal Potential for
of North Carolina Firm exposed with No Breach 600 ID Theft February 1, 2006
information
about a new
insurance
plan.
W-2 forms
included other|
Inadvertently | workers' tax External Potential for
et Firm exposed information No Breach 8500 ID Theft February 4, 2006
such as SSNs|
and salaries.
Data Posted SSNs, Bark Internal Culrrgs:::J znd Potential for
Honeywell Firm Acct Numbers| No Yes February 9, 2006
on Internet Breach Former ID Theft
Personal Datal
Employees
Hacking. Debi External
Unknown (OfficeMax) Firm card accounts| No Breach 200,000 February 9, 2006

exposed.




Customers' BP Employees in
Personal External addition to Sun, Potential for ID
Ernst & Young (UK) Firm Laptop Stolen Information, - Breach Yes Cisco, and IBM 38,000 Theft February 13, 2006
SSNs Employees
Contractor
sent names
and SSNs of
current and
former
. employees, .
Blue Cross and Blue Shield Firm Inadvertently vendors and No Internal 27,000 Potential for February 16, 2006
of Florida exposed Breach ID Theft
contractors to
his home
computer in
violation of
company
policies.
2 Laptops
H DOB, SSNs, .
Mount St. Mary's Hospital Stolenin ! ! External Potential for
(Lewiston, NY) Firm Armed and No Breach 17,000 ID Theft February 17, 2006
Addresses
Robbery
Names, SSNs|
and stock
. holdings in .
Deloitte and Touchle (McAfee Firm LostCD McAfee of Yes Internal 9200 Potential for February 23, 2006
Employee Information) Breach 1D Theft
current and
former McAfee
empoyees
Medco Health Solutions SSNs and Potential for
(Columbus, OH) Firm Laptop Stolen DOB No Unknown Yes 4,600 D Theft March 1, 2006
Verizon Communications 2 Laptops Employee's Significant | Potential for
(nve, v) Fim Stolen SSNs No Unknoun | Yes Number | 1D Thet March 8, 2006
Employee
General Motors (Detroit, MI) Firm Information SSNs No Internal Yes 100 1D theft March 14, 2006
Stolen
Credit Card
Buffalo Bisons and Choice Numbers, External Potential for
One Online (Buffalo, NY) Firm Hacking Names, and No Breach ves Unknown ID Theft March 14, 2006
Passwords
DOB, Family
Sizes, SSNs,
and Tax Id's Potential for
Ernst & Young (UK) Firm Laptop Stolen for Previous Unknown D Theft March 15, 2006
IBM
Employees
Customer
Names,
Addresses, .
Bananas.com (San Rafael, Firm Hacking Phone No External Yes 274 Potential for March 16, 2006
CA) Breach ID Theft
Numbers, and:
Credit Card
Numbers
SSNs, Bank
GA Technology Authority Acct Numbers| Security Flaw Potential for ID
(Atlanta, GA) Firm Hacking for State No Yes Exploied 573,000 Theft March 30, 2006
Pensioners
Suspicious
transactions, most
for $500 or $700,
were pushed Merchant Fraud
External through the [Appears (o havey .
Authorize.net Firm Hacking - No - 3,000 Occurred and April 4, 2006
Breach merchant accounts Potential for
of at least three Identity Theft
companies including
Sportbike Track
Time (Delta, OH)
pireiel = e
Insurance (Mayfield Village, Firm N ! - Internal Yes N 13 April 6, 2006
o) Confidential |  Property properties she was
Information | Addresses interested in buying




Information

DiscountDomain was exposed | Usermames, External Domain (egislrailjts Potential for ID .
3 Firm and Passwords, No Yes personal information| thousands April 7, 2006
Registry.com (Brooklyn, NY) Breach X Theft
accessable CCNs exposed online
online
Private label
9 5 CCNs and
E;ss-Slmons (Hickicence) Firm other personal No - Unknown Poter}t;‘ae\f:or o April 12, 2006
information of
applicants
Health Information for
Records and External employees of 2 Potential for ID
[Aetna (Hartford, CT) Firm Laptop Stolen| ~ Names, - Yes member companies:| 38,000 April 26, 2006
Breach i Theft
Addresses Omni Hotels and
and SSNs Dept. of Defense
Confidential 4 company hard
Co Docs,
Employee drves were S»OId ol Potential for ID
) Names, SSN| eBay containing this Theft and
ID Power Co. (Boise) Firm ! No Yes data - Co Docs Unknown May 4, 2006
and Corporate
Confidential estmated as Fraud
hundreds of
CoDocs fo thousands
the Co's CEO
Unencrypted
[American Institute of Neglect when hard-drive with Potential for D
Certified Public Accountants Firm Shipped names, No External Yes 330,000 Theft May 19, 2006
(New York, NY) laddresses and|
SSN
Credit card No names, SSN, or
Unknown Retail Merchant Firm Hacking numbers No External No other personal data | Unknown May 19, 2006
stolen was taken
Names,
Addresses,
Credi card Potential for ID
Ermst & Young (UK) Firm Laptop Stolen|and debit card No External Yes 243,000 Theft June 1, 2006
numbers of
Hotel.com
cusomters
Pension data
Ahold USA (Landover, MD) including SSN) Lost laptop on Potential for ID
via subcontractor Electronic Firm Lost Laptop | DOB and No Yes ¥ Unknown June 2, 2006
commerical flight Theft
Data Systems (Plano, TX) Benefit
amounts
Employee filed to Potential for ID
Humana (Louisville, KY) Firm Exposed Data] SSN, DOB No External Yes delete exposed file | 17,000 Theft June 2, 2006
on hotel computer
Names, SSN,
DOB,
Union Pacific (Omaha, NE) Firm Laptop stolen| addresses, No External Yes Stolen on April 29th| 30,000 June 16, 2006
and phone
numbers
Names, .
PRI SR Firm Exposed address, CCN, No External Yes Seaurty Flaw 13,000 June 28, 2006
(Colma, CA) Information SSN Exploited
5 Personal
Nelnet Inc. (Lincoln, NE) Firm Lost data tape| N No External Yes 188,000 July 18, 2006
Information
Cablevision Systems Corp. Firm Lost data tape| 401(k) info No External Yes Sh\pp;:HZys F.?;Ex b 13,700 July 25, 2006
Thief created
counterfeit ATM card|
and made
unathorized ATM
Hacking- vithdrawls (1015/06) L1 e
Dollar Tree Firm Bank account No External Yes Parkev Krmoian was| August 1, 2006
stolen money unknown
indicted by a federal
grand jury for
allegedly using
phony ATM cards
made from gift cards|
l;)(;/ota AR D AGHIE, Firm Stolen Laptop NargeSsNand No External Yes 1,500 August 4, 2006




Posted on a public
website (9/26/06)-3

transaction

Exposed SSN, credit individuals whose
[America Online Firm pose card #, and No External Yes Unknown August 6, 2006
Information . data were exposed
other info
have filed a lawsuit
against AOL
. R " Name and
(MBS il R Firm Missing Credit/Debit No External Yes 90 August 8, 2006
Va) receipts
card #s
SSNand mdeEn;'r]]ZZste l:l'bhc
Chevron (San Ramon, CA) Firm Stolen Laptop| health plan No External Yes pendent p .| Unknown August 16, 2006
info accounting firms'
laptop was stolen
Stolen from Los
1,200 current]
Willams-Sonoma (San Payroll and Angeles home of |
Fransisco, CA) Firm Stolen Laptop SSN info No External Yes Deloitte & Touche and former August 17, 2006
employee
employee
Not clear what
Dominion Resources Two laptops | information No customer records
3 Firm plop No External No were on the Unknown August 25, 2006
(Richmond, VA) stolen was on the
computer
computer
5 Credit card
PortTix (Portland, ME) Firm Hacking info No External Yes 2,000 August 26, 2006
Labcorp (Monroe, NJ) Firm Stolen Names, SSN No External Yes NoDOB or lab test Unknown August 31, 2006
computer results
Employee
information -
Diebold, Inc (Canton, OH) Firm Laptop stolen| name, SSN No External Yes Unknown August 31, 2006
and corporate
CC numbers
(R 1D ST N B2 Firm Hacking A“””'?‘ No External Yes Unknown September 8, 2006
CA) Information
Employees
Names, SSN, discovered their
Telelsource‘wa Vekstar Fim Disgarded | DOB, co;?y of No External Yes personnel files in a Unknown September 11, 2006
(Indianapolis, IN) data Driver's dumpster, when
liscenses office was being shuf
down
Subscription
Nikon Inc. and Nikon World Names, information exposed
e N Firm Exposed data |addresses andj| No External Yes 3,235 September 14, 2006
Magazine (Melville, NY) ¥ on the Web for at
Credit Card #s|
least 9 hours
Whistle Junction Restaurant Names, SSN e;e:zoggilglllzsn(gw
Firm Expose data |  of former No External Yes POy Unknown September 15, 2006
(Orlando, FL) closed restaurant
employees N
found in dumpster
Howard, Rice, Nemerovski, Lanton stolen Ni’gf&)sasngs'
Canady, Falk & Rabkin law Firm plop St0 . No External Yes 500 September 18, 2006
- . from auditor | profit sharing
firm (San Francisco, CA) info
Life is Good (Hudson, NH) Firm Hacking Cu;tomer s No External Yes 9,250 September 19, 2006
credit card #s
(el Eesis (i) Firm Stolen laptop | Names, SSNs| No External Yes Stolen from locked 50,000 September 25, 2006
CT) hotel room
Names,
. Addresses, Laptop stolen from a
Jx)ohlle WA, (=, Firm Laptop stolen| SSN, DOB No External Yes T-Mobile's checked | 43,000 Qctober 14, 2006
and Salary in luggage
info
[Symilieize (Eam Feie, Firm Stolen Names and No External Yes 20,000 Qctober 27, 2006
CA) Laptops SSNs
Greater Media, Inc.
(Philadelphia, PA) Firm Stolen Laptop] ~ SSNs No External Yes Unknown November 2, 2006
Breachin Credit card
Wesco (Muskegon, MI) Firm credit card data No External Yes Unknown November 3, 2006




Employee

PEESERH (Eeilk: Firm Lost four names, SSNs No External Yes 60,000 November 3, 2006
(WA) computers
land addresses]
Sev?ral it SEE OIS Firm Stolen cred Credit Card #s| No External Yes Unknown November 3, 2006
(Joliet, IL) card numbers
From Sept. 29 to
Bank account Oct. 9, thieves used
Foul; AR,CO G Firm Card #sand PIN No External Yes card skimmers to 440 November 9, 2006
(California) Skimming steal account #s and
codes
PIN codes at four
locations
L SIS, (i (e Firm Lost disk Persongl No External Yes Disk of pgrsonal 1,000 November 10, 2006
Alamos, NM) Information information lost
[Automatic Data Processin Names, DOB Paperwork for a
9 Firm Exposed data o No External Yes Wisconsin company| Unknown November 17, 2006
(Roseland, NJ) SSN, financial
to a coffee house
Four different scam
. . " companies
. Gzl Firm Stolen credit Passwqrds No External Yes downloaded credit 1,700 November 30, 2006
(Kingman, AZ) card numbers Jand Credit Info) .
card info and
personal info
Names, (12/14/06)-Boeing
Laptop stolen salaries, SSN. fired the employee
Boeing (Seattle, WA) Firm from e No External Yes POy 382,000 December 13, 2006
employees ca Phone, whose laptop was
Address stolen
Deb Shops, Inc. Customer
DEURTIED [ Firm Hacking Credit Card No External Yes Unknown December 20, 2006
(Philadelphia, PA)
Numbers
40 boxes of financial
Financial paperwork thought
Realty Office (Las Vegas, NV) Firm Exposed data Paper work No External Yes to be from loan Unknown January 2, 2007
P applications-found in|
dumpster
i, vl Eaais e, 5 Stolen Personal No;r:;fl‘)grc gl;";goﬁ
[Towers Perrin (New York, Firm N No External Yes U 18,000 January 9, 2007
Y) laptops Information by a former Perrin
employee
A company server
queyGrartl iginEilonE] Firm Breached Customer datd) No External Yes was unlawfull 79,000 January 12, 2007
(Minneapolis, MN) server accessed over the
Internet last month.
Breach in
T.J. Maxx, Marshalls, computer Credit card
HomeGoods, A.J. Wright Firm systemthat | transaction No External Yes Unknown January 17, 2007
Stores processes data
credit cards
Stolen Names,
KB Home (Charleston, SC) Firm addresses, No External Yes 2,700 January 18, 2007
Computer
and SSNs
Names, bank Computer and hard
CTS Tax Service accounts, diive of a tax
) Firm Stolen data ! No External Yes preparation 800 February 3, 2007
(Cassopolis, MI) routing
company were
numbers
stolen
Files from a defunct
bill collection
. ) ' company containing
[t i Sarntees (i, Firm Exposed data Files from bill Yes External Yes medical records, | "thousands" February 6, 2007
[TX) collector
phone bills and SSN
were found in a trashj
bin
q Customer info
hlhansskistap Firm Website and credit No External Yes 15,000 February 7, 2007
(Denver, CO_ hacked
card data
Stolen from the
Seton Healthcare Network Names, DOB, .
(North Austin, TX) Firm Stolen laptop SN No External Yes Seaton Hospital 7,800 February 19, 2007
system
High-tech thieves
Stop & Shop Supermarkets Tampered | card account broke into a
(Rhode Island & Southern Firm P Yes External Yes checkout line card | Unknown February 19, 2007

MA)

card readers

info and PINs

reader and tampered
with them




Thieves stole the
personal information|

account info

missing

Speedmark (Woodlands, TX) Firm Stolen Personal Info No External Yes of Speedmark's 35,000 February 22, 2007
computers mystery shopper
employees and
contractors
Former employee
[ AT (R Firm Exposed data Names, and No External Yes data accessible 1,006 February 23, 2007
Gap, GA) SSNs X
through the internet
Private data Customers of‘U.S.-
such as credit based American
Dai Nipppon (Tokyo, Japan) Firm Stolen data card #s and No Internal Yes Home Assurance | Unknown March 12, 2007
addresses Co. and Toyota
Motor were affected
. e Credit Card 20 hoxes discarded
_?;)dm sligek(ears Cin) Firm Exposed data| #:s, personal No Yes were found inthe | Unknown March 28, 2007
information dumpster
Securlt}/ Tl ATy Firm Exposed data| Personal Info No External Yes Unknown April 5, 2007
(Phoenix, AZ)
Personal Info, |nfu:mh:(i':;rj\?:: :n a
Hortica (Edwardsville, IL) Firm Stolen data | SSN's, Bank Yes External Yes - Unknown April 6, 2007
. locked shipping case]
Account #'s
that was stolen
Financial and
ChildNet (Ft. Lauderdale, FL) Firm Stolen data | credit data, Internal Yes 12,000 April 11, 2007
SSN's
Voter 30 boxes of Fulton
[SASEEEE Gl Firm Exposed data| registration No Yes County voter 75,000 | Identity theft April 12, 2007
(Atlanta, GA) . .
cards, SSN's registration cards
active debit, . .
N la complaint was filed|
and credit against CVS for
CVS Pharmacy Firm Exposed data|card numbers, No Internal Yes . g o hundreds April 15, 2007
illegally disposing
birth date, ersonal info
address p
Inadvertently posted
Los Alamos National on the website by a
Laboratory (Alburquerque, Firm Exposed data] ~ SSN's No Internal Yes subcontractor 550 April 20, 2007
INM) working on the
security system
Albertsons (Save Mart Credit and
Supermarkets) Firm Stolen data Debit Card #s No External Yes 81 April 21, 2007
Former employee
Ceridian Corp. (Minneapolis, Firm Exposed data ID and bank- No Internal Yes accidentally posted if 150 Apiil 26, 2007
MN) account data on a personal
website
c illar, Inc. (Ch A laptop computer
0 T Firm Stolen data | Personal data No External Yes was stolen froma | Unknown April 27, 2007
benefits consultant
CotnesiD e tae Firm Exposed data | Personal info No External Yes Info was accidentally oo April 28, 2007
[TX) published to website|
Healing Hands Chriopractic SSNS, Private information
ng P Firm Exposed data |address, credi No External Yes was thrownina | "hundreds" May 1, 2007
(Sterling, CO) .
card #'s dumpster
Names, If the URL on the
Parisexposed.com (Bellevue, Numbers, site was changes,
P . i Firm Exposed data| Adresses, No External Yes . 9es, 750 June 18, 2007
WAOQ the info would be
Credit Card
revealed
Numbers
. _— SSNs and Info for employees
PET R ARTIES (R Firm Exposed Date] ~ Other No External Yes including CEO 365 June 20, 2007
Worth, TX)
Personal Info exposed on website
Credit card
Milwaukee PC Firm Exposed Data| and personal No External Yes 65,000 June 27, 2007
information
SSNss, hirth A storage device
Misplaced dates, phone containing personal
[TSA (Arlington, VA) Firm [;Jata numbers, No External Yes info of TSA 100,000 July 16,2007
addresses, employees is




A previously
e Names, undetected security
gstor 9y &o. Firm Exposed Data addresses, cc No External Yes breach exposed 27,000 July 17, 2007
(Fountain Valley, Georgia) : ;
info personal info of
online customers
Documents
Cricket Communications Firm Stolen Data CCinfo No External Yes containing cc info for 300 July 19, 2007
customers were
stolen from the store
Pentagon contractor
Names, may haye
compromised
addresses, ersonal info about
SAIC (San Diego, CA) Firm Exposed data  birthdates, No External Yes P 580,000 July 20, 2007
SSNs military personnel
' and their relatives by
healthcare info -
transmitting data
online
Names, phone A security hole in the
Fox News Firm Hacking numbe{s, & No External Yes Fox News webs.e.rver 1.5 million July 23, 2007
mail exposed sensitive
addresses content to the public
A laptop containing
. . . personal information
E.Oq Q,S.(energy SRl Firm Stolen Laptop SSNs, birth No External Yes of employeesand  Uknown August 2, 2007
(Louisville, KY) dates .
some retirees was
stolen last month
Names, A laptop containing
addresses, extensive personal
Verisign (Mountainview, CA) Firm Stolen Laptop SSNs, birth No External Yes information of Uknown August 6, 2007
dates, phone employees was
numbers, stolen from and
salary records employees time
A former employee
was arrested for
. Names, trafficking in stolen
[l RaR S Firm Hacking identifying No Internal Yes identities she 498 August 7, 2007
(Montgomery, AL) N
information received through her
work with the
company
Names, e-mail
A company
addresses, database containing
DA I CoR Firm Hacking phone No External Yes personal info for 6.3 million September 14, 2007
(Omaha, NE) numbers,
customers was
fiome stolen
addresses
Government - Federal, State and Local: 173 Breaches
Stolen Internal 8,900 (not
NV DMV (NV) Government No Included in | Recovered March 12, 2005
Computer Breach
total)
Dishonest Internal .
GADMV  (GA) Government No 465,000 April 1, 2005
Insider Breach
CA Dept. of Health Services Internal
cA) Government | Stolen Laptop No Breach 21,600 April 15, 2005
Internal 1,600
CO Health Department (CO) | Government | Stolen Laptop No Breach Families (families) May 4, 2005
5 Internal
Department of Justice (DC) | Government | Stolen Laptop No Breach 80,000 May 7, 2005
Hinsdale Central High External
School (Hinsdale, IL) Government | Hacking No Breach 2,400 May 12, 2005
FDIC Government | Not Disclosed No External 6,000 June 10, 2005
Breach
Luca_s County Childrens Government Exposed by No External 900 June 28, 2005
Services (OH) Mail Breach
San Diego Co. Employees External
Retirement Assoc. (CA) Government Hacking No Breach Yes 33,000 July 30, 2005
[Air Force Government | Hacking No 3‘:;2;' Yes 33,300 August 22, 2005
Names, SSNs|
WA Employment Security and Earnings Internal Potential for
Dept. Government | Stolen Laptop of Former No Breach Yes 530 D Theft December 6, 2005
Employees
Stolen out of a trunk
Depart. Of Veterans Affairs Personal External in Minneapolis, MN.
00) Government | Stolen Laptop Information No Breach Yes 2 reports of identiy 66 ID Theft In 2005, exact date not known
theft following




City of San Diego, Water &
Sewer Dept.

Government

Dishonest
Employee

[Customer Acct
Files, SSNs

No

Internal
Breach

Yes

Unknown

ID Theft
Commited

January 17, 2006

California Army National
Guard

Government

Stolen
Breifcase

Personal
Information,
SSNs, DOBs

No

Internal
Breach

Yes

Hundreds of
Officiers

Potential for
ID Theft

January 21, 2006

State of Rl Web Site

Government

Hackers

Credit Card
Information
and Personal
Information

No

External
Breach

Yes

4,117

Potential for
ID Theft

January 27, 2006

Dept. of Agriculture (DC)

Government

Inadvertently
exposed

SS and tax Id
numbers in
FOIA request.

No

Internal
Breach

350,000

Potential for
ID Theft

February 15, 2006

CA Dept. of Corrections
(Pelican Bay)

Government

Inside Job

Inmates
gained access|
to files
containing
employees'
SSNs, BDs,
and pension
account
information
stored in
warehouse.

No

Internal
Breach

Unknown

Potential for
ID Theft

February 17, 2006

OH Secretary of State's
Office

Government

Exposed

SSNs, DOBs,
and other
personal data
posted on
State website
as part of
standard
business
practice.

No

Internal
Breach

Yes

Unknown

Potential for
ID Theft

March 1, 2006

Los Angeles County Dept. of
Social Services (LA, CA)

Government

Neglect

Names,
Dependents,
SSNs,
Telephone
Numbers,
Medical Info,
Employer Info,|
W-2 Forms,
and DOB

No

Internal
Breach

Yes

File boxes left
unattended and
unshredded

Potential for
ID Theft

March 2, 2006

Hamilton County Clerk of
Courts (OH)

Government

Stolen from
Website

SSNs, Other
Personal Dataf
of State
Residents

No

External
Breach

Yes

Identity Theft
WAS
committed

March 2, 2006

Olympic Funding (Chicago,
IL)

Government

Theft by
Taking

Client Names,
SSNs,
Addresses,
and Phone
Numbers.

No

External
Breach

Yes

Data contained on 2
hard drives that were]
taken.

Unknown

March 2, 2006

CA Dept. of Consumer
Affairs (DCA) (Sacramento,
cA)

Government

Mail Theft

Applications of
DCA licensees
or prospective
licensees for CA
state boards
and
commissions
were stolen.
The forms
included full or
partial SSNs,
DLs Numbers,
and Payment
Checks.

No

External
Breach

Yes

A Small
Number

Potential for
ID Theft

March 11, 2006

CA State Employment
Development Division
(Sacramento, CA)

Government

Computer
Glitch

Employment
Development
Division 1099
Tax Forms
containing
SSNs and
Income
Information to
the wrong
addresses.

No

Internal
Breach

Yes

64,000

Potential for
ID Theft

March 24, 2006




Personal

Device contained
personal information|

Potential for ID

Marines (Monterey, CA) Government |Hardware Lost N No - used for research on| 207,750 March 30, 2006
Information ) Theft
re-enlistment
bonuses
SSNs of Students
CT Technical High School Employee and Faculty Potential for ID
System (Middletown, CT) Government Mishap SSNs No Internal Yes Mistakenly 1,250 Theft March 30, 2006
Distributed via e-mail
Lostby Names, Lost by delivery
Long Island Rail Road Addresses, contractor Iron
(Gamaica, NY) Government Delivery SSNs, and No - Mountain while 17,000 April 27,2006
Contractor )
Salary Figures| enroute*
Tapes may have
US_Dept. of Veterans Government Waiting for ) ) been lost QUrlng the ) Apiil 27, 2006
[Affairs more Info same delivery by
Iron Mountain
Unknown how many/|
CDs include the
CDs SSNs sent to 20
. Containing political campaign "
[T ity o St Government SSNs SSNs - Internal Yes loperations (9/15/06)- Pulen.tl.ally Potental for ID April 28, 2006
(Cleveland) | 7.7 million Theft
Erroneously A news report said
Sent that some SSNss still
remain on the
agency's website
Accessed Tricare
"Personal public server Potential for ID
Dept. of Defense (DC) Government | Hacking Information” - Yes containing data on Unknown Theft April 28, 2006
military employees
Surplus computers
that contained GA
GA State Gov't (Atlanta) Government CCNs, DOB No Internal Yes citizen data were | Unknown Potental for ID May 2, 2006
and SSNs Theft
sold before the hard
drives were erased
(10/11/06)-VA's
Office of General
SSN. DOB Counsel is offering
Dept. of Veteran Affairs (DC) | Government |Lost data tape e a'l doc ! No Internal Yes identity theft 16,500 May 5, 2006
9 : protection services
to those affected by
the missing tapes
Data for all American
veterans who were
discharged since
Names, SSN, 1975 (7/14/06)-FBI
DOB, claims no data taken| 6/29/06 Laptops|
. ! (8/5/06)-Two teens and external
Dept. of Veteran Affairs (DC) | Government | Lost Laptop z;itére;zz: No Internal Yes arrested in the theft 28,600,000 drives were May 22, 2006
P (8/25/06)-Secretary recovered
numbers
Nicholson told
veterans of decision
to not to offer credit
monitoring services
Dishonest employee|
. Misuse of misused at least
Amgncan IR ElEs 8 Government donor Persong I No Internal Yes three people's 1,000,000 Potenta forID May 24, 2006
Louis Chapter information Theft
numbers identities, but had
access to 1 million
Internal Revenue Service SSN, DOB, Lost laptop on Potential for ID
00) Government | Lost Laptop finger prints No External Yes commericalfight 291 Theft June 5, 2006
Denver Election Commission| Lost SN, Voter information Potential for ID
Government addresses, No Yes 150,000 X June 11, 2006
(Denver, CO) documents DOB lost Theft
Name, SSN,
Security Potential for ID
U.S. Dept of Energy (DC) Government Hacking Clearance No External Yes 1,502 Theft June 12, 2006
Levels
. . SSN, Three Laptops with
m:\r:)n. St/ (8 (Rl Government | Lost Laptop | government No Yes information from 493 June 13, 2006
info auditors is missing




OR Dept. of Revenue (Salem,

Former employee
downloaded trojan

Potential for ID

oR) Government | Trojan virus | Tax payer infol No External - virus, which could 2,200 Theft June 13, 2006
have taken data
back to the source
Police found 1996
list of personal data
Dept. of Energy (Richland, Government | stolen data Personal No External Yes on employees frur_n 4,000 Potential for ID June 13, 2006
WA) lemployee datd) facility, at a home in Theft
a unrelated
investigation
INY State Controller's Office Lostdata | Names,SSN,
(Albany, NY) Government cartridge | DOB, salaries No 1,300 June 16, 2006
Names, SSN,
Depart. Of Ag (DC) Government | Hacking photos of No External Yes 26,000 June 22, 2006
employees
Names,
Fed. Trade Comm. (DC) Government | Stolen laptops address, DOB, No External Yes Stolen from an 110 June 22, 2006
financial employees vehicle
accounts
U.S. Navy (DC) Government Exposgd Names, DOB, No External Yes EX.POSEG ona 30,000 June 23, 2006
Information SSN civilian website
King County Records, SSN, drivers
Elect_lon an.d.L.lcensmg Government Exposgd license No External Yes Posted data online | Unknown June 23, 2006
Services Division (Seattle, Information number,
WA) names
Catawba County Schools Exposed | SSN and test " Data has been
(Newton, NC) Government Information scores No External Yes Posted data online 619 removed June 23, 2006
- Audit reports,
Goyernmem AeganitAiltiy Government Exposgd Names, SSN, No External Yes Posted data online 1,000 June 27, 2006
Office (DC) Information
addresses
Nghraska jlicasiiersl0fice Government Hacking Names, SSN, No External Yes 309,000 June 29, 2006
(Lincoln, NE) tax ID#s
A package
containing a data
tape was lost during
. Names, delivery (7/20/06)-
?/S"tn r;eas;‘t:t?ADN()ept. Ciieente Government M\ss;\:gedata addresses, No - Package was 50,400 June 29, 2006
) . i SSN reported delivered 2
months later,
temporarily lost by
US Postal
Nat'l Institute of Health Law enforcement is | 41000 (Not | very few of the
Federal Credit Union Government - No - investigating, little | included in | 41,000 were June 30, 2006
(Rockville, MD) info was given the total) affected
. Names, DOB,
apercaniedieiossi(alias Government | Stolen Laptop| SSN, donor No External No The data was Unknown July 1, 2006
[TX) info encrypted
. Employee truck
zf]s)ys Cimyplie (Reselit) Government | Backup Tape SSN No External - carrying data tapes | 61,000 July 5, 2006
was stolen
Info of Naval and
Naval Safety Center Government Exposgd . Person.a l No External Yes Marine aviators were Unknown July 7, 2006
Information | information exposed on Center
website
Montana Public Health and Stolen C;: ?mpl:‘hif ;‘ﬂen
Human Services Dept. Government Unknown No External - 9 Unknown July 7, 2006
(Helena, MT) Computer Dependency
! Department
Surveillance “thousands
City of Hattiesburg Stolen Hard |  Personal cameras caught 2 of city
(Hattiesburg, MS) Government Drives Information No Extemal ves intruders stealing | workers and July 7, 2006
hard drives contractors"
(7/27/06)-
Treasurer's computer in Exposed cm::m?;g?#sp the Over
Circuit Court Clerk's Office | Government POSEC oy payer infol No External Yes 100,000 July 14, 2006
Information data was exposed
(Hampton, VA) records
due to software
problems
Mississippi Secretary of Exposed
State (Jackson, MS) Government Information SSN No External Yes Thousands July 16, 2006
. Names,
[ BN EAIEIID Government | Stolen Laptop| Addresses, No External Yes Recovered July 18, 2006

(Wellington, KS)

SSN




Personal information|

BN pept. & Government Misdirected Names, SSN No External Yes of homeless 8,400 July 24, 2006
Homeless Services Email .
individuals
Employee carrying
;esl)h v el (el Government | Stolen laptop | Names, SSN No E