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SO YOU’VE IDENTIFIED YOUR MORTGAGE LOAN ORIGINATORS (MLOs) that are required to 

be registered under the Secure and Fair Enforcement for Mortgage Licensing Act (SAFE 

Act). Now you’ve got to register them. And given that the initial registration deadline was 

July 29, 2011, are you finished? Not by a long shot. There are continuing requirements 

to registration, and the registration process must be updated once you have new MLOs.
So how does this work? This article will summarize how the process operates (rather than an in-depth dis-

cussion of who qualifies as an MLO), with an emphasis on what must be done going forward. We’ll provide 

many helpful references from the National Mortgage Licensing System (NMLS or registry) so you’ll know right 

where to go for assistance.

Initial Requirements
The basic requirements of registering your bank’s MLOs are as 
follows:

■■ register with the NMLS
■■ obtain a unique identifier
■■ maintain that registration

MLOs must have initially registered by July 29, 2011, which 
was 180 days since the registry’s availability was announced on 
January 31, 2011. If, after that date, an MLO is not registered, he 
or she cannot participate in origination of mortgage loans. This 
will be Question No. 1 for the examiners: Do you have any em-
ployees that qualify as MLOs that should be registered but are not?

The NMLS
The registry is owned and operated by State Regulatory Registry, 
LLC (SRR), and is administered by the Conference of State Bank 
Supervisors (CSBS) and the American Association of Residential 
Mortgage Regulators (AARMR). The Financial Industry Regula-
tory Authority (FINRA) was contracted to build and maintain 
the system. But all this is background to what you have to do to 
register (and maintain registrations).

The registration process can be completed online. To do this, 
first go to the “NMLS Resource Center” home page: 
http://mortgage.nationwidelicensingsystem.org/
Pages/default.aspx 

You will see a variety of information (NMLS News & Events, 
Agency News) and links. But in the middle of the page are two 
blue boxes. This is where to start.

How to Register
Everything can be accomplished on the NMLS website, although 
individual MLOs must get fingerprinted at a separate location. 
Exactly how the process is accomplished is up to each individual 
bank; however the bank must be registered before its MLOs can 
be registered. 

If this is your first time in the NMLS site (and since it’s past 
July 29, we can assume this is because your bank is just now 
getting into the consumer mortgage business), you’ll need to 
register your bank first. Otherwise, MLOs will need to maintain 
their registrations and when employees become MLOs, they’ll 
need to register for the first time. 

We’ll approach the process by discussing registering the bank 
first, then the MLOs within the bank. If you’ve already registered 
your bank, just refer to the sections within that address MLO 
registration.

But if you haven’t yet touched the registry, click on “Getting 
Started: Company or Institution” to register the bank before reg-
istering your MLOs. “Getting Started: Mortgage Loan Originator” 
would be chosen when everyone in the bank is registered, and you 
need to register a new employee MLO, for example.

When you are there, click “Federal Registration,” for Federally-
regulated banks. “State Licensing” is for non-federally regulated 
institutions such as mortgage brokerages. MLOs that work for 
banks need only register rather than become licensed.
http://mortgage.nationwidelicensingsystem.org/
Pages/Lic-or-Reg-Co.aspx

Clicking this takes you to instructions for a 12-step process to 
register both the bank and its MLOs. Throughout the process there 
are helpful document links on many of these pages (in the form of 
PDF documents and others); it’s always beneficial to click these links 
and read the supporting documentation. In addition, an NMLS 
Call Center number, (240) 386-4444, is available for assistance.
http://mortgage.nationwidelicensingsystem.org/
fedreg/Pages/GettingStartedFedCo.aspx

The 12 steps to register your bank are as follows:
1. Determine if your institution is required to be registered 

with NMLS. 
2. Confirm your institution’s information in the NIC Database.
3. Request an institution account on NMLS.
4. Obtain two-factor authentications for all institution users. 
5. Complete and submit Form MU1R. 
6. Repeat Steps 1 through 5 for each subsidiary which is required 

to register MLOs. 
7. Determine who needs to be registered. 
8. Choose a workflow. 
9. Gather the necessary data from your MLOs to create their 

accounts.

10. Begin registering your MLOs. 
11. Review MLO registration information. 
12. Confirm employment and complete the Federal Registra-

tion process.
Step 1. Determine if your bank is required to be registered 

with NMLS. If you have MLOs involved in SAFE Act-covered 
mortgage business, the answer is yes.

Step 2. Confirm your institution’s information in the National 
Information Center (NIC) Database.
www.ffiec.gov/nicpubweb/nicweb/nichome.aspx 

This is merely a verification step to ensure your bank is properly 
listed in the Federal Reserve’s database. The bank’s information 
entered into the NMLS will be validated against information 
contained in the NIC database. The NMLS will not approve the 
bank’s registration if the information does not match the NIC 
database.

Clicking on the “Institution Search” link within the 12-step 
document takes you to the following page:
www.ffiec.gov/nicpubweb/nicweb/SearchForm.
aspx 

When you are here, enter the appropriate information to 
search for your bank. Enter all or part of your bank’s name in 
the first field and it should show up.

If you think the information in the NIC Database is incor-
rect, you can contact the NIC Database Contact for the Federal 
Reserve Bank for your district. On the NMLS site there is a list of 
who you can contact depending on where your bank is located. 
They will assist you if corrections are necessary. When updated, 
it may take up to three days for the data to show up in the NMLS, 
after which you will be able to request an institution account.

Step 3. Request an institution account on NMLS. To do this, 
you must complete a “Company Account Request Form.” The 
information provided, including bank name, address, RSSD ID 
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This article first addresses the general issues related to lookbacks 
or document scrubs and also examines lookbacks that an institution 

may want to perform without regulatory prompting. 
Historically, lookbacks have been ordered by regulatory agen-

cies when they find a significant violation in their transaction 
samples or other examination activities and want to make 

sure all actually or potentially impacted persons or instances 
of noncompliance within a specific portfolio and time 

frame are identified. Most often the regulatory agen-
cies require an institution to perform the lookback 

and report the findings back to them. However, 
in today’s world of formal, comprehensive 

regulatory compliance programs, lookbacks 
are often triggered by an institution’s own 

discovery—as well they should be. It is 
much better for you to find issues 

and correct them rather than have 
the examiners find them and 

direct you to correct them. 

This article first addresses the general issues related to lookbacks 
or document scrubs and also examines lookbacks that an institution 

may want to perform without regulatory prompting. What 
They Are 

and 
When They 
Are Needed

BY WILLIAM (WYLLI) J. FOOTE,CRCM, 
AND PHILLIP (RICK) R. FREER,JR.,CRCM

G ENERALLY SPEAKING, a lookback is a retrospective search 

of bank customer files to identify the extent of a violation or other 

issue. Lookbacks are needed when a problem, error, weakness, or 

violation is found and you believe that what has been discovered 

may just be the tip of the iceberg. Wow! That is a mouthful. Obvi-

ously, if you find such a situation it is clear you need to do some-

thing, because lookbacks are indicative of a pattern or practice of 

violations or other weaknesses in one or more of your operational 

areas or activities. It is important for you to understand the what, 

when, how, and why—and that the answers to those questions 

may vary based upon the weaknesses or violations identified.
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THERE ARE AT LEAST 

18 regulations affected by 

wireless banking, which the Federal 

Financial Institutions Examination Council 

(FFIEC) defines as banking activity conducted 

over a wireless telecommunications network (like cellular, 3G, or 4G networks). 

From restructuring the bank’s e-banking policy to making sure vendors facilitate 

the compliance processes to arranging for the distribution of disclosure statements 

after-the-fact, the risks associated with wireless banking are many, but controllable. 

This article delineates five steps that a compliance officer should take to prepare for 

wireless banking.

We hope the guidance specifically addressing wireless banking, 
dated 2003, will be updated soon. We know that wireless banking 
will be the subject of future compliance audits and examinations. 

Which regulations are affected by wireless banking? The short 
answer is all of them. Or, at least 18 of them. 

The same regulations that are considered in your existing e-
banking policy must be considered. In addition, wireless banking 
touches regulations not covered by most e-banking policies be-

cause they cover transactions traditionally handled in the branch. 
As we watch management warm up to adoption, compli-

ance needs a starting point. Given wireless banking’s untested 
complexity, coupled with an overwhelming number of affected 
regulations, the task of ensuring compliance might seem daunt-
ing. But let’s reduce the process to five steps.

STEP 1: Understand the Basics of Wireless Banking
Most believe the adoption of smartphones will be classified as a 
revolution when they write The History of the Information Age. 
Smartphones intuitively allow us to do anything we want, any-
where we want. This makes them the ultimate in convergence, 
convenience, and customization. 

Though mostly referred to as “mobile banking,” the act of 
allowing customers to bank with hand-held devices connected 
via cellular, 3G, or 4G networks, is called “wireless banking,” in 
the FFIEC’s E-banking Handbook, Appendix E. Dated 2003, this 
appendix is the last known guidance on the subject; a subset of 
what the FFIEC calls “branchless banking.” 

We can reduce wireless banking to three “channels.” Most 
institutions already have the mobile Web channel, a version of 
your online banking site, reformatted for the smaller screen size of 
older, web-enabled “dumb phones” (Palm Treo, BlackBerry Pearl, 
Samsung Messager, etc.). The online banking site recognizes a cell’s 
browser request, and then redirects the browser to m.mybank.
com or mybank.mobi sub-sites. More sophisticated mobile Web 
deployments streamline navigation to activities conducive to the 
cell. For example, the mobile Web experience downplays data input 
transactions, and instead allows us to check balances, monitor 
transactions (such as cleared checks or deposits), and authorize 
payments to existing payees. Though this functionality rises from 
the cause of convenience, it also supports risk mitigation. 

The second channel is short message service (SMS) or text 
banking. One-way text banking allows text messages from the 
bank, based on user-defined thresholds. The texts include real-
time information such as balance alerts, transaction alerts, and 
out-of-band passwords. Two-way SMS banking allows users to 
text inquiries and transaction orders. SMS banking comes with 
many risks including smishing and intercepted text messages. 

The hype surrounding wireless banking centers around the 
mobile application channel, made possible by a “marketplace” 
maintained by the platform provider. The two most prevalent 
American platform providers are Apple (with the iPhone’s iOS), 
and Google (with the Android operating system).

The mobile application channel provides traditional on-
line banking functionality more conveniently than the mobile 
Web channel, but also offers opportunity for creative banking 

transactions including consumer capture (take a picture of a 
check to deposit it), stock trading, complaint submission, secure 
messaging, marketing, mobile payments (pay for goods with 
your smartphone), and peer-to-peer (P2P) payments (transfer 
money to a friend’s smartphone). The latter two combine with 
other nonbank applications such as PayPal or Starbucks Gifts to 
be part of what we call “wallet capabilities.”

Typical tension between marketing and compliance arises with 
the opportunities afforded by new user registration. Marketers 
want to allow users to download the bank’s application and im-
mediately begin bank interaction (or at least fill out marketing 
surveys tied back to the customer relationship management 
package). Obviously, many regulations are affected by this activity. 
Simply disallowing new user registration (or requiring it from 
established delivery systems) makes compliance much easier, but 
misses one of the important benefits sold during the persuasion 
phase of adoption: new customers.

Beyond the “three channels” of wireless banking, we must also 
consider the “prevalent platforms” in the smartphone market, 
as well as “non-traditional feature adoption.” When we consider 
prevalent platforms, we address the strategic risk of creating an 
application (and all the service peripherals) for a platform that 
eventually loses the market share war between smartphone pro-
viders. In America, the iPhone platform (iOS) and the Android 
platform (Google) seem stable. The BlackBerry 6 OS platform 
(Blackberry Torch, Style, Bold, etc.) and the Windows Mobile 
platform (Samsung Focus, HTC Arrive, and many others), though 
promising, still present strategic risk as we do not know for sure 
if they will be adopted. 

The key difference between wireless banking and online bank-
ing is what we call “non-traditional transaction capabilities” of 
the smartphone applications. These capabilities mostly center 
on a “wallet feature” of the smartphone. The many competing 
methods to transfer money from the smartphone application’s 
wallet to the retailer’s cash drawer … “Scan and Pay” and “Wave 
and Go” are examples … create strategic risk in our adoption 
of these features because, like non-prevalent platforms, we can 
not know which method will become a stable standard. We can 
transfer this risk to our vendors. Otherwise, we must wait to see 
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to Wireless  Banking Compliance

BY JOHN ATKINSON

IT’S BEEN 10 YEARS since the very tragic events of September 11, 2001, 

which have shaped our personal and professional lives in ways both large and small. For anti-money laun-

dering (AML) compliance professionals, the past decade has been one of rapid change, and this 10-year 

anniversary of 9/11 is an appropriate time to look back upon the pivotal changes that have shaped the 

AML environment while also examining some of the emerging trends and issues that will influence our 

field in the coming years.

Compared to 10 years ago, more financial institu-
tions—as that term is broadly defined under the Bank 
Secrecy Act (BSA)—are covered by more rules and re-
quirements with greater regulatory scrutiny and higher 
penalties for noncompliance. New money laundering 
typologies and schemes have emerged, and technology 
applications allow deeper analysis of available data. As 
a consequence, financial institutions are devoting more 
time and resources to AML compliance than they were 
10 years ago, though head counts have decreased overall 
in the past few years as part of the general belt tighten-
ing during the banking crisis. These long-term trends of 
“more and greater” seem likely to continue as criminals 
and terrorists respond to new detection and prevention 
techniques with creativity and persistence—an ongoing 
“cat and mouse” game. 

So much has happened in the past decade that it is 
not possible to touch on every detail, but we will exam-
ine some of the major trends that have shaped where 
we are today. 

Expansion of AML Regulatory Requirements 
Shortly after 9/11, Congress passed the USA PATRIOT 
Act, Title III, which dramatically expanded the require-
ments of the BSA, the primary anti-money laundering 
law in the U.S. The USA PATRIOT Act contained many 
provisions to address the critical emerging issue of ter-
rorist financing, which expanded the concept of money 
laundering to include ideological motives in addition to 
“for profit” criminal activity. At the same time, the act 
provided a platform for other AML-related rules and 

requirements to be implemented. 

Although a regulatory proposal to put “know your 
customer” (KYC) requirements in place had been 
shelved only a few years before 2001 in response to 
overwhelming industry and public opposition, the USA 
PATRIOT Act enacted requirements that financial insti-
tutions develop a reasonable belief of the true identity 
of their customers. With additional guidance and best 
practice development from the Basel Committee on 
Bank Supervision and the Financial Action Task Force 
(FATF), as well as organizations such as the Wolfsberg 
Group, an organized and detailed approach to customer 
identification and acceptance has become standard oper-
ating procedure. This approach includes obtaining basic 
information to verify a customer’s identity, requesting 
additional information to understand and assess (usu-
ally by a structured rating system) the AML risk posed 
by a customer, developing an initial profile of expected 
activity, documenting greater amounts of information for 
those customers posing higher levels of risk, and keeping 
customer information up-to-date. Comprehensive cus-
tomer due diligence (CDD) and enhanced due diligence 
(EDD) policies and procedures are considered the “cor-
nerstone of a strong BSA/AML compliance program” by 
the regulators.1

In addition to the expansion of the CDD/EDD re-
quirements for customers generally, there has been 
recognition by regulators and the industry that certain 
customer types demand specific rules and attention. 
The role of foreign correspondent banks and bank-to-
bank transactions in the money laundering and terrorist 
financing process has been recognized, and additional 
regulatory requirements for CDD and EDD on foreign 
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