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“How can we adequately assess whether internal 
budgeting and staffing are appropriate for the 
institutional compliance function?”

The short answer is, “hard to say,” and that is primarily because 
the role of the compliance department (aka the “compliance 
function”) differs markedly from bank to bank. Thus, while it 
may be appropriate to say something like,  “A compliance depart-
ment may need to have one head count for every 150 employees 
of the bank,” that rule of thumb is only the very beginning of 
the evaluation and budgeting process.To arrive at a reasonable 
overall budget for the compliance function, it is very helpful to 
break down the compliance program into the same components 
that are evaluated by the regulators:

■■ training
■■ policies and procedures (that guide employee conduct and 
firm-wide recordkeeping)

■■ monitoring by compliance officers
■■ compliance management

Compliance Training
In some institutions, the compliance function handles all aspects 
of training on regulatory requirements. In these firms, it is quite 
clear that the compliance officer must construct a budget, and 
this is often done on a department-by-department basis. That 
is to say, the compliance officer budgets a number of hours to 
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IN THE EVER-CHANGING 
regulatory environment of the 
banking industry, audit committees 
and chief auditors are increasingly 
asking, “How can we assess whether 
internal budgeting and staffing are 
appropriate for the institutional 
compliance function?” This is in 
part due to the ever-rising cost of 
compliance programs, especially in 
the wake of recent enforcement orders 
relating to regulatory deficiencies 
such as those concerning anti-money 
laundering (AML), the Office of Foreign 
Assets Control (OFAC), and the 
Foreign Corrupt Practices Act (FCPA).
This article provides an authoritative 
analysis, guiding the reader through 
the pertinent considerations, providing 
examples of what can go wrong, and 
concluding with the theme that each 
bank should take a risk-based approach 
to assessing its compliance risks and 
utilize the assessment in the allocation 
of compliance resources.

meet annually with each department and provides required training. The 
compliance officer also sets aside time for preparation of training materials 
and recordkeeping (e.g., attendance lists).

However, in many larger firms the human resources department has a 
tight grasp on any and all training provided to staff (e.g., new product launch, 
sales practices, sexual harassment), so it is human resources that will either 
(1) schedule a compliance officer to appear now and then to deliver targeted 
content on banking regulations, or (2) retain an external compliance expert 
to come onsite to deliver the targeted content. It is very easy for executive 
management to underestimate the time it takes to operate a robust compli-
ance training program in a large firm, and there are several steps to getting 
this right: targeting the appropriate audiences, scheduling the training rooms 
and attendees, preparing the content, delivering the content, keeping track of 
attendance, marking up exams, and notifying attendees of grades. Chasing 
each of the no-shows is in itself a major headache and a time-consuming 
process. In parallel to classroom training, many firms also establish budgets 
for online, conference call, or video/DVD training.

For some institutions, operating the compliance training program is so 
complicated that it becomes a full-time position within compliance with 
supporting administrative staff and a separate annual budget. To cut through 
this uncertainty and complexity, it is often recommended that annual com-
pliance training needs be formally set forth as a training needs assessment.
This approach helps to forecast the burdens of annual compliance training 
(including board-level training) and can be structured with the look and feel 
of the annual audit calendar, which often includes estimated auditor hours.  

A documented training needs assessment is an approach that appeals to many 
audit committees and helps prevent audit and compliance from scheduling 
an audit in the midst of scheduled training sessions.

Compliance Policies and Procedures
It is very difficult to predict the burdens associated with making appropriate 
revisions to compliance-related policies; plus, after policies are revised, it is 

almost always the case that several desktop procedures will also need to be 
revised, taking valuable time and expertise. The process of managing potential 
regulatory changes affecting your institution within a calendar year can be 
one of great uncertainty, particularly concerning the amount of time and 
level of expertise that will be required to reach compliance.

To cut through the complexity, it is recommended that a compliance 
policy calendar summarizing upcoming effective dates of announced regula-
tory changes be developed. By updating institutional regulatory objectives 
every month, compliance can use the calendar as an internal resource in 
editing and approving new policies and procedures. This forward-looking 
approach (as opposed to a reactive approach) greatly reduces the compliance 
burden by allowing the institution to stay one step ahead of the deadlines. 
Executives can also coordinate with compliance officers and estimate how 
much work will be required over the coming quarter. If it is determined 
that in-house resources will be insufficient to stay ahead of the curve, then 
executives can decide to retain additional resources/consultants. This can 
then be documented with appropriate supporting rationale and reported 
to the audit committee.

Compliance Monitoring
Surveillance performed by compliance officers is another area where compliance 
functions vary widely in timeliness and sophistication. In all cases, the basic 
process is one in which compliance-related records that have been generated 
by employees, in both client-facing and operational divisions, are reviewed by 
independent compliance officers; this approach is necessary to evidence the 
bank’s ongoing operational compliance with applicable laws and regulations.
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BY TOM LEUCHTNER

Benefits of Emerging Regulations:
HOW TO MEET THE CHALLENGE
In March of this year, a dozen individuals in Minnesota, New 
York, and California were charged in connection with a fraud 
ring rooted in Eastern Europe and West Africa that stole more 
than $10 million from some of the nation’s largest financial 
institutions. Some of the individuals charged with bank, wire, 
and identity fraud were also charged with money laundering 
conspiracy. More than one-fourth of those indicted were actually 
bank employees, reflecting the trend of increasing sophistication 
in these crime rings. In this example, the tie between fraud and 
money laundering is evident, as some of these criminals sought 
to disguise the proceeds of their fraudulent activity within the 
financial system by routing stolen funds to other destinations.

Because money laundering is often a byproduct of fraud, an 
enterprisewide financial crime framework can help streamline 
the detection, investigation, and prevention of both. Numerous 
benefits can be realized, including

■■ eliminating discrepancies in customer profile data, revealing 
connections and relationships between individuals or accounts, 
and helping the institution close gaps in monitoring and risk 
management

■■ improving balance of workload and keeping compliance costs 
in check by eliminating redundancies in workflow; for instance, 

anti-fraud and anti–money laundering (AML) investigators 
may be investigating the same cases and filing redundant 
suspicious activity reports

■■ reducing technology costs by replacing separate anti-fraud and 
AML detection software that scans the same customer profile 
and transaction data
While the integration of AML and fraud technology can fortify 

and streamline your operations, there are challenges involved. 
Among them is connecting the variety of systems and data for-
mats needed to properly analyze patterns of fraud and money 
laundering. This hurdle commonly delays or derails integration 
projects, particularly if the data is housed in antiquated systems 
and in formats that are not understood because the original de-
velopers and support personnel have retired and documentation 
was not kept up to date.

In addition, various sets of information, such as customer 
information, transactional data, and employee activities may all 

be contained in different formats on different systems, creating 
information silos. Capturing and “normalizing” the data is a 
significant challenge. It is essential that the tools be robust and 
flexible enough to migrate data from one system in one form to 
another system in another form.

A Surmountable Challenge:
UTILIZE A PLANNING FRAMEWORK
Successfully integrating your AML and anti-fraud systems and 
programs therefore depends on a clear plan that lays out the 
institution’s vision of the future and a roadmap for how to get 
there. This can help you gain consensus from management about 
short- and long-term goals; identify the steps, resources, and tools 
required for integration; set objectives, priorities, and timelines; 
and break down AML and anti-fraud silos to improve financial 
crime prevention across the institution. A clear plan can also help 
you prepare for and overcome obstacles to integration. 

To orchestrate the linking of AML and anti-fraud information 
strategically, a financial institution needs to frame a clear objec-
tive and end state vision of its systems and processes; this can be 
thought of as a financial crime “business architecture.” This means 
monitoring for both fraud and money laundering detection as 
well as supporting the required and evolving business processes 
necessary to respond to rapidly evolving and sophisticated fraud 

and money laundering scenarios. In addition, the institution 
should develop a clear roadmap for how to evolve from its current 
state, which often consists of legacy siloed programs, systems, and 
processes that neither provide a strategic and long-term capabil-
ity to help defend against and prevent fraud nor link anti-fraud 
and AML activities.

With a clear view of the challenges, the next step in integra-
tion is building a plan and roadmap. The plan should detail a 
vision of the future. Elements of a recommended ideal end state 
of your program are

■■ a clearly outlined risk profile and the resulting necessary risk 
framework 

■■ a financial crime “business architecture” (graphic)
■■ identified high-level capability gaps 

Graphics such as workflow diagrams and business entity 
relationships can help to illustrate the structure of your ideal end 
state, and will help frame the questions you need to ask when 

 REGULATIONS ARE CHANGING; examiners are now taking a close 

look at the risks that banks are exposed to as a result of money 

laundering and fraud activities.  The evolving regulations that force 

a closer examination and linkage of fraud and money laundering are timely 

and warranted. It has become clear that a new perspective and resulting 

methodology are required to frame precisely the programs, systems, and 

processes necessary to respond to both fraud threats and regulatory changes. 

While there is a tendency to think of fraud and money laundering detection 

in silos, they are in fact often linked, and this is the reason regulators are 

making these important regulatory changes. Regulations will likely continue 

to evolve in this direction, and an enterprisewide financial crime strategy 

and framework can help your institution stay ahead of those changes.

AML and 
ANTI-FRAUD 

CONVERGENCE Planning Your Roadmap
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History shows that regulators listen when bankers speak through 
effective comment letters, and the ultimate outcome is good for all 
stakeholders—the financial industry, the regulators, and most impor-
tant, the consumers of financial products and services. Do you doubt 
this? Read on then, to find success stories in which bank comment 
letters had a positive impact on regulatory proposals. To encourage 
bankers—especially compliance managers—to respond with effective 
comment letters to the anticipated flood of DFA regulatory proposals 
and to ease the job of writing them, this article will

■■ give insight into how the new bureau differs from the regulatory 
agencies with which bankers have long dealt, and how that difference 
will affect the content of industry comments to regulatory proposals

■■ provide real-world advice from financial industry representatives and 
compliance managers—tips that time-constrained bankers can use 
to gather materials and draft their own comment letters

■■ provide additional sources of information
We hope that after you discover how relatively easy it is to do, you 

will incorporate comment letter writing into your job responsibilities 
and will be willing to comment on the regulatory proposals that affect 
your area of operational responsibility.

Comment Letters Matter— 
Especially Ones from Bankers
The American Bankers Association (ABA) writes scores of comment 
letters each year, articulating the “industry” response to regulatory 
proposals. The ABA incorporates the banking industry’s views based 
on feedback from membership committees, banker peer groups, and 
ad hoc working groups. But ABA staff also urges individual banks to 
write their own letters. The ABA recognizes that bankers are in the best 
position to write meaningful comment letters because they understand 
the business of banking and how the proposed regulation will affect 
bank operations, products, and services. Bankers can include specific 
information about how a proposed rule will affect an individual bank 
and its ability to serve the needs of customers. This information is 
extremely valuable to the regulatory agency staff members who write 
the regulations. After all, they are not bankers, and many have never 
worked in a bank. A proposal might sound reasonable to the staff 
members who work at the agencies, but bankers have the unique ability 
to tell them exactly how or why the regulation will create burdens or 
unnecessary costs and to point out the unintended consequences for 
consumers, their communities, and the broader economy.

Effective  
Comment  
Letters  
Make a  
Difference

 

 

 

HE RECENT FINANCIAL SYSTEM CRISIS 

and Congress’ enactment of the Dodd-Frank Wall Street Reform and 

Consumer Protection Act (DFA) are literally and figuratively re-forming the banking 

landscape. The DFA calls for more than 250 new regulations to be written during the 

next several years, and many of them will be proposed by the new Consumer Finan-

cial Protection Bureau (CFPB). Bank compliance risk managers can either watch as 

regulators, consumer advocates, and others sculpt and mold their world, or they can 

help shape their environment through active involvement in the regulatory implementa-

tion process. Comment letter writing is one of the most effective ways to get involved. 

BY VIRGINIA O’NEILL AND  
PAT PATRICK SHUTTERLY
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Don’t get caught
   in the 

net

New Standards, Expanding Risks BY THOMAS G. PAREIGAT AND MEG SCZYRBA, CRCM

THIS ONE SENTENCE, COURTESY OF SECTION 5 
of the Federal Trade Commission Act [15 USC 45(a)(1)], is the 
statutory genesis of the rule we know fondly as “UDAP. ” While 

all businesses are generally covered by Section 5 of the FTC Act, federal banking regulators have 
the authority to cite institutions for engaging in practices that are considered unfair or deceptive. 

In recent years, examining agencies have increased their UDAP-related scrutiny and stepped 
up enforcement activities in this area. Cease and desist orders citing UDAP violations are on 
the rise and by all indications will continue to grow. With the passage of the Dodd-Frank Act 
in 2010, supervisory focus on UDAP will become even more intense. The Dodd-Frank Act not 
only restates the general prohibition against “unfair or deceptive” practices, but it also adds a new 
standard—“abusive practices”—for which banks may soon be cited. Overall, the UDAP net has 
grown wider and is being cast even farther by policymakers and regulators. In the end, this means 
there is greater likelihood that banking practices may be caught in the UDAP net. 

Practices That Have Been 
Deemed Deceptive

General
■■ marketing practices that did not convey the 
whole truth or explain requirements to obtain 
a benefit, or that contained claims that could 
not be substantiated

■■ promises that did not materialize
■■ rates “as low as” or “as high as” were not 
available to the majority of customers

■■ teaser rates that did not explain the duration
■■ claims that could not be substantiated
■■ asterisks that are buried 
■■ using the term “free” when fees could result

Credit cards
■■ security deposits/fees for subprime cards that 
consumed most of the available credit

Home loans
■■ hidden terms such as balloon payments

Deposit products
■■ gift cards without pre-sale disclosures, 
especially where fees could be imposed on 
the balance

■■ ATM balances that included overdraft 
protection

“ Unfair or 
deceptive acts 

or practices in or  
affecting commerce

are hereby declared 
unlawful.”

Core UDAP Concepts
Before we delve into the most recent developments in UDAP law 
and enforcement, let’s review the foundational aspects of the rule. 
To bring clarity to the types of practices that are prohibited, the 
FTC developed policy statements containing key definitional ele-
ments of conduct or practices that may be considered “unfair” or 
“deceptive. ” Over 30 years later, these general standards continue 
to serve as the foundation for UDAP analysis and enforcement. 
More than 10 years ago, when bank regulators began seriously 
enforcing the UDAP rule, they generally adopted the FTC stan-
dards, but built upon them with additional industry-specific 
guidance. Overall, bank regulator guidance provides insights into 
how UDAP standards will be applied to the business of banking. 
We get further insight into how bank regulators, state attorneys 
general, and even civil courts interpret and apply the “deception” 
and “unfairness” standards through settlement agreements and 
other public announcements related to UDAP cases. 

Deceptive practices
An act or practice is considered to be deceptive if it has the follow-
ing three elements: (1) the representation, omission or practice is 
likely to mislead consumers (2) who are acting reasonably in the 
circumstances presented, and (3) the representation, omission, 
or practice is material. 

Note that under this standard the conduct needs only to be 
likely to mislead—there is no requirement that consumers were, 
in fact, misled. It is also important to remember that the focus 
is on the “reasonable consumer,” which generally means the 
average person from the intended target market of the product 
or service. (See sidebar for examples of practices that have been 
deemed deceptive.)
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