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From the government’s perspective,
I think we need to be
very careful to properly
communicate our
message when we take
enforcement actions.
The message is not only
to the targeted institution,
but to the industry as a
whole and we have to
remember that. I think
our enforcement actions
should be public, and
these actions should
provide a written

road map from which
other institutions can '
learn. We cannot afford to
have the tactical overtake the
strategic. From the industry, it
seems to me we need two things:
1) we need you to not overreact
to our enforcement actions, but to
read, study, and learn from the road
maps we provide you when we take
such actions. If our road maps are
ambiguous, or if they leave questions,
then we need you to ask those
questions—I'll promise we'll get you
the answers; and, 2) we need your
continued commitment to institute
programs, policies, procedures and
systems to protect your institution
and the U.S. financial system from
the abuses posed by criminals and
terrorists.

—William J. Fox, former FinCEN director
at the 2004 ABA/ABA Money Laundering
Enforcement Seminar
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I through 2006 and continue
in the critical area of

(AML) compliance, what
can we glean from the
spate of enforcement
actions issued in the
past year? William J.
Fox, Financial Crimes
Enforcement Network’s
(FinCEN’s) former
director, has made clear
that one of his agency’s
goals is to use enforcement actions
as a training tool for the financial sector. In equally
forceful terms, other agency leaders have recommended caution,
lest a bank read too much into a particular order, as the orders are
clearly fact-based.

We believe that the answer lies somewhere in between—
understanding the general reasons for an institution’s penalty but
recognizing that the order is not a template for action.

The dilemma for the industry, of course, is that we ignore
enforcement “themes” at our peril. Vendors, consultants, auditors,
and even examiners certainly alter their AML oversight based on
these actions. At the end of the day, what can we learn?

This article provides brief summaries of the major actions
that suggest themes (in bold) of changes in AML policies for

compliance officers.

AS WE PROGRESS

to face myriad challenges

anti-money laundering

AML ENFORCEMENT ACTIONS:
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What Can We Learn?

BANCO bpeE CHILE 0ctober 12, 2005

FTER FEDERAL RESERVE BOARD (FRB) and
Office of the Comptroller of the Currency (OCC)
consent orders against the Miami and New York branches
in February 2005, a separate FinCEN investigation resulted
in a $3 million civil money penalty against Banco de Chile
for violations of the Bank Secrecy Act (BSA).
In Banco de Chile-New York, FiInCEN found the following:
B The bank’s customer identification program (CIP) was
deficient in that it did not require a customer’s identification
number, did not include procedures for providing custom-
ers with notice of the requirements of the regulation, did
not provide for independent testing, did not describe when
a suspicious activity report (SAR) should be filed, and did
not describe parameters for account closure in the absence
of verification of a customer’s identity.
B Significant deficiencies were noted in the identification
and monitoring of politically exposed persons (PEPs),
customer account due diligence procedures, monitoring for
potential suspicious activity, structure and staffing of the
compliance function and the independent audit function.
In Banco de Chile-Miami, FinCEN found the following:

B Even though the definition of PEPs, as provided in Banco
de Chile-Miami’s AML program, was in line with regulatory
guidance from the Federal Reserve, in practice the definition
was too narrowly applied. As a result of these deficiencies,
suspicious activity occurring in a PEP’s account went un-
reported and was deemed not timely.

B The Miami branch’s log of investigations did not ef-
fectively track open investigations.

The scope of the audits did not adequately test new
account reviews, compliance with CIP requirements, wire
transfer and cash activity, account monitoring, and reviews
of existing accounts (particularly for high-risk accounts) for
adequate due diligence. For both branches, FinCEN found
the following: Due to failures in their AML compliance to
failures in their AML compliance programs, neither branch
identified, reviewed, or evaluated numerous large dollar
value transactions by, for, or on behalf of a prominent PEP
and a family member and associate of the prominent PEP.
As a result, both Banco de Chile-New York and Banco de
Chile-Miami were deemed to have failed to timely report
suspicious activity involving millions of dollars.

DEUTSCHE BANK TRUST COMPANY O0ctober 14, 2003

EUTSCHE BANK ENTERED INTO a written agree-

ment with the Federal Reserve Bank of New York and
the New York State Banking Department that “addresses
Bank Secrecy Act and anti-money laundering compliance
at Deutsche Bank Trust Company Americas, including poli-
cies and practices relating to the provision of correspondent
banking services.”

The major focus of the agreement related to the bank’s
“significant correspondent banking services to both U.S.
and non-U.S. banks,” as well as its conducting a “high vol-
ume of U.S. dollar funds transfer clearing for its respondent
banks.” The government announced that the bank agreed
to take specified steps to address deficiencies relating to
AML compliance.

The following were among those steps:

B Provide for thorough assessment of legal and reputa-
tional risks associated with correspondent banking and
funds transfer clearing activities, and conduct a regular
review of risk tolerance by appropriate members of senior
management of the bank.

B For correspondent accounts established, maintained,

administered, or managed in the United States for a foreign
financial institution, establish procedures that comport
with industry sound practices set forth in available public
guidance [(e.g. the New York Clearing House Association
LLCs “Guidance for Counter Money Laundering Policies
and Procedures in Correspondent Banking” (March 2002)
and the Basel Committee on Banking Supervision’s “Cus-
tomer Due Diligence for Banks” (October 2001)].

B Implement procedures for reviewing potentially suspi-
cious activity, such as patterns of large U.S. dollar transac-
tions effected through high-risk jurisdictions, and high-dol-
lar transfers where transaction volumes or amounts do not
have valid business purposes based on available information
regarding the parties (including shell corporations), or where
such information is unavailable or apparently inaccurate.
B Maintain sufficient documentation with respect to the
bank’s investigation and analysis of suspicious activity, in-
cluding the resolution and escalation of concerns.

B Implement procedures for determining when the clos-
ing of an account is warranted, affecting such closures in a
timely manner and documenting such determinations.
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KEY BANK, N.A. October 17, 2005

ASED ON DEFICIENCIES FOUND in the bank, the

order requires Key Bank to do the following:
W Institute a process to assess, identify, and assign risk to
customers, products, services, and geographies that identi-
fies and addresses gaps in management of BSA risk; this
risk assessment should be consistent with the “Quantity
of Risk Matrix” found in the Bank Secrecy Act Anti-Money
Laundering Examination Manual.
B Implement suspicious activity monitoring controls for all
appropriate lines of business (LOB) and functional areas that
are commensurate with the level of risk identified in each
LOB to ensure suspicious activity monitoring in all LOBs.
B Establish procedures that indicate the tools or processes
to be used for all LOBs with BSA risk for identifying and
monitoring high-risk transactions.
B Establish well-defined procedures for investigating and
resolving the bank’s response to transactions it identifies as
unusual or suspicious.
B Ensure reasonable procedures that comply with 31 C.ER.
Section 103.121 for the opening of new accounts; this
information should be readily retrievable for independent
review or upon the request of regulators.
B Create policies, operating procedures, due diligence pro-
grams, and quality control systems that ensure at least an an-
nual risk-focused assessment of the bank’s customer base.

B Implement investigation case file standards that are
consistent with the SAR decision-making process section
of the Bank Secrecy Act Anti-Money Laundering Examina-
tion Manual.

B Develop a method for evaluating new products and
services that ensures that the procedures governing new
products and services are consistent with the bank’s pro-
gram for compliance with the BSA.

In addition, the bank’s board must develop, imple-
ment, and ensure bank maintenance of an accurate system,
manual or automated, to produce periodic reports for all
bank LOBs designed to identify unusual or suspicious
activity, including patterns of activity, and to monitor and
evaluate unusual or suspicious activity.

The bank is also required to upgrade the function of the
BSA officer by requiring that the BSA officer, in conjunc-
tion with the internal auditors, “ensure the adequacy of the
identification of BSA deficiencies, the adequacy of BSA-re-
lated internal controls throughout the bank, the adequacy
of testing risks and BSA-related internal controls, and the
timeliness of corrective action.”

Finally, the bank must ensure that employees in each
LOB with BSA risk obligations receive additional train-
ing concerning suspicious activity in any other BSA risks
specific to that LOB.

ABN AMRO December 19, 2005

'HE FEDERAL RESERVE BOARD, the New York

State Banking Department, the Illinois Department
of Financial and Professional Regulation, FinCEN, and
the Treasury’s Office of Foreign Assets Control (OFAC)
released a consent cease and desist order and civil
penalties against ABN AMRO and its branches in New
York and Chicago for, among other things, systemic
defects in the bank’s internal controls.

According to the press release,

The agencies have assessed penalties based on findings of
unsafe and unsound practices; on findings of systemic defects
in ABN AMRO?’s internal controls to ensure compliance with
U.S. anti-money laundering laws and regulations, which
resulted in failures to identify, analyze, and report suspicious
activity; and on findings that ABN AMRO participated in
transactions that violated U.S. sanctions laws. ABN AMRO
is also required to take ongoing measures to ensure compliance
with U.S. sanctions laws.

In FinCEN’s civil money penalty (CMP) assessment, the
Treasury bureau found the following:

B The North American Regional Clearing Center, a unit
within the New York branch of ABN AMRO, operated as a
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clearing institution for funds transfers in U.S. dollars. The
center processed about 30,000 funds transfers per day, includ-
ing about 400 unaffiliated institutions. FInCEN concluded
that the bank failed to apply “an adequate system of internal
controls reasonably designed to assure compliance with the
Bank Secrecy Act” The New York branch also lacked ad-
equate staff to coordinate and monitor BSA compliance.

B The New York branch staff did not receive adequate
AML training.

B FinCEN found that because the bank did not risk-rate
the unaffiliated financial institutions for which it provided
funds-transfer clearing services, there were deficiencies in its
internal controls system due to the volume of funds trans-
fers, which FinCEN believed “posed a substantial risk of
money laundering.” FinCEN criticized the bank for failure
to assess the risk of money laundering that each unaffiliated
institution posed.

B The New York branch failed to adequately monitor
funds transfers for suspicious activity and lacked sufficient
automated monitoring. To the extent it utilized automated
monitoring, the bank failed to investigate numerous alerts
generated by the system.



B In the area of suspicious activity, the bank had extensive
violations of the suspicious activity reporting requirements,
failing to file timely SARs or filing incomplete or inac-
curate SARs.

In FRB’s and OFAC’s CMP assessment, the agencies
found the following:
B The bank lacked adequate risk management and legal
review policies, which enabled its overseas branches to
circumvent OFAC procedures with certain funds transfers,
check clearing operations, and letter of credit transactions.
B The bank did not follow up on findings from

internal audits, failed to produce negative audit find-
ings to U.S. regulatory supervisors, and overstated the
extent of its due diligence to those same regulators and
its internal auditors.

B OFAC penalties were for transactions, direct or indirect,
to Iran and Libya.

The bank has agreed to a management plan for inter-
nal controls, OFAC compliance, and the development of
processes to ensure that any business line includes full due
diligence (appropriate oversight, controls, compliance, and
risk monitoring and reporting).

OPPENHEIMER BROKER-DEALER December 29, 2003

N DECEMBER 30, the New York Stock Exchange

(NYSE) and FinCEN announced the last civil money
penalty for AML-related deficiencies in 2005. The $2.8
million CMP (2005-4) was issued against Oppenheimer &
Company, Inc., a securities broker-dealer located in New
York City with foreign branches as well as a Florida branch
office and many others throughout the United States. Op-
penheimer was cited for deficiencies in its BSA program
requirements, including failures to “properly identify and
report” suspicious transactions.

According to the press release, William Fox pointed out,
“Today’s action reinforces our message to all financial insti-
tutions, whether a bank or securities-broker dealer, about
the importance of having effective anti-money laundering
programs and controls in place to manage the risks of
money laundering”

In FinCEN’s CMP assessment, the Treasury bureau
found the following:

B Oppenheimer had been notified by the NYSE and
the Securities and Exchange Commission (SEC) of
procedural deficiencies in 2001, 2003, and 2004. These
problems affected the institution’s ability to file timely
and complete SARs.

B FinCEN found deficiencies in the system of internal

controls with respect to “journal transactions and wire
transfers,” which involved “unrelated and related custom-
er accounts.” The institution lacked an adequate system to
review these transactions, which “lacked related securities
transactions and appeared to lack economic benefit.”

B Wire activity was manually reviewed by one compliance
employee and “none of the reports used to facilitate suspi-
cious activity reporting compliance aggregated incoming or
outgoing wire transfers by customer, account, branch office,
or destination.” As a result, FInCEN concluded that these
reports “did not capture a true picture of a customer’s
total money movements.”

B Oppenheimer lacked an adequate system for inde-
pendent testing of BSA compliance. For example, the
institution’s internal audit did not include higher-risk ac-
tivities between foreign and domestic branches. FinCEN
also criticized the fact that the internal audit department
played a “supervisory role in finalizing any decision re-
garding the reporting of suspicious activity”” The Treasury
bureau looked at that system and concluded that the
overlap of AML compliance and auditing responsibilities
created a potential conflict of interest, compromising “the
independence of Oppenheimer’s anti-money laundering
testing.”

PINEBANK, NATIONAL ASSOCIATION February 15, 2006

N FEBRUARY 15, the Office of the Comptroller of

the Currency (OCC) announced two consent orders
(2006-1 and 2006-2) over Pinebank, National Association
(Miami) and the Summit National Bank (Atlanta) covering
AML deficiencies.

The bank agreed to address a number of problems. In
the area of AML program improvement, the OCC directed
Pinebank to ensure that it had a risk-based program that
covers “all lines of business, including domestic and inter-
national operations.” In addition, Pinebank must create
“adequate controls and procedures to perform transaction

testing on all accounts of bank affiliates, and affiliates of

bank shareholders, to detect suspicious activity.” The order

also emphasizes the following:

B stringent and effective due diligence over foreign cor-

respondent bank accounts sufficient to prevent violations

of the USA PATRIOT Act and the BSA

B adequate controls and transactional testing procedures

over correspondent bank accounts to ensure that

» account profiles include documentation on the pur-

pose of the account, how it is to be used (including
third-party transactions), and the funding base
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» transaction and volume limits are established and
the bank monitors accounts for any deviation from
those limits

» the nature and purpose of transactions in the accounts
conform to account profiles and expectations

» transactions outside profile limits are documented
and investigated, and appropriate action is taken by
the bank

The bank must also develop a “comprehensive training
program for all appropriate personnel to demonstrate su-
ficient knowledge of the nature and volume of third-party
transactions processed through correspondent bank ac-
counts, and how to monitor those accounts for suspicious
activity using automated reports and other resources.”

In the area of audits, the Pinebank board agreed to imple-
ment a comprehensive audit program that on an annual basis
uses a risk-based approach to require, among other things
B sufficient coverage to evaluate the adequacy of internal
controls designed to ensure compliance with the provisions
of the BSA
B transactional testing of 100 percent of high-risk ac-

counts that are internally rated “3” with a smaller random
sample covering low- and medium-risk accounts that
are internally rated “1” to “2,” to include verification and
testing of all account activity over a minimum period of
at least 90 days

W transactional testing of affiliate accounts over a mini-
mum period of 90 days

B review of a minimum of 10 percent of accounts internally
rated medium to low to determine whether the ratings are
appHropriate

B review of 100 percent of private investment companies/
bearer share accounts

B a high level of transactional testing for correspondent
banks, PEPs, and money service businesses (MSBs)

B evaluation of the bank’s due diligence efforts and moni-
toring processes for foreign correspondent bank accounts
W validation of know-your-customer profiles to determine
whether profiles were established consistent with bank policy,
that profiles were reviewed and approved by bank manage-
ment, and that the bank’s compliance function effectively en-
sures that accounts comply with bank policy and regulations

THE SUMMIT NATIONAL BANK January 2006

UMMIT NATIONAL BANK agreed to correct defi-

ciencies in its audit function as well as with CIP and
AML training. The detail of the order is striking. The OCC
went to great lengths to outline adjustments that needed to
be made with internal controls, stressing that the AML pro-
gram needed a series of changes, including the following:
B an ongoing and comprehensive process to assess, identify,
and assign risk levels to customers, products, services, and
geographies, consistent with the “Quantity of Risk Matrix”
included as Appendix ] to the Bank Secrecy Act Anti-Money
Laundering Examination Manual, and to evaluate the qual-
ity of BSA risk management in each line of business and
functional area
B implementation of suspicious activity monitoring con-
trols for all LOBs, including controls in each LOB that are
commensurate with the level of risk identified in that LOB
to ensure suspicious activity monitoring in all LOBs
B a governance structure with clear lines of responsibility
beginning with senior management and including each
LOB, in which accountability for BSA compliance is clearly
communicated and enforced
B enhanced policies and procedures for recording, main-
taining, and recalling information about transactions that
pose greater than normal risk for BSA compliance
B well-defined policies and procedures for investigating
and resolving the bank’s response to transactions that the
bank identifies as unusual or suspicious
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B comprehensive procedures to identify and report to ap-
propriate management personnel

» frequent or large-volume cash deposits or wire trans-

fers or book entry transfers to or from offshore or
domestic entities or individuals

» wire transfers or book entry transfers that are depos-

ited into several accounts

» receipt and disbursement of wire transfers or book

entry transfers without an apparent bona fide busi-
ness reason

» receipt and disbursement of wire transfers or book

entry transfers that are suspicious or inconsistent
with the customers’ business

» receipt and disbursement of currency or monetary

instruments that are suspicious or inconsistent with
the customers’ business

» accounts opened in the name of or for the benefit of a

“financial institution” as defined in 31 C.ER. Section
103.11(n) or “foreign bank,” as defined in 31 C.ER.
Section 103.11(0)

Another area of focus was risk assessment with new
products. The order requires “a method for introducing
new products and services that ensures that the policies
and procedures governing new products and services are
consistent with the bank’s program for compliance with
the Bank Secrecy Act”

Finally, the bank is required to “develop, implement,



document in writing, and thereafter ensure bank mainte-
nance of an integrated, accurate system for all Bank areas
to produce periodic reports designed to identify unusual
or suspicious activity, including patterns of activity, to
monitor and evaluate unusual or suspicious activity, and
to maintain accurate information needed to produce these
reports.” Specifically, the order mandates the following:

B The bank’s systems shall be able to link related accounts,
countries of origin, and location of the customers’ busi-
nesses and residences to evaluate patterns of activity.

B The bank shall maintain, either manually or through the
bank’s electronic information systems, a list of all accounts
associated with a relationship, a country or a politically
exposed person.

B The periodic reports shall cover one day, a number of
days, and monthly reports and shall segregate transactions
that pose a greater-than-normal risk for compliance with
the Bank Secrecy Act.

B The periodic reports shall include reports on all accounts
posing greater than normal risk for compliance with the
Bank Secrecy Act that are newly established, renewed, or

modified, including the following information:

» the name of the customer

» the officers, directors and major shareholders of any

corporate customer and the partners of any partner-
ship customer

» any other accounts maintained by the customer and,
as applicable, its officers, directors, major sharehold-
ers, or partners
a detailed analysis of the due diligence performed on
the customer and, as applicable, its officers, directors,
major shareholders, or partners

» any related accounts of the customer at the bank

» any action the bank has taken on the account

» the purpose and balance of the account

» any unusual activity for each account;
B The periodic reports shall include reports on any type of
subpoena received by the bank and on any law enforcement
inquiry directed to the bank, any action taken by the bank
on the affected account.
B The periodic reports shall include reports deemed neces-
sary or appropriate by the BSA officer or the bank.

\

Conclusion

While the industry recognizes that all AML/BSA enforce-
ment actions are fact-based, there are indeed lessons to be
learned from any penalty assessed for deficiencies in these
programs. While we strongly caution that you do not treat
the conclusions in orders as regulations or rules for all in-
stitutions, there is merit to recognizing common areas of

deficiency. We know the examiners will be reading the same
orders—so at a minimum, so should compliance officers.
Our challenge is to always improve our systems without
making changes that are unnecessary or at least unwar-
ranted by the facts. Working with our government partners
to separate the wheat from the chaff is the best method of
accomplishing this goal. 5]
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