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he enactment of the USA PA-
TRIOT Act on October 26, 2001,
was a direct response by the
U.S. government to the terrorist

activities of September 11, 2001.  The
Act’s primary purpose is to strengthen
the ability of the United States to pre-
vent, detect, and prosecute interna-
tional money laundering and terrorist
financing.  Despite its far-reaching scope
and complexity, it was signed into law
only six weeks after the terrorist at-
tacks — an indication of the U.S. gov-
ernment’s sense of urgency.  

Title III of the act, the International
Money Laundering Abatement and Ter-
rorist Financing Act of 2001, extended
anti-money laundering (AML) program
requirements that previously had applied
only to banks.  The new AML standards
apply to a broad group of financial 
institutions.1 By introducing additional
requirements such as enhanced due dili-
gence (EDD) for correspondent and pri-
vate banking accounts and a customer
information program (CIP), the act raises
the bar significantly for AML compliance.

As we pass the second anniversary of
the passage of the act, its full impact
on financial institutions and other stake-
holders is still unclear. Implementing

regulations continue to be promulgated
amid occasional controversy, as was the
case with CIP rules required by Section
326.  These rules were first proposed in
July 2002; issued in final form in May
2003; and then, in an unusual move,
subjected to a “notice of inquiry” in July
2003 to seek additional comments
about retaining photocopies of identifi-
cation and reliance on certain forms of
government-issued identification. How-
ever, after reviewing more than 34,000
comments, the Treasury Department
determined that no changes were justi-
fied. October 1, 2003 remained the
compliance date, but agencies had pub-
licly indicated that banks would not be
penalized for incomplete customer
identification programs if they had
made progress in most areas. To exam-

TT
It has been two years since the passage of the USA PATRIOT Act, which was enacted

to thwart the efforts of terrorists zealously fixated on manipulating the financial

system in the United States to fund their violent attacks. Since the act’s passage,

compliance officers have been mired in efforts to comply with the new rules and

regulations on time, and to also keep up with changes and problem spots. 

This feature examines the evolution of anti-money laundering compliance and 

what it means to those professionals charged with its implementation. 
ine the Treasury’s fact sheet on the de-
cision to leave CIP rules alone, please
visit: www.ustreas.gov/press/releases/
reports/js7432.doc. 

For some types of financial institutions,
basic requirements — the Section 352
rules pertaining to the development
and maintenance of an AML program
— remain in proposed form or have
yet to be addressed at all by the Trea-
sury Department. Even the Section
352 rules issued for banks and savings
associations in April 2002 are interim
final rules, suggesting they could be
subject to further amendment.  The rule-
making process highlights the com-
plexities involved in adapting “one-size-
fits-all” legislation to the diverse busi-
nesses of a broad range of financial 
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partment is not required to trace the
funds deposited in the U.S. correspon-
dent account to the proceeds of crime
deposited in the foreign bank, nor does
the U.S. bank (including a branch or
agency of a foreign bank operating in
the United States) generally have any
legal standing to challenge the seizure.
While the Justice Department continues
to signal that it will use its seizure pow-
ers carefully and deliberately, this au-
thority raises protests of extra-territorial
application of U.S. law and concerns
over potential litigation pitting a U.S.
bank against its foreign correspondent
and its customers.

Global initiatives
Internationally, we continue to see for-
eign governments strengthening their
AML programs and multinational bod-
ies issuing additional guidance.  In June
2003, the Financial Action Task Force
(FATF), which first published its “Forty
Recommendations” setting minimum
standards for money laundering pre-
vention and detection in 1990, up-
dated its guidance.  The major changes
essentially bring the FATF recommen-
dations in line with existing U.S. re-
quirements and include the prohibition
of shell banks; the extension of the
applicability of AML procedures to des-
ignated nonfinancial businesses and
professions; the extension of AML re-
quirements to cover terrorist financing;
and enhanced measures for higher-risk
customers and transactions, including
correspondent banking and politically
exposed persons. 

intuitions.  Not surprisingly, financial in-
stitutions continue to struggle to apply
the requirements across numerous
products and service offerings.

Additionally, the industry is still waiting
to see how the Treasury Department
will use the broad authority provided
to it under the act. For example, the
special measures authority granted by
Section 311 permits the Treasury De-
partment to impose additional restric-
tions or outright prohibitions on a U.S.
financial institution’s ability to conduct
business with specific jurisdictions or
financial institutions, or to conduct
particular types of transactions. Thus
far, the Treasury Department has used
this authority sparingly, most recently
to issue a proposed rule that would bar
domestic financial institutions from
conducting business with financial insti-
tutions in Nauru. Similarly, the act af-
fords the Treasury Department the right
to issue regulations governing the use
of concentration accounts, but there has
been no action on this issue.  

On another front, one section of the act
may have gone unnoticed by the indus-
try until recently.  Some bankers were
caught off-guard by the Justice Depart-
ment’s seizure, under authority of Sec-
tion 319 of the act, of reportedly more
than 15 correspondent accounts main-
tained in the United States that were
owned by foreign banks whose cus-
tomers were linked to fraud and money
laundering investigations.2 Under its
Section 319 authority, the Justice De-

In June 2003, the Basel Committee on
Bank Supervision, the International As-
sociation of Insurance Supervisors, and
the International Organization of Securi-
ties Commissions issued a joint docu-
ment summarizing their initiatives for
combating money laundering and ter-
rorist financing within the banking, in-
surance, and securities sectors,
respectively. The document highlights
both the importance of group-wide risk
management of money laundering risk
by financial conglomerates and the
need to tailor customer due diligence re-
quirements to specific industry sectors.

Industry efforts
The private sector also continues to set
standards and shape expectations for
AML programs.  In November 2002, for
example, the Wolfsberg Group of Inter-
national Financial Institutions3 pub-
lished its Principles for Correspondent
Banking, which, together with the New
York Clearing House’s “best practice”
guidelines on correspondent banking,
has shaped many AML correspondent
bank compliance programs. Addition-
ally, trade associations and self-regula-
tory groups, including but not limited to
the American Bankers Association, the
Securities Industry Association, the
Managed Funds Association, and the
National Association of Securities Deal-
ers, continue to issue guidance to the fi-
nancial services industry.   

Regulatory environment
While the rules and expectations con-
tinue to develop, much of the regulatory
focus — if measured by enforcement ac-
tions — continues to be on the banking
industry.  Interestingly, in 2003 many of
the targets of these enforcement actions
have been community banks, which his-
torically may not have considered
money laundering a significant risk.

The rulemaking process highlights the complexities involved in 

adapting “one-size-fits-all” legislation to the diverse busi-

nesses of a broad range offinancial intuitions.  Not surprisingly, 

financial institutions continue to struggle to apply the 

requirements across numerous products and service offerings.
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Among the common themes identified
in the enforcement actions are inade-
quate reporting and recordkeeping, defi-
cient know your customer (KYC) and
monitoring procedures, inadequate
training programs, and lack of indepen-
dent testing of the AML program.

Coping with the major
challenges
The basic requirements of an AML pro-
gram sound simple: 

• Develop policies, procedures, and in-
ternal controls.
• Designate a compliance officer.
• Conduct training.
• Perform periodic independent testing
of the program.

However, many financial institutions
are coming to realize how difficult it is
to develop and maintain an effective
AML program.  One of the first hurdles
AML compliance officers may face,
particularly from a budgetary stand-
point, is convincing boards of direc-
tors, senior management, and others
of the enormity of the undertaking.
Indeed, at times the AML compliance
officer may not appreciate what is ex-
pected and succumbs to the tempta-
tion to put his or her organization’s
name on the model AML policy issued
by a trade association with little atten-
tion to whether, on a day-to-day basis,
the organization is actually doing what
the policy suggests.  

Another common problem is that finan-
cial institutions respond to the Act and
other regulatory requirements on a
piecemeal basis without having a vision
of what the complete AML program will
be — e.g., they develop KYC/EDD stan-
dards without regard to what information
they need for risk assessments or moni-

toring purposes.  In these circumstances,
institutions often find themselves need-
ing to revise parts of their AML program
so that all of the initiatives align. 

In addition to the foregoing, certain
AML program elements are being
identified as particularly challenging,
both for banks upgrading their AML
programs to address new USA PA-
TRIOT Act requirements and regula-
tory expectations and for other
financial services companies develop-
ing their initial programs.  These in-
clude developing a risk assessment
methodology, striking the right bal-
ance between traditional KYC require-
ments and EDD, and transaction
monitoring.

Customer risk assessments
Understanding the money laundering
risk of the products and services offered
by a financial institution and the institu-
tion’s customer base is key to designing
an effective AML program.  The results
of the risk assessment — particularly a
determination that a particular cus-
tomer type poses a higher money laun-
dering risk — should drive the level of
due diligence (KYC/EDD) conducted at
the time the customer relationship is es-
tablished, the extent of monitoring of
the customer’s transactions, and the fre-
quency and scope of updating informa-
tion about the customer.  

A money laundering risk assessment
methodology should incorporate, as ap-
plicable, the following factors: 

• type of product or service the cus-
tomer is requesting or has
• nature of the customer’s business
• geographic considerations such as the
residency or principal place of business
of the customer

• financial institution’s prior experience
and knowledge of the customer and his
or her transactions
• expected pattern of activity in the ac-
count
• expected origination and destination
of funds
• method of account opening (e.g., face-
to-face, mail, Internet, etc.) 

In certain instances such as correspon-
dent banking, the risk assessment
methodology may need to be expanded
to consider the type and nature of the
customers of a financial institution’s
customer.

Attempts to “risk rate” a customer base
sometimes fail because those conduct-
ing the risk assessment, especially
when they are the individuals respon-
sible for generating the customer rela-
tionship, do not understand the
objective of the exercise and believe
that assigning a “high” risk rating will
automatically result in termination of
the customer relationship. Additionally,
as noted above, risk assessment
methodologies may fall short because
they do not adequately take into consid-
eration all of the variables that may be
important for monitoring purposes.  As
a general rule, financial institutions
should be prepared to improve and 
refine their risk assessment method-
ologies over time as they gain more 
experience through monitoring their
customer base.  However, they should
consider as many variables as possible
at the onset, clearly communicate the
risk assessment objective, conduct
training with examples of how the 
risk assessment methodology should be
applied, and ensure consistent quality
control by the AML compliance depart-
ment. All of these steps will contribute
to a better outcome. ➤
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Balancing a CIP with 
enhanced due diligence
procedures
The final CIP rules issued in May 2003
outline the minimum customer identi-
fication requirements. Beyond these
requirements, the rules require each
institution’s CIP to be risk-based. That
means that the extent of information
requested need not be the same for
every customer. For example, a cus-
tomer who maintains a retail savings
account does not need to provide as
much information as the local mer-
chant who maintains a business check-
ing account and makes frequent cash
deposits. It also means that the institu-
tion should perform EDD and obtain
additional information for a customer
deemed to pose a higher money laun-
dering risk.

EDD procedures, by their name, are ex-
pected to be additive to KYC proce-
dures. They may include more in-depth
questions about the customer’s finan-
cial resources, additional steps to vali-
date information provided by the
customer, utilization of the Internet or
other means to conduct additional re-
search about the customer, or even hir-
ing an investigative firm.   

As financial institutions implement EDD
procedures, we see some instances
where, in fact, they simply repackage
their KYC procedures without substan-
tive change, or where they do expand
their procedures but perform EDD for all
customers, resulting in an inefficient and
burdensome process.  Both of these ap-
proaches undermine the intent of EDD.

Another pervasive issue is that although
account officers may know their cus-
tomers well and can verbally demon-
strate that knowledge, their familiarity is

Although there are no regulations re-
quiring U.S. financial institutions to use
automated software, regulators are in-
creasingly encouraging, and in some
cases pressuring, the adoption of such
software.  In June 2003, Switzerland set
a precedent by becoming the first coun-
try to issue rules requiring banks and se-
curities houses, with the exception of
smaller institutions of an as-yet-unspec-
ified size, to use automated AML sys-
tems.  Whether the United States will
follow Switzerland’s lead on this issue is
uncertain; however, examiners likely
will continue to exert moral suasion to
convince financial institutions of the
value of automated systems.  

AML software runs the gamut from sim-
ple rules-based systems to sophisticated
artificial intelligence systems.  The deci-
sion to purchase AML software must be
predicated on a number of considera-
tions, including system requirements
and functionalities, capacity, ease of
use, the vendor’s reputation and sus-
tainability, and cost.4

While AML monitoring software can
significantly enhance a financial insti-
tution’s ability to monitor transactions
for suspicious activity, it is a tool, not a
solution.  Many institutions have been
criticized during regulatory examina-
tions for overreliance on automated
monitoring software without fully un-
derstanding how the software is de-
signed and what information it does
and does not capture.  During the im-
plementation of automated software, a
financial institution needs to dedicate
sufficient resources to ensure the soft-
ware is customized to its business and
customer profile.  Some institutions
have incorrectly assumed that vendor
implementation of the software will
satisfy the financial institution’s re-

often not documented properly in cus-
tomer files. Apart from the fact that
turnover among account officers can re-
sult in a loss of critical information, this
issue suggests these institutions will be
unable to demonstrate knowledge of
their customers to regulators.  In the cur-
rent regulatory environment, if isn’t
documented, it doesn’t count.  Ensure
properly documented client files via ad-
equate training of account officers and
an ongoing quality control program.  

Transaction monitoring
Among the common deficiencies identi-
fied in regulatory examinations, and
likely the most challenging aspect of
maintaining an effective money laun-
dering compliance program, are trans-
action monitoring procedures.  Even
though banks were required to monitor
transactions for potentially suspicious
activity before the enactment of the
USA PATRIOT Act, many are only now
beginning to realize the full implications
of monitoring and the corresponding
strain on resources.  

Initially, most institutions decide to
monitor transactions manually. For
smaller, less-complex organizations,
manual monitoring is still a viable alter-
native.  However, as institutions grow in
size and offer a broader range of prod-
ucts and services, it becomes increas-
ingly unrealistic to rely on manual
monitoring.  With the enactment of the
USA PATRIOT Act and the increasing
availability of AML monitoring software,
many financial institutions are now 
selecting automated transaction moni-
toring systems to reduce (but not elim-
inate) the manual effort required.  Many
international institutions are choosing
to select AML software on a global basis
to enhance efficiency and consistency
throughout their global operations.
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sponsibility to monitor transactions
and that no further effort by the insti-
tution will be required. They are for-
getting, of course, that qualified
individuals will still need to interpret
information generated by the system
to decide whether or not a suspicious
activity report (SAR) should be filed.
Also, they often do not realize that,
upon initially converting to an auto-
mated system, a financial institution is
likely to face a significantly larger
number of unusual transactions to in-
vestigate compared to the manual
monitoring process.

Additionally, even the most sophisti-
cated monitoring software cannot 
replace one element of manual moni-
toring:  Employees who deal directly
with customers or process customer
transactions are in the best position to
know customers and whether transac-
tions constitute normal activity. Finan-
cial institutions need to ensure that
their employees receive adequate
training to identify potentially suspi-
cious transactions, and that all employ-
ees understand the importance of their
role in transaction monitoring.

While transaction monitoring should
be risk-based, the focus should not be
on high-risk transactions alone, partic-
ularly as money launderers are becom-
ing increasingly sophisticated and will
seek ways to target an institution by
using transactions that are least likely
to be monitored.  All transactions re-
quire a degree of monitoring and the
exclusion of certain transactions from
monitoring presents a risk to the finan-
cial institution. This case is well illus-
trated by what we have come to learn
about the financing of the September
11 terrorist attacks.  While some of the
terrorists’ transactions did involve in-

ternational wire transfers to and from
jurisdictions that would be viewed as
higher risk, many were small domestic
transactions that would have been
below the monitoring thresholds of
most institutions.

Looking ahead to the 
next generation of AML
programs
Where does AML compliance go from
here?  Answering that question first re-
quires speculating about how AML reg-
ulation and supervision will evolve.  On
the global front, it is reasonable to ex-
pect that countries will continue to
move, or be prompted by the interna-
tional community to move, toward a
common AML framework, reducing
the opportunity for money launderers
or terrorists to arbitrage lax regimes.  It
is also likely that secrecy laws, which
have frustrated AML efforts, will con-
tinue to erode. Domestically, we are
likely to see enforcement actions ex-
tend beyond the banking industry into
other sectors of the financial services
industry, as regulators in other sectors

become more comfortable with the
requirements and as the “grace pe-
riod” of the initial AML program im-
plementation phase expires.

For obvious reasons, industry partici-
pants will continue to look for ways to
pool resources and share information.
This may take the form of industry al-
liances, such as the one formed by Gold-
man Sachs and other large financial
institutions last year to develop a public
records database,5 or private sector ini-
tiatives to support centralized KYC
repositories.  These efforts, however, are
likely to continue to be subject to pri-
vacy challenges.  In the United States,
we may also see increased participation
by financial institutions in information
sharing under Section 319(b) of the USA
PATRIOT Act.  

AML compliance programs will increas-
ingly rely on technology as the number
of vendors and choices continues to in-
crease and perhaps makes technology a
more affordable alternative for a larger
group of institutions. Additionally, finan-
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cial services companies will continue to
add sophistication to their AML pro-
gram methodologies by, among other
things, refining and enhancing risk as-
sessment methodologies.  

The USA PATRIOT Act contains a sunset
stipulation under which all of its provi-
sions may terminate after September
30, 2004, if Congress determines they
are no longer necessary.  With our final
look into the future, we predict that
counting on Congress to roll back the
Act’s provisions next year would be a
very bad bet. ❖

Have a question or comment?
Use the postage-paid reply card pro-
vided in this issue or leave a message at
(202) 663-5075.
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