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Specification for Electronic Submissions
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Note: Please make certain to provide this information to your Informational
Technology person at your institution and to your electronic fingerprint
vendor / service provider.

The following specifications describe the requirements to submit electronic
fingerprint transactions to the ABA’s Fingerprint Store n Forward System (ABA
SnF). By using the ABA SnF you have enabled connectivity to the FBI’s Integrated
Automated Fingerprint Identification System (IAFIS). The ABA SnF is capable of
receiving ANSI NIST/FBI Electronic Biometric Transmission Specifications
(EBTS) 8.0 compliant submissions for processing to the IAFIS. The ABA SnF
interface provides an industry standard, open connectivity path for any system

vendors that wish to connect and submit electronic fingerprint submissions through
the ABA SnF.

To submit to the ABA SnF, the submission must be sent as a base64 MIME
encoded email. The submission must also conform to the current EBTS Version 8.0
specifications and contain data in all mandatory fields. Itis recommended that the
selected livescan and cardscan vendor(s) be provided this interface specification
prior to submitting electronic submissions.

System Connectivity:

A standard means of TCP/IP connectivity is required to connect to the ABA SnF
system. The means of connectivity should be in accordance with your institution’s
standard practices. This requires one or more of the following scenarios to exist or
be implemented:

(a) A dial-up network that is available to both the ABA SnF and the submitting
machine. CHAP authentication is used and it is recommended that 56kb
modems be utilized to maximize submission throughput. Contact your
institution’s Network Administrator to verify and/or test the dial-up
connectivity.

(b) A CD containing your fingerprint files can be mailed to the ABA offices, and we
can then upload the files to the ABA Snf.

(c) A WAN connection to the ABA SnF is available using a VPN. ABA requires a
LAN-to-LAN connection, using ABA’s security policy (IKE 3DES, SHA-
HMAC, DH Group 2, preshared key, IPSec 3 DES SHA-HMAC, no PES) to
connect from the submitting site. Contact your institution’s Network
Administrator to verify and/or test the connectivity.



System Protocol(s):

The ABA SnF requires that submitting system(s)/vendor(s) send fingerprint
submissions using Simple Mail Transfer Protocol (SMTP). SMTP is a TCP/IP
application that allows the transfer of mail from one system to another. The details
of this protocol are defined in the following standards:

1) RFC 821 — Simple Mail Transfer Protocol (SMTP)

2) RFC 822 - Standard for the format of ARPA Internet text messages

3) RFC 1652 - SMTP Service extensions for 8-bit MIME transport

4) RFC 1521 - MIME Part One: Mechanisms for specifying and describing the

format of Internet Message Bodies
5) RFC 1522 - MIME Part Two: Message header extensions for NON-ASCII Text

NOTE: The SMTP system must be compatible with the above RFC’s.

The body of the SMTP message must be base-64, MIME encoded and single part.

NOTE: The data should NOT be sent in an attachment. The header of the
message should include the following parameters:

Date:
From:

To:

Subject:

MIME-Version:
Content-type:
Content-Transfer-Encoding:

The field contents are defined as:

Date:

From:

To:

The date and time of which the SMTP message was sent.

The mail address, in the form of user@host.domain, which the

message is from. Example of a mail address for the submitter device;

id_admin(@altascanl.aba.com.

The mail address, in the form of hostname(@domain.name, which the
message is being sent to. This will be either the test or live account
on the ABA SnF. All test submissions should be addressed to
62sub_debug@altascansnf.aba.com.

Contact the ABA SnF administrator for connectivity and testing

parameters prior to submitting. Live submissions will be
addressed to 62sub _in(@altascansnf.aba.com Please do not submit to

this e-mail address until you have been told to do so by your contact
at the ABA.




Subject: This field contains the message subject. This field should
always be set to “Electronic Ten Print Submissions”

MIME-Version: This field specifies the MIME version that the data
was encoded with.

Content-Type: This field specifies the type of body contained in the
mail message (application/octet-stream) and an
additional ~attribute for the attachment name
(name=efts.sub). The attachment name should be
separated by a semi-colon and should always be
efts.sub for all 10 print submissions to the ABA SnF.

Content-Transfer-Encoding: This field specifies the encoding
algorithm that was used on the body
of the message. This field should
always be set to base64.

When sending a compliant SMTP message, the #pica/ SMTP header will look like the
following example:

Date: Wed May 10 14:25:16 2000

From: id_admin@altascanl.aba.com

Organization: ALTASCAN

To: 62sub_in@altascansnf.aba.com

Subject: AltaScan Electronic Ten Print Submissions
MIME-Version: 1.0

Content-type: application/octet-stream; name=efts.sub
Content-Transfer-Encoding: base64

Data Requirements:

All Electronic 10-print or “flats” submissions to the ABA SnFF must be compliant
with ANSI NIST/EBTS Version 8.0 standards. Compliant products can be
identified by looking at the FBI’s homepage,

http://www.fbi.gov/hq/cjisd/iafis/certhtm.

NOTE: Institutions who submit to the ABA must comply with the CJIS Concept
of Operations for American Bankers” Association Electronic Processing document,
dated June 6, 2001. The minimum record set includes Type 1, 2 and 4 or 14 records
for each submission. All EBTS mandatory fields must be sent.

A copy of the EBTS may be obtained at the following website: www.fbibiospecs.org

In addition, the following EFTS fields should contain the provided data elements to
meet the ABA’s requirements:

1.007 = DAI = The Designation Agency Identifier (DAI) should contain the value
“WVIAFIS0Z”. NOTE: There is a zero (0) before the Z.



1.008 — ORI  Originating Agency Identifier (ORI) should contain the ORI number
of your channeling agency, ABA, which is: DCAMEQ09Z. NOTE:
The last character is a Z.

1.010 = TCR Transaction Control Reference field- This field shall be used in
responses only to refer to the TCN of a previous transaction
involving an inquiry or other action that required a response. For
resubmissions, enter the received FBI TCN in the TCR field. This is
a 20-character alphanumeric (field 1.09). Failure to provide this
information with the resubmission will result in another user fee.

2.009 —OCA  Originating Agency Case- Must contain the ORI of the Authorized
Recipient.

2.073 — CRI = The Controlling Agency Identifier (CRI) should contain the ORI of
the Channeler (ABA), which is DCAMEO09Z.

The following fields must contain valid EBTS data.
1.004 - TOT Type of Transaction — Must be NFUF.

1.009 — TCN Transaction Control Number — Must start with “ABA” (This is a
unique number that you would assign to the record.)

2.005 —=RET Retention Code = N or No

2.037 —RFP  Reason Fingerprinted = “Other Employment and Licensing” (FI);
“Public Housing” (HA)
2.070 - RAP  Rap Sheet- Request for Electronic Rap Sheet =Y

System Testing:

Connectivity and submission testing should be completed before any electronic
submitter can go “live”. This testing should be coordinated by the ABA SnF
administrator at ABA.

Again, the test address is 62sub_debug@altascansnf.aba.com.
The live address is 62sub_in(@altascansnf.aba.com.

After submissions are successfully sent to the FBI’s IAFIS system, the FBI will send
the ABA an IAFIS Ten Print Response named the Submission Results-Electronic
(SRE) that contains the ident/non-ident decision and the RAP sheet, or a Reject
Message (ERRT). If there is a problem with your transmission you will be notified by
the ABA.



