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INTRODUCTION

This section contains statutatory requirements
applicable to information systems examinations.

Bank Service Corporation Act

(Public Law 87-856, October 23, 1962 as amended)
Title 12, U.S. Code, Sec. 1861 et seq.
Chapter 18 - Bank Service Corporations

Sec. 1861(1)* Short Title and Definitions

(8 Thischapter may be cited as the "Bank Service
Corporation Act".

(b) For the purpose of this Act-

(1) the term "appropriate Federal Banking
agency" shall have the meaning provided in
section 1813(q) of thistitle;

(2) theterm "bank service corporation” meansa

corporation organized to perform service
authorized by this chapter, al of the capital

1
Numbers in parenthesesin this section refer to section numbersin the
Bank Service Corporation Act.

3)

(4)

()

(6)

stock of which is owned by one or more
insured banks,

the term "Board" means the Board of
Governors of the Federal Reserve System;

the term "depository institution" means an
insured bank, a financial institution subject
to examination by the Federal Home Loan
Bank Board or the National Credit Union
Administration Board, or a financia
ingtitution the accounts or deposits of which
areinsured or guaranteed under State law and
are dligible to be insured by the Federal
Deposit Insurance Corporation, the Federal
Savings and Loan Insurance Corporation, or
the National Credit Union Administration
Board;

the term "insured bank" shall have the
meaning provided in section 1813(h) of this
title;

the term "invest" includes any advance of
fundsto a bank service corporation, whether
by the purchase of stock, the making of a
loan, or otherwise, except a payment for rent
earned, goods sold and delivered, or services
rendered prior to the making of such
payment; and
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(7) the term "principal investor® means the
insured bank that has the largest dollar
amount invested in the capital stock of a
bank service corporation. In any case where
two or more insured banks have equal dollar
amounts invested in a bank service
corporation, the corporation shal prior to
commencing operations, select one of the
insured banks as its principal investor and
shall notify the bank's appropriate Federal
banking agency of that choice within 5
business days of its selection.

Sec. 1862(2) Amount of Investment in Bank Service
Corporation

Notwithstanding any limitation or prohibition
otherwise imposed by any provision of law
exclusively relating to banks, an insured bank may
invest not more than 10 per centum of paid-in and
unimpaired capital and unimpaired surplusin a bank
service corporation. No insured bank shall invest
more than 5 per centum of its total assets in bank
service corporations.

Sec. 1863(3) Permissible Bank Service Corporation
Activities for Depository Ingtitutions (Perry
I nstitutions)

Without regard to the provisions of sections 1864 and
1865 of this title, an insured bank may invest in a
bank service corporation that performs, and a bank
service corporation may perform, the following
services only for depository institutions: check and
deposit sorting and posting, computation and posting
of interest and other credit and charges, preparation
and mailing of checks, statements, notices, and
similar items or any other clerical, bookkeeping,
accounting, gtatistica, or similar functions performed
for a depositor institution.

Sec. 1864(4) Permissible Bank Service Corporation
Activities for Other Persons

(8) Servicespermissible other than taking deposits
A bank service corporation may provide to any
person any service authorized by this section,
except that abank service corporation shall not take
deposits.

(b) Services to be performed in Sate where
shareholders are located

Except with the prior approval of the Board under

section 1865(b) of this title in accordance with
subsection (f) of this section -

(1) a bank service corporation shall not perform
the services authorized by this section in any
State other than that State in which its
shareholders are located; and

(2) all insured bank shareholders of a bank service
corporation shall be located in the same State.

(c) Performance where Sate bank is sharehol der

A bank service corporation in which a State bank
isashareholder shall perform only those services
that such State bank shareholder is authorized to
perform under the law of the State in which such
State bank operates and shall perform such
services only at locations in the State in which
such State bank shareholder could be authorized
to perform such services.

national bank is

(d) Performance where

shareholder

A bank service corporation in which a national
bank is a shareholder shall perform only those
services that such national bank shareholder is
authorized to perform under the law of the United
States and shall perform such services only at
location in the State at which such national bank
shareholder could be authorized to perform such
Services.

(e) Performance where Sate bank and national
bank are shareholders

A bank service corporation that has both national
bank and State bank shareholders shall perform
only those services that may lawfully be
performed by both its national bank shareholder or
shareholders under the law of the United States
and its State bank shareholder or shareholders
under the law of the State in which such State
bank or banks operate and shall perform such
servicesonly at location in the State at which both
its State bank and national bank shareholders
could be authorized to perform such services.

() Geographic location
Notwithstanding the other provisions of this

section or any other provision of law, other than
the provisons of Federal and State branching law
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regulating the geographic location of banks to the
extent that those laws are applicable to an activity
authorized by this subsection, a bank service
corporation may perform a any geographic
location any service, other than deposit taking,
that the Board has determined, by regulation, to be
permissible for a bank holding company under
section 1843(c)(8) of thistitle.

Sec. 1865(5) Prior Approval for Investments in
Bank Service Corporations

(a) Approval of Federal banking agency

No insured bank shal invest in the capital stock of
a bank service corporation that performs any
service under authority of subsection (c), (d), or
(e) of section 1864 of this title without the prior
approva of the bank's appropriate Federal banking

agency.
(b) Approval of Board

No insured bank shal invest in the capital stock of
a bank service corporation that performs any
service under authority of section 1864(f) of this
title and no bank service corporation shall perform
any activity under section 1864(f) of this title
without the prior approval of the Board.

(c) Considerationsin determining approval

In determining whether to approve or deny any
application for prior approval under this section,
the Board or the appropriate Federal banking
agency, as the case may be, is authorized to
consider the financial and managerial resources
and future prospects of the bank or banks and
bank service corporation involved, including the
financial capability of the bank to make a
proposed investment under this chapter, and
possible adverse effects such as undue
concentration of resources, unfair or decreased
competition, conflicts, of interest, or unsafe or
unsound banking practices.

(d) Failureto act on application for approval

In the event the Board or the appropriate Federal
banking agency, asthe case may be, failsto act on
any application under this section within ninety
days of the submission of a complete application
to the agency, the application shall be deemed
approved.

Sec. 1866(6) Services to Nonstockholders

No bank service corporation shall unreasonably
discriminate in the provision of any services
authorized under this chapter to any depository
institution that does not own stock in the service
corporation on the basis of fact that the
nonstockholding institution is in competition with
an institution that owns stock in the bank service
corporation, except that-

(1) it shall not be considered unreasonable
discrimination for a bank service corporation to
provide services to anonstockholding institution
only at aprice that fully reflects al of the costs
of offering those services, including the cost of
capital and a reasonable return thereon; and

(2) abank service corporation may refuse to provide
services to a nonstockholding institution if
comparable services are available from another
source at competitive overall costs, or if the
providing or services would be beyond the
practical capacity of the service corporation.

Sec. 1867(7) Regulation and Examination of Bank
Service Corporations

(a8 Principal investor

A bank service corporation shall be subject to
examination and regulation by the appropriate
Federa banking agency of its principal investor to
the same extent as its principal investor. The
appropriate Federal banking agency of the
principal shareholder of such a bank service
corporation may authorize any other Federal
banking agency that supervises any other
shareholder of the bank service corporation to
make such an examination

(b) Applicability of section 1818 of thistitle

A bank service corporation shall be subject to the
provisions of section 1818 of this title as if the
bank service corporation were an insured bank.
For this purpose, the appropriate Federal banking
agency shall be the appropriate Federa banking
agency of the principa investor of the bank
service corporation.

(c) Services performed by contract or otherwise
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Notwithstanding subsection (a) of this section,
whenever abank that is regularly examined by an
appropriate Federal banking agency, or any
subsidiary or affiliate of such a bank that is
subject to examination by that agency, causes to
be performed for itself, by contract or otherwise,
any services authorized under this chapter,
whether on or off its premises-

(1) such performance shall be subject to regulation
and examination by such agency to the same
extent as if such services were being
performed by the bank itself on its own
premises, and

(2) the bank shall notify such agency of the
existence of the service relationship within
thirty days after the making of such service
contract or the performance of the service,
whichever occurs first.

(d) Issuance of regulations and orders

The Board and the appropriate Federal banking
agencies are authorized to issue such regulations
and orders as may be necessary to enable them to
administer and to carry out the purposes of this
chapter and to prevent evasion thereof.

Bank Holding Companies

Regulation Y
(asamended February 12, 1990)

Subpart C - Nonbanking Activities and
Acquisitions by Bank Holding Companies.

12 CFR 225.22 Exempt Nonbanking Activities and
Acquisitions.

(8 Servicing activities. A bank holding company
may, without the Board's prior approval under
this subpart, furnish services to or perform
services for, or establish or acquire a company
that engages solely in furnishing services to or
performing services for:

(1) The bank holding company or its subsidiaries
in connection with their activities as authorized
by law, including servicesthat are necessary to

fulfill commitments entered into by the
subsidiaries with third parties, if the bank
holding company or servicing company
complies with the Board's published
interpretations and does not act as principal in
dealing with third parties; and

(2) The internal operations of the bank holding
company or its subsidiaries. Services for the
internal operations of the bank holding
company or its subsidiariesinclude, but are not
limited to: (i) accounting, auditing, and
appraising; (ii) advertisng and public
relations; (iii) data processing and data
transmission services, data bases or facilities,
(iv) personndl services (V) courier services; (vi)
holding or operating property used wholly or
substantially by a subsidiary in its operations
or for its future use; (vii) liquidating property
acquired from a subsidiary; (viii) liquidating
property acquired from any sources either prior
to May 9, 1956, or the date on which the
company became a bank holding company,
whichever islater; and (ix) selling, purchasing,
or underwriting insurance such as blanket bond
insurance, group insurance for employees and
property and casualty insurance. ...

Financial I nstitutions Reform,
Recovery, and Enforcement Act
of 1989

Title I - FDIC (12 USC 1811 et seq.)

Sec. 225. Contracts Between Depository | nstitutions
and Persons Providing Goods, Products, or Services

The Federal Deposit Insurance Act (12 USC 1811 et
seq.) is amended by inserting after section 29 (as
added by section 224 of thistitle) the following new
section:

"Sec. 30. Contract Between Depository Institutions
And Persons Providing Goods, Products, Or Services.

"(@ IN GENERAL. - An insured depository
institution may not enter into a written or oral
contract with any person to provide goods,
products, or servicesto or for the benefit of such
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depository indtitution if the performance of such
contract would adversely affect the safety or
soundness of the institution.

"(b) RULEMAKING. - The Corporation shall
prescribe such regulations and issue such orders,
including definitions consistent with this
section, asmany be necessary to administer and
carry out the purposes of, and prevent evasions
of, this section.

"(c) ENFORCEMENT. - Any action taken by any
appropriate Federal banking agency under
section 8 to enforce compliance on the part of
any insured depository institution with the
requirements of this section may include a
requirement that such institution properly reflect
the transaction on its books and records.

"(d) NO PRIVATE RIGHT OF ACTION. - This
section may not be construed as creating any
private right of action.

"(e) STUDY. -

"(1) IN GENERAL. - The Attorney Genera and
the Comptroller Genera of the United States
shall jointly conduct a study on the extent to
which -

"(A) insured depository institutions are entering
into contracts with vendors under which
vendors agree to purchase stock or assets
from insured depository institutions or to
invest capital in or make deposits in such
institutions; and

"(B) if such practices occur, the extent to which
such  practices ae having an
anticompetitive effect and should be
prohibited.

"(2) REPORT TO CONGRESS. - Before the end
of the 1-year period beginning on the date of
the enactment of the Financia Institutions
Reform, Recovery, and Enforcement Act of
1989, the Attorney General and the
Comptroller General shall submit a report to
the Congress on the results of the study
conducted pursuant to paragraph (1)."

FDIC Improvement Act of 1991

On December 19, 1991, the FDIC Improvement
Act (FDICIA) was signed into law, creating major
changesin the regulation and supervision of insured
depository ingtitutions. Section 112 of FDICIA,
entitled "Independent Annual Audits of Insured
Depository Institutions’ added section 36 to the
Federal Deposit Insurance (FDI) Act. It established
new audit, reporting, and audit committee
requirements for certain insured depository
indtitutions. FDIC regulation Part 363 implemented
the new statutory requirements contained in section
36 of the FDI Act. Amendments to Part 363,
adopted February 6, 1996 and became effective for
fiscal years ending after March 31, 1996 are
included.

Part 363 - Annual Independent Audits and
Reporting Requirements

Sec.

363.0 OMB control number.

363.1 Scope.

363.2 Annual reporting requirements.

363.3 Independent public accountant.

363.4 Filing and notice requirements.

363.5 Audit committees.

Appendix A to Pat 363 - Guidelines and
Interpretations

Authority: 12 USC 1831m.

Source: The provisions of this Part 363 appear at 58
Fed. Reg. 31335, June 2, 1993, effective July 2,
1993, and 61 Fed. Reg 6493, February 21, 1996
effective April 1, 1996..

363.0 OMB control number.

The collecting of information requirements in this
part have been approved by the Office of
M anagement and Budget under OMB control number
3064-0113.

363.1 Scope.
(& Applicability. This part applies with respect to

fiscal years of insured depository institutions which
begin after December 31, 1992. This part does not
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apply with respect to any fiscal year of any insured
depository indtitution, the total assets of which, at the
beginning of such fisca year, are less than $500
million.

(b) Compliance by subsidiaries of holding
companies.

(1) The audited financial statements requirement of
Section 363.2(a) may be satisfied for an insured
depository ingtitution that is a subsidiary of a
holding company by audited financia statements of
the consolidated holding company.

(2) The other requirements of this part for an
insured depository institution that is a subsidiary of
aholding company may be satisfied by the holding
company if:

officer and chief accounting or chief financial
officer which contains:

(1) A statement of management's responsibilities
for preparing the ingtitution's annual financial
statements, for establishing and maintaining an
adequate internal control structure and
procedures for financial reporting, and for
complying with laws and regulations relating
to safety and soundness which are designated
by the FDIC and the appropriate federal
banking agency; and

(2) Assessments by management of the
effectiveness of such internal control structure
and procedures as of the end of such fiscal year
and the ingtitution's compliance with such laws
and regulations during such fiscal year.

(i) The services and functions comparable to 363.3 Independent public accountant.

those required of the insured depository

institution by this part are provided at the (& Annual audit of financial statement. Each

holding company level; and

(i) The insured depository institution has as of
the beginning of itsfiscal year:

(A) Total assets of less than $5 billion; or

(B) Total assets of $5 billion or more and a
composite CAMEL rating of 1 or 2.

(3) The appropriate federal banking agency may
revoke the exception in paragraph (b)(2) of this

insured depository institution shall engage an
independent public accountant to audit and
report on its annua financial statements in
accordance with generally accepted auditing
standards and section 37 of the Federal Deposit
Insurance Act (12 USC 1831n). The scope of the
audit engagement shall be sufficient to permit
such accountant to determine and report whether
thefinancial statements are presented fairly and
in accordance with generally accepted
accounting principles.

section for any ingtitution with total assetsin excess (b) Additional reports. Such independent public

of $9 hillion for any period of time during which
the appropriate federal banking agency determines
that the institution's exemption would create a
significant risk to the affected deposit insurance
fund.

363.2 Annual reporting requirements.

(& Audited financial statements. Each insured
depository ingtitution shall prepare annual
financial statements in accordance with
generally accepted accounting principles which

accountant shall examine, attest to, and report
separately on, the assertions of management
concerning the institution's internal control
structure and procedures for financia reporting.
The accountant shall apply procedures agreed
upon by the FDIC objectively to determine
compliance by an insured depository institution
with designated laws and regulations. The
attestations shall be made in accordance with
generally accepted standards for attestation
engagements.

shall be audited by an independent public (c) Notice by accountant of termination of services.

accountant.

(b) Management report. Each insured depository
institution annually shall prepare, as of the end
of the institution's most recent fiscal year, a
management report signed by its chief executive

An independent public accountant performing an
audit under this part who ceases to be the
accountant for an insured depository institution
shall notify the FDIC and the appropriate federal
banking agency in writing of such termination
within 15 days after the occurrence of such
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event, and set forth in reasonable detail the
reasons for such termination.

363.4 Filing and notice requirements.

(& Annual reporting. Within 90 days after the end

D

(2

(b)

(©

(d)

of its fiscal year, each insured depository
institution shall file with each of the FDIC, the
appropriate federal banking agency, and any
appropriate state bank supervisor, two copies of:

An annua report containing audited annual
financial statements, the independent public
accountant's report thereon, management's
statements and assessments, and the
independent public accountant's attestation
report concerning the institution's internal
control structure and procedures for financial
reporting as required by Sections 363.2(a) and
363.3(a), 363.2(b), and 363.3(b) respectively;
and

The accountant's attestation concerning
compliance with laws and regulations pursuant
to Section 363.3(b).

Public availability. The annua report in
paragraph (a)(1) of this section shall be available
for public inspection.

Independent accountant's reports. Each insured
depository institution shall file with the FDIC,
the appropriate federal banking agency, and any
appropriate state bank supervisor, a copy of any
management letter, qualification, or other report
issued by itsindependent public accountant with
respect to such ingtitution and the services
provided by such accountant pursuant to this
part within 15 days after receipt.

Notice of engagement or change of accountants.
Each insured depository institution shall
provide, within 15 days after the occurrence of
any such event, written notice to the FDIC, the
appropriate federal banking agency, and any
appropriate state bank supervisor of the
engagement of an independent public
accountant, or the resignation or dismissal of the
independent public accountant previously
engaged. The notice shall include a statement of
the reasons for any such event in reasonable
detail.

363.5 Audit committees.

@

(b)

Composition and duties. Each insured
depository institution shall establish an
independent audit committee of its board of
directors, the members of which shall be outside
directors who are independent of management of
the institution, and the duties of which shall
include reviewing with management and the
independent public accountant the basis for the
reports issued under this part.

Committees of large ingtitutions. The audit
committee of any insured depository institution
that has total assets of more than $3 hillion,
measured as of the beginning of each fiscal year,
shall include members with banking or related
financial management expertise, have access to
its own outside counsel, and not include any
large customers of the ingtitution. If a large
ingitution is a subsidiary of a holding company
and relies on the audit committee of the holding
company to comply with this rule, the holding
company audit committee shall not include any
members who are large customers of the
subsidiary institution.

Appendix A to Part 363 - Guidelines and
I nter pretations

Table of Contents

Introduction

Scope of Rule (363.1)

1
2.
3.
4,

Measuring Total Assets

Insured Branches of Foreign Banks
Compliance by Holding Company Subsidiaries
Comparable Services and Functions

Annual Reporting Requirements (363.2)

5.
6.
7.
8.
9.

10.
11.
12.

Annual Financial Statements

Holding Company Statements

Insured Branches of Foreign Banks
Management Report

Safeguarding of Assets

Standards for Internal Controls

Service Organizations

Compliance with Laws and Regulations

Role of Independent Public Accountant (363.3)

13.
14.
15.
16.
17.

18.

19.

General Qualifications

Independence

Peer Reviews

Filing Peer Review Reports

Information to Independent Public Accountant
Attestation Reports

Procedures for Determining Compliance with
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Designated Laws

20. Reviews with Audit Committee and
Management

21. Notice of Termination

22. Reliance on Internal Auditors

Filing and Notice Requirements (363.4)

23. Placefor Filing

24. Relief From Filing Deadlines

25. Public Availability

26. Independent Public Accountant's Reports

27. Notices Concerning Accountants

Audit Committees (363.5)

28. Composition

29. "Independent of Management" Considerations

30. Lack of Independence

31. Holding Company Audit Committees

32. Duties

33. Banking or Related Financial Management
Expertise

34. Large Customers

35. Access to Counsel

36. Forming and Restructuring Audit Committees

Other

37. Modifications of Guidelines

Schedule A to Appendix A - Agreed Upon Procedures
for Determining Compliance with Designated Laws

Introduction

Congress added section 36, "Early Identification of
Needed Improvements in Financia Management"
(section 36), to the Federal Deposit Insurance Act
(FDI Act) as part of the Federal Deposit Insurance
Improvement Act of 1991, which became law on
December 19, 1991.

The FDIC adopted 12 CFR Part 363 of itsrules and
regulations (this part), effective July 2, 1993, to
implement those provisions of section 36 that require
rulemaking. Simultaneously, the FDIC Board of
Directors approved these "Guidelines and
Interpretations” (the Guidelines) and directed that
they be published as an appendix to this part to
facilitate a better understanding of, and full
compliance with, the provisions of section 36.

The Guidelines were developed by the FDIC, in
consultation with the other appropriate federal
banking agencies, after careful consideration of the
comments received on the proposed rule.

Although not contained in this part, some of the
guidance offered restates or refers to statutory

requirements of section 36 and is therefore
mandatory. If that is the case, the statutory provision
is cited. The FDIC continues to believe, as stated in
its "Statement of Policy Regarding Independent
External Auditing Programs of State Nonmember
Banks' (Nov. 16, 1988), that every insured
depogitory ingtitution, regardless of its size or charter,
should have an annual audit of its financia
statements performed by an independent public
accountant, and should establish an audit committee
comprised entirely of outside directors.

The following Guidelines reflect the views of the
FDIC concerning the interpretation of section 36. The
Guidelines are intended to assist insured depository
institutions (institutions), their boards of directors,
and their advisors, including their independent public
accountants and legal counsel, and to clarify section
36 and this part. It is recognized that reliance on the
Guidelines may result in compliance with section 36
and this part which may vary from institution to
institution. Terms which are not explained in the
Guidelines have the meanings given them in this part,
the FDI Act or professional accounting and auditing
literature.

Scope of Rule (363.1)

1. Measuring Total Assets. To determine whether
this part applies, an ingtitution should use total
assets as reported on its most recent Report of
Condition (Call Report) or Thrift Financial
Report (TFR), the date of which coincides with
the end of its preceding fiscal year. If its fiscal
year ends on a date other than the end of a
cdendar quarter, it should use its Call Report or
TFR for the quarter end immediately preceding
the end of itsfiscal year.

2. Insured Branches of Foreign Banks. Unlike
other institutions, insured branches of foreign
banks are not separately incorporated or
capitalized. To determine whether this part
applies, an insured branch should measure
claims on non-related parties reported on its
Report of Assets and Liabilities of U.S.
Branches and Agencies of Foreign Banks (form
FFIEC 002).

3. Compliance by Holding Company Subsidiaries.
Audited consolidated financial statements and
other reports or notices required by this part
which are submitted by a holding company for
any subsidiary ingtitution, should be
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accompanied by a cover letter identifying all
subsidiary ingtitutions to which they pertain. An
ingtitution filing holding company consolidated
financial statements as permitted by Section
363.1(b) also may report on changes in its
independent public accountant on a holding
company basis. An ingtitution that does not meet
the criteria in section 36(i) must satisfy the
remaining provisions of the statute and this part
on an individual institution basis, and maintain
its own audit committee. Multi-tiered holding
companies may satisfy all requirements of this
part at any level.

Comparable Services and Functions. Services
and functions will be considered "comparable”
to those required by this part if the holding
company:

(8 Prepares reports used by the subsidiary
ingtitution to meet the requirements of this
part;

(b) Has an audit committee that meets the
requirements of this part appropriate to its
largest subsidiary institution; and

(c) Prepares and submits the management
assessments of the effectiveness of the
internal control structure and procedures for
financia reporting (internal controls), and
compliance with the Designated Laws
defined in guideline 12 based on
information concerning the relevant
activities and operations of those subsidiary
institutions within the scope of therule.

Annual Reporting Requirements (363.2)

5.

Annual Financial Statements. Each institution
should prepare comparative annual consolidated
financial statements (balance sheets, statements
of income, changes in equity capital, and cash
flows, with accompanying footnote disclosures)
in accordance with generdly accepted
accounting principles (GAAP) for each of its
two most recent fiscal years. Statements for the
earlier year may be presented on an unaudited
basisif the ingtitution was not subject to this part
for that year and audited statements were not
prepared.

Holding Company Satements. Subsidiary
institutions may file copies of their holding

@

(b)

(©

company's audited financial statements filed
with the Securities and Exchange Commission
(SEC) or prepared for their FR Y-6 Annual
Report under the Bank Holding Company Act of
1956.

Insured Branches of Foreign Banks. An insured
branch of a foreign bank should satisfy the
financial statements /requirement by filing one
of the following for the two preceding fiscal
years:

Audited balance sheets, disclosing information
about financial instruments with off-balance-
sheet risk;

Schedules RAL and L of form FFIEC 002,
prepared and audited on the basis of the
instructions for its preparation; or

With written approval of the appropriate federal
banking agency, consolidated financial
statements of the parent bank.

Management Report. Management should
perform its own investigation and review of the
effectiveness of interna controls and compliance
with the Designated Laws defined in guideline
12. Management a so should maintain records of
its determinations and assessments until the next
federal safety and soundness examination, or
such later date as specified by the FDIC or
appropriate  federa banking  agency.
Management should provide in its assessment of
the effectiveness of internal controls and
compliance with the Designated

Laws, or supplementally, sufficient information to
enable the accountant to report on its assertions. The
management report of an insured branch of aforeign
bank should be signed by the branch's managing
official if the branch does not have a chief executive
or financia officer.

0.

Safeguarding of Assets. "Safeguarding of
assets", as the term relates to internal control
policies and procedures regarding financial
reporting, and which has precedent in accounting
literature, should be encompassed in the
management report and the independent public
accountant's attestation discussed in guideline
18. Testing the existence of and compliance with
internal controls on the management of assets,
including loan underwriting and documentation,
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represents a reasonable implementation of
section 36. The FDIC expects such internal
controls to be encompassed by the assertion in
the management report, but the term
"safeguarding of assets" need not be specifically
stated. The FDIC does not require the accountant
to attest to the adequacy of safeguards, but does
require the accountant to determine whether
safeguarding policies exist.?

10. Sandards for Internal Controls® Each
institution should determine its own standards
for establishing, maintaining and assessing the
effectiveness of itsinternal controls.

11. Service Organizations. Although service
organizations should be considered in
determining if internal controls are adequate, an
institution's independent public accountant, its
management, and its audit committee should
exercise independent judgment concerning that
determination. Onsite reviews of service
organizations may not be necessary to prepare
the reports required by the Rule, and the FDIC
does not intend that the Rule establish any such
regquirement.

12. Compliance with Laws and Regulations. The
designated laws and regulations are the federal
laws and regulations concerning loans to insiders
and the federal and state laws and regulations
concerning dividend regtrictions, which are more
specificaly identified in section 1 of the Agreed
Upon Procedures referred to in guideline 19 (the
Designated Laws).

It is management's responsibility to establish policies concerning
underwriting and asset management and to make credit decisions. The auditor'sroleis
to test compliance with management's policies relating to financial reporting.

In considering what information is needed on safeguarding of assets
and standards for internal controls, management may review guidelines provided by its
primary federal regulator; the Federal Financia Institutions Examination Council's
"Supervisory Policy Statement on Securities Activities'; the FDIC's " Statement of
Policy Providing Guidance on External Auditing Procedure for State Nonmember
Banks' (Jan. 16, 1990), " Statement of Policy Regarding Independent External
Auditing Programs of State Nonmember Banks' (Nov. 16, 1988), and Division of
Supervision Manual of Examination Policies; the Federal Reserve Board's
Commercia Bank Examination Manual and other relevant regulations; the Office of
Thrift Supervision's Thrift Activities Handbook; the Comptroller of the Currency's
Handbook for National Bank Examiners; standards published by professional
accounting organizations, such as the American Institute of Certified Public
Accountant's (AICPA) Statement of Auditing Standards No. 55, "Consideration of the
Internal Control Structure in a Financial Statement Audit"; the Committee of
Sponsoring Organizations (COSO) of the Treadway Commission's Internal
Control-Integrated Framework, including its addendum on safeguarding of assets; and
other interna control standards published by the AICPA, other accounting or auditing
professional associations, and financial institution trade associations.

Role of Independent Public Accountant (363.3)

13. General Qualifications. To provide audit and
attest services to insured depository institutions,
an independent public accountant should be
registered or licensed to practice as a public
accountant, and be in good standing, under the
laws of the dtate or other political subdivision of
the United Statesin which the home office of the
institution (or the insured branch of a foreign
bank) is located. As required by section
36(g)3(A)(i), the accountant must agree to
provide copies of any work papers, policies, and
procedures relating to services performed under
this part.

14. Independence. The independent public
accountant also should bein compliance with the
AICPA's Code of Professional Conduct and
meet the independence requirements and
interpretations of the SEC and its staff.

15. Peer Reviews. As required by section
36(g)3(A)(ii), the independent public accountant
must have received, or be enrolled in, a peer
review that meets acceptable guidelines. The
following peer review guidelines are acceptable:

(& The external peer review should be
conducted by an organization independent
of the accountant or firm being reviewed,
as frequently as is consistent with
professional accounting practices;

(b) The peer review should be generally
consistent with AICPA standards;* and

(c) Thereview should include, if available, at
least one audit on an insured depository
ingtitution or consolidated financial holding
company. Peer review working papers are
to be retained for 120 days after the peer
review report isfiled with the FDIC, and be
made available to the FDIC upon request,
in a form consistent with the SEC's
agreement with the accounting profession.

16. Filing Peer Review Reports. Within 15 days of
receiving notification that the peer review has

4 These would include Standards for Performing and Reporting on Peer
Reviews, codified in the SEC Practice Section Reference Manual, and Standards for
Performing and Reporting on Quality Reviews, contained in Volume 2 of the AICPA's
Professional Standards.
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17.

18.

19.

been accepted, or before commencing any audit
under this part, whichever is earlier, two copies
of the peer review report, accompanied by any
letter of comments and letter of response, should
be filed by the independent public accountant
with the FDIC, Registration and Disclosure
Section, 550 17th Street N.W., Washington,
D.C. 20429, where they will be available for
public inspection. Accountants may elect to file
an annua list of their insured depository
ingtitution and holding company (identifying any
subsidiary institutions subject to this part) audit
clientsin lieu of copies of peer review reports
for each institution they have been engaged to
audit. The FDIC has determined that such client
lists are exempt from public disclosure. All
corrective action required under any qualified
peer review report should have been taken prior
to commencing services under this part.

Information to Independent Public Accountant.
Attention is directed to section 36(h) which
requires ingtitutions to provide specified
information to their accountants. An institution
also should provide its accountant with copies of
any notice that the institution's capital category is
being changed or reclassified under section 38 of
the FDI Act, and any correspondence from the
appropriate federal banking agency concerning
compliance with this part.

Attestation Reports. The independent public
accountant should provide the institution with an
interna controls attestation report, a compliance
with Designated L aws attestation report, and any
management letter, at the conclusion of the audit
as required by section 36(c)(1). If a holding
company subsidiary relies on its holding
company management report, the accountant
may attest to and report on the management's
assertions in one report, without reporting
separately on each subsidiary covered by this
part. One attestation report for compliance with
the designated laws also may be filed, if all
exceptions are listed and the respective
institutions to which the exceptions apply are
identified. The FDIC has determined that
management letters and the Designated Laws
attestation report are exempt from public
disclosure.

Procedures for Determining Compliance with
Designated Laws. In order to permit the
independent public accountant to determine the

20.

21.

22

extent of compliance with the Designated Laws
defined in guideline 12 and the related
assessment by management, the procedures set
forth in schedule A (the Agreed Upon
Procedures) to these Guidelines in this appendix
should be applied. The accountant should require
all management representations to be in writing,
and take appropriate steps to determine that any
sampling is reasonably  representative.
Attestation reports generally should identify all
findings from application of the Agreed Upon
Procedures which establish any items of non-
compliance, note any absence of written policies,
and disclose the reasons why any Agreed Upon
Procedures were not performed.

Reviews with  Audit Committee and
Management. The independent public accountant
should meet with the institution's audit
committee to review the accountant's reports
required by this part before they arefiled. It also
may be appropriate for the accountant to review
its findings with the institution's board of
directors and management.

Notice of Termination. The notice required by
363.3(c) should state whether the independent
public accountant agrees with the assertions
contained in any notice filed by the institution
under Section 363.4(d), and whether the
ingtitution's notice discloses all relevant reasons.

Reliance on Internal Auditors. Nothing in this
part or this appendix is intended to preclude the
ability of the independent public accountant to
rely on the work of an institution's internal
auditor.

Filing and Notice Requirements (363.4)

23.

Place for Filing. Except for peer review reports
filed pursuant to Guideline 16, al reports and
notices required by, and other communications
or requests made pursuant to, this part should be
filed asfollows:

(8 FDIC: Regional Director (Supervision) of
the FDIC Regional Office in which the
ingtitution is headquartered,;

(b) Office of the Comptroller of the Currency
(OCC): appropriate OCC Supervisory
Office;
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24,

25.

26.

27.

(c) Federa Reserve:
Reserve Bank;

appropriate  Federal

(d) Office of Thrift Supervision (OTS):
appropriate OTS District Office; and

(e) State bank supervisor: the filing office of
the appropriate state bank supervisor.

Relief from Filing Deadlines. Although the
reasonable deadlines for filings and other notices
established by this part are specified, some
ingtitutions may occasionally be confronted with
extraordinary circumstances beyond their
reasonable control that may justify extensions of
a deadline. In that event, upon written
application from an insured depository
institution, setting forth the reasons for a
requested extension, the FDIC or appropriate
federal banking agency may, for good cause,
extend a deadline in this part for a period not to
exceed 30 days.

Public Availability. Each institution's annual
report should be available for public inspection
at its main and branch offices no later than 15
days after it is filed with the FDIC.
Alternatively, an institution may elect to mail
one copy of its annual report to any person who
reguests it. The annual report should remain
availableto the public until the annual report for
the next year isavailable. An institution may use
its annual report under this part to meet the
annual disclosure statement required by 12 CFR
350.3, if the institution satisfies all other
requirements of 12 CFR Part 350.

Independent Public Accountant's Reports.
Section 36(h)(2)(A) requires that, within 15 days
of receipt by an institution of any management
letter or other report, such letter or other report
shall be filed with the FDIC, any appropriate
federal banking agency, and any appropriate
state bank supervisor. Institutions and their
accountants are encouraged to coordinate
preparation and delivery of audit and attestation
reports and filing the annual report, to avoid
duplicate filings.

Notices Concerning Accountants. Institutions
should review and satisfy themselves as to
compliance with the required qualifications set
forth in guidelines 13-15 before engaging an
independent public accountant. With respect to

any selection, change or termination of an
accountant, institutions should be familiar with
the notice requirements in guideline 21, and
should send a copy of any notice under Section
363.4(d) to the accountant when it isfiled with
the FDIC. Aningtitution which files reports with
its appropriate federal banking agency under, or
isasubsdiary of aholding company which files
reports with the SEC pursuant to, the Securities
Exchange Act of 1934 may use its current report
(e.g., SEC Form 8-K) concerning a change in
accountant to satisfy the similar notice
requirements of this part.

Audit Committees (363.5)

28.

29.

Composition. The board of directors of each
institution should determine if outside directors
meet the requirements of section 36 and this
part. At least annually, it should determine
whether al existing and potential audit
committee members are "independent of
management of theingtitution.” If the institution
has total assetsin excess of $3 hillion, the board
also should determine whether members of the
committee satisfy the additional requirements of
this part. Because an insured branch of aforeign
bank does not have a separate board of directors,
the FDIC will not apply the audit committee
requirements to such branch. However, any such
branch is encouraged to make a reasonable good
faith effort to see that similar duties are
performed by persons whose experience is
generaly consstent with the Rule's requirements
for an institution the size of the insured branch.

"Independent of Management" Considerations.
In determining whether an outside director is
independent of management, the board should
consider all relevant information. This would
include considering whether the director:

(8 Isor hasbeen an officer or employee of the
institution or its affiliates;

(b) Serves or served as a consultant, advisor,
promoter, underwriter, legal counsel, or
trustee of or to the institution or its
affiliates;

(o) Isardativeof an officer or other employee
of the institution or its affiliates;

(d) Hoaldsor contrals, or hasheld or controlled,
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30.

31

32.

adirect or indirect financial interest in the
ingtitution or its affiliates; and (€) Has
outstanding extensions of credit from the
ingtitution or its affiliates.

Lack of Independence. An outside director
should not be considered independent of
management if such director is, or has been
within the preceding year, an officer or
employee of the institution or any affiliate, or
owns or controls, or has owned or controlled
within the preceding year, assets representing 10
percent or more of any outstanding class of
voting securities of the institution.

Holding Company Audit Committees. When an
insured depository institution subsidiary failsto
meet the requirements for the holding company
exception in Section 363.1(b)(2) or maintains its
own separate audit committee to satisfy the
requirements of this part, members of the
independent audit committee of the holding
company may serve as the audit committee of
the subsidiary institution if they are otherwise
independent of management of the subsidiary,
and, if applicable, meet any other requirements
for alarge subsidiary institution covered by this
part. However, this does not permit officers or
employees of aholding company to serve on the
audit committee of its subsidiary institutions.
When the subsidiary ingtitution satisfies the
requirements for the holding company exception
in Section 363.1(b)(2), members of the audit
committee of the holding company should meet
al the membership requirements applicable to
the largest subsidiary depository institution and
may perform al the duties of the audit
committee of a subsidiary institution, even
though such holding company directors are not
directors of the institution.

Duties. The audit committee should perform all
duties determined by the institution's board of
directors. The duties should be appropriate to the
size of the institution and the complexity of its
operations, and include reviewing with
management and the independent public
accountant the basis for the reports issued under
Sections 363.2(a) and(b) and 363.3(a) and (b).
Appropriate additional duties could include:

(8 Reviewing with management and the
independent public accountant the scope of

33.

services required by the audit, significant
accounting policies, and audit conclusions
regarding significant accounting estimates;

(b) Reviewing with management and the
accountant their assessments of the
adequacy of internal controls, and the
resolution of identified material weaknesses
and reportable conditions in internal
controls, including the prevention or
detection of management override or
compromise of the internal control system;

(©0 Reviewing with management and the
accountant the ingtitution's compliance with
laws and regulations;

(d) Discussing with management the selection
and termination of the accountant and any
significant disagreements between the
accountant and management; and

(e) Overseeingtheinternal audit function. It is
recommended that audit committees
maintain minutes and other relevant records
of their meetings and decisions.

Banking or Related Financial Management
Expertise. At least two members of the audit
committee of a large ingtitution shall have
"banking or related financial management
expertise” as required by section 36(g)(1)(C)(i).
This determination is to be made by the board of
directors of the insured depository institution. A
person will be considered to have such required
expertiseif the person has significant executive,
professional, educational, or regulatory
experience in financial, auditing, accounting, or
banking matters as determined by the board of
directors. Significant experience as an officer or
member of the board of directors or audit
committee of a financial services company
would satisfy these criteria.

Large Customers. Any individua or entity
(including a controlling person of any such
entity) which, in the determination of the board
of directors, has such significant direct or
indirect credit or other relationships with the
institution, the termination of which likely
would materially and adversely affect the
institution's financial condition or results of
operations, should be considered a "large
customer” for purposes of Section 363.5(b).
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35. Access to Counsel. The audit committee should
be ableto retain counsel at its discretion without
prior permission of the institution's board of
directors or its management. Section 36 does not
preclude advice from the ingtitution's internal
counsdl or regular outside counsdl. It also does
not require retaining or consulting counsel, but
if the committee elects to do either, it also may
elect to consider issues affecting the counsel's
independence. Such issues would include
whether to retain or consult only counsel not
concurrently representing the institution or any
affiliate, and whether to place limitations on any
counsel representing the institution concerning
matters in which such counsel previously
participated personally and substantially as
outside counsel to the committee.

36. Forming and Restructuring Audit Committees.
Audit committees should be formed within four
months of the effective date of this part. Some
institutions may have to restructure existing
audit committees to comply with this part. No
regulatory action will be taken if institutions
restructure their audit committees by the earlier
of their next annual meeting of stockholders, or
one year from the effective date of this part.

Other

37. Modifications of Guidelines. The FDIC Board of
Directors has delegated to the Director of the
FDIC's Division of Supervision authority to
make and publish in The Federal Register minor
technical amendments to the Guidelines in this
appendix (including the attached Agreed Upon
Procedures in Schedule A to this appendix), in
consultation with the other appropriate federal
banking agencies, to reflect the practical
experience gained from implementation of this
part. It is not anticipated any such modification
would be effective until affected institutions
have been given reasonable advance notice of
the modification. Any material modification or
amendment will be subject to review and
approval of the FDIC Board of Directors.

Schedule A to Appendix A - Agreed upon
Procedures for Determining Compliance with
Designated L aws

1. The Agreed Upon Procedures set forth in this
schedule are referred to in guideline 19. They should
be followed by the institution's independent public

accountant (or, with respect to the procedures set
forthin section | of this schedule, by the institution's
internal auditor if the accountant is to perform the
procedures set forth in section 1) in order to permit
the accountant to report on the extent of compliance
with the Designated Laws (defined in guideline 12) as
required by sections 36(e)(1) and (2). Unless
otherwise stated, the date of any required
representation should be the same as the date of the
attestation report and the representation should
provide information to the extent available as of that
date.

2. For purposes of this Schedule A, "insiders"
means directors, executive officers, and principal
shareholders, and includes their related interests. All
terms not defined in this schedul e have the meanings
given them in this part, the Guidelines, and
professional accounting and auditing literature.

3. Additional guidance concerning the role of the
institution, its internal auditor, and its independent
public accountant in assessing the institution's
compliance with the Designated Laws is set forth in
the Guidelines.

Section | — Procedures for Individual I nstitutions

The following procedures should be performed by the
institution's independent public accountant in
accordance with generally accepted standards for
attestation engagements, or by the institution's
internal auditor if the procedures set forth in section
Il of this schedule are to be performed by the
independent public accountant. (See section 11.B.3.
for information concerning testing by the independent
public accountant when the institution's internal
auditor is performing the proceduresin Section |.)

A. Loans to Insiders. To the extent permitted by
§363.1(b)(2), these procedures may be performed
on a holding company basis rather than at each
covered subsidiary insured depository institution.

1. Desgnated Laws. Thefollowing federal laws
and regulations (Designated Insider Laws), to
the extent that they are applicable to the
institution, should be read:

a Laws 12 USC 3753, 375b, 1468(b),
1828(j)(2), and 1828(j)(3)(B); and

b. Regulations: 12 CFR 235, 31, 215, 337.3,
349.3, and 563.43.
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2. General.

a. Information. Obtain from management of
the institution the following information
for the ingtitution's fiscal year:®

(1) Management's assessment of
compliance with the Designated Insider
Laws;

(2)  All minutes (including minutes drafted,
but not approved) of the meetings of
the board and of those committees of
the board which  management
represents have been delegated
authority pertaining to insider lending;

(3 The relevant portions of reports of
examination, supervisory agreements,
and enforcement actions issued by the
institution's primary federal and state
regulators, if applicable, which
management  represents  contain
information pertaining to insider
lending;

(4) The annual survey which identifies all
insiders of the ingtitution (pursuant to
12 CFR 215.8(b)) or other records
maintained on insiders of the
ingtitution's affiliates (pursuant to 12
CFR 215.8(c));

(5) Therelevant portions of the following
Securities Exchange Act of 1934
filings, which management represents
contain information pertaining to
insider lending:

(& Forms10-K, 10-Q, and 8-K and
proxy statements (or information

(6)

proxy statements (or information
statements), filed with the FDIC;

A list of loans, including overdrafts
of executive officers and directors,®
and other extensions of credit to
insiders (including their related
interests) outstanding at any time
during the fiscal year (and which
identifies those extensions granted
during the year). This list should
also include the amount outstanding
of each extension of credit as of the
date of the most recently filed Call
Report or TFR (Insider Extensions
List); and

(7) Management's representation concerning:

@

(b)

b. Procedures:

The completeness of the Insider
Extensions List;” and

The incluson of al required
insiders on the annua survey
obtained in paragraph A.2.a.(4) of
this section including persons who
have been designated as executive
officers by resolution of the board
or a committee of the board or in
the by-laws of the institution.

(1) Read the foregoing information.

(2) Trace and agree a sample of insider loans
and other extensions of credit disclosed in
the documentslisted in paragraphs A.2.a.(2)
through (5) of this section to see that they
are included on the Insider Extensions List.

Federd Reserve Board, OCC, or
OTS, or

() Forms F-2, F-3, and F-4 and

a Information. Obtain the institution's written

policies and procedures concerning its
compliance with the Designated Insider Laws,

5
If the institution chooses to have these procedures performed using its
most recently filed Call Report rather than its year end Call Report, all referencesto

Management may exclude from this list overdrafts of an executive

"fiscal year" in these procedures shall mean the period beginning with the latest Call officer or director in an aggregate anount of $1,000 or less without overdraft
Report date for which these procedures were performed in the prior year and ending protection and those of $5,000 or less with overdraft protection as specified in 12
with the date of the most recently filed Call Report. If these procedures were not CFR 215.3(b)(6) if management provides the independent accountant with a
previously performed, the 12 month period immediately preceding the date of the most representation that policies and procedures are in effect to report as extensions of
recently filed Call Report (or such shorter period during which the institution was credit all overdrafts that do not meet the criterialisted in paragraphs A.8.a.(2)(a)
covered by this Part 363) should be used. through (c) of this section.

See footnote 6 of this schedule.
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including any written "Code of Ethics' or
"Conflict of Interest” policy statements. If the
institution has no written policies and
procedures, obtain a narrative from management
that describes the methods for complying with
such laws and regulations, and includes
provisions similar to those listed in paragraph
A.3.b. of this section.

Procedures. Ascertain that the policies and
procedures include, or incorporate by reference,
provisions consstent with the Designated I nsider
Lawsfor:

(1) Defining terms;
(2) Restricting loansto insiders;
(3) Maintaining records of insider loans;

(4) Requiring reports and/or disclosures by the
institution and by executive officers,
directors, and principal shareholders (and
their related interests);

(5) Disseminating policy information to
employees and insiders; and

(6) Prior approval of the board of directors.

4. Calculations of Lending Limits.

a. Information. Obtain management's cal culation of

the following items as of the date of the
institution's most recently filed Call Report or
TFR and as of a Call Report or TFR date six or
nine months earlier:

(1) The ingtitution's unimpaired capital and
surplus (the aggregate lending limit for all
insiders); and

(2) Theingtitution'sindividual lending limit (12
CFR 215.2(i)).

. Procedures. Recalculate the amounts in
paragraph A.4.a. of this section for mathematical
accuracy, and trace the amounts used in
management's ca culations to the Call Reports or
TFRsfor the two dates used in paragraph A.4.a.
of this section.

5. Insider Extensions of Credit Granted.

representation regarding whether the terms and
creditworthiness of insider extensions of credit
granted during the fiscal year are comparableto
those that would have been available to
unaffiliated third parties.

. Procedures. Select a sample of insiders who

were granted or had outstanding extensions of
credit during the fiscal year from the Insider
Extensions List. For each extension of credit
granted during the fiscal year to each insider in
the sample selected:

(1) If the amount of a credit granted during the
year (when aggregated with all other
extensions of credit to that person and to al
related interests of that person) exceeds $
500,000, determine whether the minutes of the
meetings of the board of directors indicate
that:

(& Thecredit was approved in advance by
the board, and

(b) The insider, if a director, abstained
from participating directly or indirectly
in voting on the transaction;

(2) Obtain management's calculation of the
institution's individual lending limit for
insiders pursuant to 12 CFR 215.2(i) as of
the date of the Call Report or TFR filed
immediately prior to the date when the
extension of credit was granted, and if not
aready done under paragraph A.4.b. of this
section, recalculate the lending limits for
mathematical accuracy, and trace the
amounts used in management's calcul ations
to the Call Report or TFR for that date.
Ascertain whether the amount of the
extension of credit being granted to the
insider, when combined with all other
extensions of credit to that insider, exceeds
such limit; and

(3) For onetransaction involving each insider in
the sample selected in paragraph A.5.b. of
this section, perform the procedures in either
paragraph (a) or (b) asfollows:

(8 Select three (or such smaller number
that exists) similar extensions of credit
(e.g., commercial rea estate loans,

a. Information. Obtain management's
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floor plan loans, residential mortgage
loans, consumer loans) granted to
unaffiliated borrowers (i.e., persons
who are not insiders or employees of
the ingtitution or its affiliates) within
90 days before or after the granting of
the insider extenson of credit.
Compare the terms of the transactions
with unaffiliated borrowers (i.e., rate or
range of interest rates, maturity,
payment terms, collateral, and any
unusual provisions or conditions) to
those with the insiders, and note in the
findings any differences in the terms
favorable to the insiders compared to
the terms of the transactions with
unaffiliated borrowers.

(b) Alternatively, compare the terms of
each insider transaction in the sample
to approved policies delineating the
interest rate and other terms and
conditions then in effect for similar
extensions of credit to unaffiliated
borrowers. Note in the findings any
differencesin the terms favorable to the
insiders compared to the terms of the
approved policies for an extension of
credit to persons not affiliated with the
institution or its affiliates.

3)

(4)

in  management's computations from
paragraph A.6.b.(1) to the Call Reports or
TFRs for the two dates used in paragraph
A.4.a of this section.

Ascertain whether the aggregate amount of
the extensions of credit to the executive
officer does not exceed the greater of $
25,000 or 2.5 percent of the ingtitution's
unimpaired capital and surplus, but in no
event more than $ 100,000. The aggregate
amount should exclude the types of
extensions of credit set forth in 12 CFR
215.5(c)(1) through (3).

(8 Obtain documentation for any credits
for which management represents that:

(i) The purpose is for the purchase,
construction, maintenance, or
improvement of the executive officer's
residence;

(i) The credit is secured by afirst lien
on the residence; and

(iii) The executive officer owns or
expects to own the residence after
the extension of credit.

(b) Note whether the documentation
contains similar representations.

6. Limitation on Extensions of Credit to Executive
Officers.

(5) For each executive officer selected, ascertain
that each extension of credit granted during
the fiscal year was:

a. Information. From the sample selected in
paragraph A.5.b. of this section, select the
executive officers who were granted extensions

of credit during the fiscal year. o . '
(& Preceded by submission of financial

b. Procedures. statements,

(1) For each executive officer selected, obtain (b) Approved by, or, when appropriate,
management's cal culation as of the two dates promptly reported to, the board of
used in paragraph A.4.a. of this section of: directors no later than the next board

meeting; and
(& Theaggregate amount of extensions of

credit to the executive officer, and (c) Made subject to the written condition

that the extenson of credit will
become, a the option of the institution,
due and payable at any time that the
executive officer is indebted to other
insured ingtitutions in an aggregate
amount greater than the executive
officer would be able to borrow from

(b) 25 percent of the ingttution's
unimpaired capital and surplus.

(2) Recalculate management's computations
from paragraph A.6.b.(1) of this section for
mathematical accuracy. Trace amounts used
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the institution.

7. Aggregate Insider Extensons of Credit

Outstanding.

Information. Obtain management's cal culation of
the aggregate extensions of credit to executive
officers, directors, and principal shareholders of
the institution and to their related interests,
excluding the types of extensions of credit set
forthin 12 CFR 215.4(d)(3), as of the two dates
selected in paragraph A.4.a. of this section.

. Procedures.

(1) Recalculate the amounts obtained in
paragraph A.7.a. of this section for
mathematical accuracy and ascertain that
thistotal, excluding the types of extensions
of credit set forth in 12 CFR 215.4(d)(3), is
less than or equal to 100 percent of the
institution's unimpaired capital and surplus
calculated in paragraph A.4.a(l) of this
section.

(2) Using the sample of insiders selected in
paragraph A.5.b. of this section, trace and
agree amounts outstanding from insiders in
the sample to the supporting documents, as
applicable, for the line item aggregating
indebtedness of all insiders on the
institution's most recently filed Call Report
or TFR.

Overdrafts.

Information. Select a sample of executive
officers and directors who had overdrafts
outstanding during the fiscal year as shown on
the Insider Extensions List.

(1) For dl overdraftsin the sample except those
which are covered by an overdraft protection
line of credit with the same terms as
available to unaffiliated borrowers and meet
the terms of that overdraft protection line,
obtain management's representation of the
history of the insider's overdrafts for the year
and the completeness of that history.

(2) If the ingtitution's management has not
provided a representation as specified by
footnote 3 to paragraph A.2.a.(6) of this
section, for each overdraft in the samplein

an aggregate amount of $ 1,000 or less for
an executive officer or director who did not
have the overdraft covered by an overdraft
protection line of credit, obtain
management's representation that:

(@& It believes the overdraft was
inadvertent;

(b) The account was overdrawn in each
casefor no more than 5 business days;
and

(c) The institution charged the executive
officer or director the same fee that it
would charge any other customer in
similar circumstances.

b. Procedures. For each overdraft in the sample

selected and used in paragraph A.8.a.(1) of this
section for which management did not provide
the representation in paragraph A.8.a.(2) of this
section:

(1) Inquire whether cash items for the insider
were being held by the institution during the
time that the overdraft was outstanding to
prevent additional overdrafts;

(2) Trace and agree subsequent payment by the
insider of the insider's overdrafts to records
of the account at the institution; and

(3) For overdrafts of executive officers and
directors that were paid by the institution for
the executive officer or director from an
account at the institution:

(& Trace and agree to a written,
pre-authorized, interest-bearing
extension of credit plan that specifiesa
method of repayment; or

(b) Trace and agree to a written,
pre-authorized transfer of funds from
another account of the insider at the
institution.

9. Reports on Indebtedness to Correspondent Banks.

a. Information. Obtain from management:

(1) A list of executive officers and principal
shareholders and related interests thereof
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that filed reports of indebtedness to a
correspondent bank. This list should be
prepared by management from reports of
indebtedness submitted for the calendar year
for which the management assessment and
independent public accountant's attestation
are being filed or, if the institution is on a
calendar year fiscal year, at management's
option, for the immediately preceding year.
If the ingtitution is not on a calendar year
fiscal year, the list should be prepared for
the calendar year that ended during its fiscal
year; and

(2) Its  representation  concerning  the
completeness of the list prepared for
paragraph A.9.a.(1) of this section.

. Procedures. Select a sample of executive
officers, principal shareholders, and related
interests thereof from the list obtained in
paragraph A.9.a.(1) of this section. For each
executive officer and principal shareholder (or
related interest thereof) included in the sample,
ascertain that the report(s) of indebtedness was
(were) filed with the board of directors (on or
before the January 31 following the calendar
year in paragraph A.9.a.(1) of this section) and
that such report(s) state(s):

(1) The maximum amount of indebtedness
during that calendar year;

(2) Theamount of indebtedness outstanding 10
days prior to report filing; and

(3) A description of the loan terms and
conditions, including the rate or range of
interest rates, original amount and date,
maturity date, payment terms, collateral, and
any unusual terms or conditions.

Dividend Restrictions. If the institution has
declared any dividends during the fiscal year, the
following procedures should be performed for
each dividend declared. (These procedures are
not applicable to mutual institutions and insured
branches of foreign banks.) For an institution
that is a subsidiary of a holding company, the
procedures that follow should be applied to each
subsidiary institution subject to this part
(covered subsidiary) because the laws and
regulations restricting dividends apply to
individual ingtitutions and not holding

companies. However, if the annual report under
Part 363 is being prepared on a holding company
basis and the holding company has more than
five covered subsidiaries, the following
procedures may be applied to a sample of
dividend declarations to the extent permitted by
§363.1(b) and Section 11.B.3. of this schedule.

Designated Laws. The following federal laws
and regulations (Designated Dividend Laws), to
the extent that they are applicable to the
institution (see paragraph B.2 of this section),’
should be read:

Laws: 12 USC 56, 60, 1467a(f), 18310; and

. Regulations: 12 CFR 5.61, 5.62, 6.6, 7.6120,

208.19, 208.35, 325.105, 563.134, and 565.

. Genera. The information requirements and

procedures in paragraphs B.2. through B.5. of
this section are applicable to al institutions.
Paragraphs B.6. and B.7. of this section were
designed to be applicable to member banks (i.e.,
national banks and state member banks) and
federally-chartered  savings  associations,
respectively. However, the requirements in
paragraphs B.6. and B.7. of this section should
be applied to a state nonmember bank or state
savings association if management represents
that the state has dividend restrictions
substantially identical to those for a national
bank or afederdly-chartered savings association.

Information. Obtain from management of the
institution the following information for the
institution's most recent fiscal year:

(1) Itsassessment of the ingtitution's compliance
with the Designated Dividend Laws and any
applicable gate laws and regulations cited in
its assessment;

(2) A copy of any supervisory agreements with,
orders by, or resolutions of any regulatory
agency (including a description of the nature
of any such agreements, orders, or
resolutions) containing restrictions on
dividend payments by the institution; and

(3) Its representation whether dividends

8
The laws and regulations applicable to each type of ingtitution are

listed in Table 1 of this Schedule A to Appendix A.
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declared comply with any restrictions on
dividend payments under any supervisory
agreements with, orders by, or resolutions of
any regulatory agency (including a
description of the nature of any such
agreements, orders, or resolutions).

b. Procedures.

(1) Read the foregoing information.

(2) If any restrictions on dividend payments
exist in any documents obtained in
paragraph B.2.a.(2) of this section, test and
agree dividends declared with any such
guantitative restrictions.

. Procedures.

TFR.

5. Calculation of Undercapitalization.

a. Information. Obtain management's computation

of the amount at which declaration of a dividend
would cause the institution to be
undercapitalized as of the quarter end (or more
recent month end, if avalable from
management) immediately prior to the date on
which each dividend was declared during the
fiscal year.

Recalculate management's
computation (for mathematical accuracy) and
compare management's calculations to the
amount of any dividend declared to determine

3. Policies and Procedures. whether it exceeded the amount.

a. Information. Obtain the institution's written
policies and procedures concerning its

6. Dividends Declared by Banks.

a. Information. If the institution is a national bank

compliance with the Designated Dividend Laws.
If the institution has no written policies and
procedures, obtain from the institution a
narrative that describes the institution's methods
for complying with the Designated Dividend
Laws, and includes provisions similar to those in
paragraph B.3.b of this section.

. Procedures. Ascertain whether the policies and
procedures include, or incorporate by reference,
provisions which are consistent with the
Designated Dividend Laws. These would include
capital limitation tests, including section 38 of
the Federa Deposit Insurance Act (12 USC
18310), earnings limitation tests, transfers from
surplus to undivided profits, and restrictions
imposed under any supervisory agreements,
resolutions, or orders of any federa or state
depository ingtitution regulatory agency. In
addition, for savings associations, this would
include prior notification to the OTS.

4. Board Minutes.

a. Information. Obtain the minutes of the meetings

of the board of directors for the most recent
fiscal year to ascertain whether dividends (either
paid or unpaid) have been declared.

. Procedures. Trace and agree total dividend
amounts to the general ledger records and the
institution's most recently filed Call Report or

a Information. Obtain

or state member bank, obtain management's
computations concerning the bank's compliance
with 12 USC 56, "Capital Limitation Test", 12
USC 60, "The Earnings Limitation Test", and
transfers from surplus to undivided profits after
declaration of the dividends referenced in
paragraph B.4.a. of this section. If the institution
is a state nonmember bank and management
represents that the bank is subject to state laws
that are similar to 12 USC 56 and 12 USC 60,

obtain management's corresponding
computations.
. Procedures. Recalculate management's

computations (for mathematical accuracy) and
compare management's calculations to the
standards defined in the tests set forth in
paragraph B.6.a. of this section to ascertain
whether the dividends declared fall within the
permissible levels under these standards. If
dividends are not permissible in the amounts
declared under such standards, the independent
public accountant should ascertain that the
dividends were declared with the approval of the
appropriate federal banking agency or under any
other exception to the standards.

7. Dividends Declared by Savings Associations.

management's
documentation of the OTS determination
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whether theingtitutionisaTier 1, Tier 2, or Tier
3 savings association and management's
computations of its capita ratio after
declarations of dividends under the Tier
determined by the OTS. For dividends declared,
obtain copies of the savings association's
notifications to the OTS to ascertain whether
notifications were made at least 30 days before
payment of any dividends.

b. Procedures. Recalculate management's
computations (for mathematical accuracy) and
trace amounts used by management in its
calculations to the institution's TFRs.

Section 11 - Procedures for Independent Public
Accountant

If the internal auditor has performed the procedures
set forth in section | for either or both Designated
Laws, the following procedures may be performed by
the independent public accountant if neither the FDIC
nor the appropriate federa banking agency has
objected in writing. The report of procedures
performed and list of exceptions found by the internal
auditor, identifying the institution with respect to
which any exception was found, should be submitted
to the audit committee of the board of directors.
Management should file a summary of the internal
auditor's findings and management's response to
those findings with the FDIC and the appropriate
federal banking agency at the same time as the
inde%endent public accountant's attestation report is
filed.

A. Review of Section | Procedures. Read the
portion(s) of Section | of this schedule that set
forth the procedures performed by the internal
auditors.

B. Information and Procedures. Perform the
following procedures:

1. Designated Laws. Read the Designated Laws
referred to in Section | of this schedule for the
agreed-upon procedures performed by the
internal  auditor. Obtain  management's
assessment contained in its management report
on the ingtitution's or holding company's

9 Since this summary provides information similar to that provided in
the independent public accountant's report, the FDIC has determined that the summary
is exempt from public disclosure consistent with the guidance in Guideline 18 in
Appendix A to this Part 363.

compliance with the Designated Laws.
2. Internal Auditor's Workpapers.

a. Information. If an internal auditor performed the
procedures in Section |, obtain the internal
auditor's  workpapers  documenting  the
performance of those procedures on the
institution and the chief internal auditor's
representation that:

(1) The internal auditor or audit staff, if
applicable, performed the procedures listed
in section | on the institution;

(2) The internal auditor tested a sufficient
number of transactions governed by the
Designated Laws so that the testing was
representative of the institution's volume of
transactions;

(3) The workpapers accurately reflect the work
performed by the internal auditor and, if
applicable, the internal audit staff;

(4) Theworkpapers obtained are complete; and

(5) The internal auditor's report, which
describes the procedures performed for the
fiscal year as well as the internal auditor's
findings and exceptions noted, has been
presented to the institution's audit
committee.

b. Procedures.

(1) Compare the workpapers to the procedures
that are required to be performed under
section |. Report as an exception any
procedures not documented and any
procedures for which the sample size is not
sufficient.

(2) Comparethe exceptions and errors listed by
the internal auditor in its report to the audit
committee to those found in the workpapers,
and report as an exception any exception or
error found in the internal auditor's
workpapers and not listed in the internal
auditor's list of exceptions.

3. Testing.

a. The independent public accountant should
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perform the procedures listed in Section | on
representative samples of the insiders and/or
transactions of the institution to which the
Designated Law applies. If the ingtitution's
internal auditor performs the procedures in
Section I, the sampl es tested by the independent
public accountant should be at least 25 percent
of the size of the samples tested by the internal
auditor although samples selected by the
accountant should be from the population at
large. However, if there are so few transactions
in any area that the internal auditor cannot use
sampling, but must test all transactions, the
independent public accountant should also test
all transactions.

. If testing under this Schedule A to Appendix A
is being performed on a holding company with
more than one subsidiary institution that is
subject to this Part 363, the samples tested
should include a combination of insiders and
transactions from each covered subsidiary with

4.

total assets (after deductions of intercompany
amounts that would be eliminated in
consolidation) in excess of 25 percent of the
holding company's total assets every fiscal year.
Samples should be tested for each smaller
covered subsidiary at least every other fiscal year
unless the holding company has more than eight
covered subsidiaries, in which case the samples
to be tested for each Designated Law should be
drawn from each smaller covered subsidiary at
least every third fiscal year.

Reports Concerning Holding Companies. Only
one report of any exceptions noted from
application of the procedures in section Il
performed by the independent public accountant
should be filed as required by guideline 3 in
Appendix A to this Part 363, but the report
should identify, for each exception or error
noted, the identity of the covered subsidiary to
which it relates.
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Tablesto Schedule A to Appendix A
Tablel

For engagements involving management assertions about
compliance by:

State
Loansto insiders National State mem- nonmember Savings
Banks ber banks banks associations
Read the following parts and/or sections of Title 12 of the United States Code:
375a Loans to Executive Officers of v v Subsections (g)
And (h) only

375b Prohibitions Respecting Loans and Extensions of Credit v

to Executive Officers and Directors of Banks, Political

Campaign, Committees, etc
1468(b) Extensions of Credit to Executive Officers, Directors, and v

Principal Shareholders
1828(j)(2) Provisions Relating to Loans, Extensions of Credit, and v

Other Dealings Between Member Banks and

Their Affiliates, Executive Officers, Directors, etc
1828(j)(3)(B) Extensions of Credit Applicability of Provisions v Applies only v Applies only

Relating to Loans, Extensions of Credit and Other to insured to
insured

Dealings Between Insured Branches of Foreign federal state branches

Banks and Their Insiders branches of of foreign

foreign banks banks

Read the following parts and/or sections of Title 12 of the Code of Federal Regulations:
235 Application of Legal Lending Limits; Restrictions on v

Transactions With Affiliates
31 Extensions of Credit to National Bank Insiders v
215 Subpart A - Loans by Member Banks to their Executive v v (See12CFR (See 12
CFR

Officers, Directors, and Principal Shareholders Parts337.3

parts
and 349.3) 563.43)

Subpart B - Reports of Indebtedness of Executive v v

Officers and Principal Shareholders of Insured

Nonmember Banks
337.3 Limits on Extensions of Credit to Executive Officers, v

Directors, and Principal Shareholders of Insured Nonmember
Banks

349.3 Reports by Executive Officers and Principal Shareholders v
563.43 Loans by Savings Associations to Their Executive Officers, v

Directors, and Principal Shareholders
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Table?2

For engagements involving management assertions about
compliance by:

State
Dividend restrictions National ~ Statemem- nonmember Savings
banks  ber banks banks associations
Read the following parts and/or sections of Title 12 of the United States Code:
56 Prohibition of Withdrawal of Capital an
Unearned Dividends
60 Dividends and Surplus Funds
1467a(f) Declaration of Dividends
18310 Prompt Corrective Action-- Dividend Restrictions v v v

Read the following parts and/or sections of Title 12 of the Code of Federal Regulations:

5.61 Payment of dividends; capital limitation v

5.62 Payment of dividends; earnings limitation v

6.6 Prompt Corrective Action- Dividend Restrictions v

7.6120 Dividends Payable in Property Other Than Cash v

208.19 Payments of Dividends v

208.35 Prompt Corrective Action
325.105 Prompt Corrective Action
563.134 Capital Distributions

565 Prompt Corrective Action
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TABLE 24.1 LAW AND REGULATION REFERENCES
Law/Regulation Cite Reference Responsible
Agency

12 USC 363" FDIC Improvement Act FDIC

12 USC 371c; Section 23-A Transactions with Affiliates FRB, OCC
Federa Reserve Act, Section 23-A

12 USC 371c-1; Section 23-B Restrictions on Transactions with Affiliates FRB, OCC
Federa Reserve Act, Section 23-B

12 USC 375 Purchases from Directors and Sales to Directors

12 USC 1811 et seq 1 Financial Institution Examination Reform,
Recovery, and Enforcement Act of 1989

12 USC 1820(d) Examination Frequency

12 USC 1861 - 1867* Bank Service Corporation Act

12 USC 1972 Tying Arrangement for Correspondent Accounts

15 USC 78(m)(b) Foreign Corrupt Practices Act

15USC 271, 272, 278g-3 Computer Security Act of 1987

40 USC 758,759

18 USC 1030 Computer Fraud and Abuse Act of 1986

18 USC 1367, 2232, 2510 et seq, | Electronic Communications Privacy Act of 1986

2701 et seq, 3117, 3121

18 USC 2510 et seq Wire Interception and Interception of Oral
Communications Act of 1968

31 USC 5314 Foreign Financial Agency Recordkeeping
(Reports of Currency and Foreign Transactions)

12 CFR 7.1019 Electronic Products and Services OCC

12 CFR 210 Collection of Checks and other Items by Federal | FRB
Reserve Banks and Funds Transfer Through
Fedwire
Federal Reserve - Regulation J

12 CFR 225.22* Bank Holding Company Act FRB

31 CFR 103.33 Bank Secrecy Act - Financial Recordkeeping FINCEN 2
(Reports of Currency and Foreign Transactions)

! These law cites are detailed more fully in Laws and Regulations (Chapter 24) of the Handbook.

2 Financia Crimes Enforcement Network
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Number

SP-8

SP-9

Date

9/91 (Rev.)

10/78

1/88

11/88

7/89

1/90

3/90

9/91

4/93

TABLE OF CONTENTS
Subject

Interagency EDP Examination, Scheduling, and Report Distribution
Policy Statement

Cross references:

FRB-SR-91-21 (10-11-91) OCC-EC-261 (1-24-92)

Uniform Interagency Rating System for Data Processing Oper ations
Cross references:
FDIC-PR-104-78 (10-18-78)

Joint Interagency Issuance on End-User Computing Risks
Cross references:

FDIC-BL-2-87 (1-25-88) OCC-BC-226 (1-25-88)
FRB-SR 88-2 (1-21-88) OTS-TB-29 (3-22-88)
NCUA-CUL-109 (9-1-89)

Supervisory Policy on Large-scale I ntegrated Financial Software

Systems (LSIS)

Cross references:

FDIC-BL-35-88 (12-5-88) OCC-AL-88-7 (11-21-88)
FRB-SR-88-33 (11-30-88) OTS-TB-11 (12-9-88)

NCUA-CUL-109 (9-1-89)

Interagency Policy on Contingency Planning For Financial I nstitutions
Cross references:

FDIC-BL-22-88 (7-14-89) OCC-BC-177(Rev.)(7-12-89)
FRB-SR-89-16 (8-1-89) OTS-TB-30 (7-19-89)

NCUA-CUL-109 (9-1-89)

I nteragency Statement on EDP Service Contracts

Cross references:
FDIC-FIL-17-90 (3-5-90) OCC-BC-260 (7-14-92)
FRB-SR-90-5 (1-24-90) OTS-TB-44 (2-7-90)
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Cross references:
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OCC-BC-271 (5-25-93) OTS-TB 59 (5-19-93)
FDIC-FIL-30-93 (4-29-93)

SP-10 12/93 I nteragency Document on Control and Security Risksin Electronic
Imaging Systems
Cross references:
FRB-SR-94-2 (1-13-94) OCC-94-8 (1-27-94)
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Jb( Federal Financial I nstitutions

Examination Council

SP-1
September 1991 Revised

Subject: Interagency EDP Examination, Scheduling And Distribution Policy

Purpose

This policy provides for joint examinations of data centers providing services to insured
institutions supervised by more than one federal regulatory agency. It is expected to eliminate the
need for separate examinations of data processors by more than one federal financial institution
regulator and to result in more efficient use of examiner resources. This policy supersedes the
previoudly issued interagency EDP examination policy, including the Multiregional Data
Processing Servicers policy.

|. Examination Responsibility

Examination responsibility is determined based on the class/type of servicer as well asthe
class/type of insured financial institution(s) being serviced.

A. Insured Institutions

Data centers operated by an insured financial institution or its subsidiary will be
examined by the federal regulatory agency responsible for the institution.

B. Financial Institution Holding Companies

Data centers operated by a holding company or its affiliate which service only one class
of insured financial ingtitution will be examined by the federal regulatory agency
responsible for that class of institution.

Data centers operated by a holding company or its affiliate which service more than one
class of insured financial institution will be examined jointly, or on arotated basis, as
agreed to by the federal regulatory agencies responsible for that class of institution.

Data centers operated by a holding company which controls only one insured financia
ingtitution, or its affiliate, will be examined by the federal regulatory agency responsible
for the institution.

C. Independent Data Centers
Responsibility for the examination of independent data centers will be based on the class

of insured financial institution being serviced. If more than one class of insured
ingtitution is serviced, the examination will be conducted jointly, or on arotated basis, as
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agreed to by the federal regulatory agencies responsible for that class of institution.
Financial Institution Service Corporation

Responsibility for the examination of service corporations will be based on the class of
insured financial institution being serviced.

Multiregional Data Processing Servicers (MDPS)

MDPS examinations are to be conducted on ajoint basis by the federal agencies having
responsibility for the class of institution serviced. MDPS examinations will be
administered by the FFIEC EDP Subcommittee of the Task Force on Supervision in
Washington, D.C. The EDP subcommittee will determine the data centers subject to
examination under the MDPS program. Generally, an organization will be considered for
examination under the MDPS program provided: the organization processes major
applications for alarge number of insured financial institutions, thereby posing a high
degree of systemic risk; or the organization processes work from a number of data
centers located in diverse geographic regions.

No federal regulatory agency is precluded from conducting an independent examination
of any data center that is providing data processing services to an insured financia
institution for which the agency is responsible or where an agency has regulatory
responsibility for holding company data centers.

I1. Scheduling

Scheduling of joint/rotated EDP examinations and issuance of the EDP Report of Examination
will be handled at the regional/district level. However, the examination of data centers under the
MDPS program will be administered at the national level. A list of regions and contact personnel
will be forwarded under separate cover and will be revised as appropriate.

A.

Joint and Rotated Examinations

Regional/district representatives should meet annually (as early in the scheduling cycle
as possible, but not later than December 1) to arrange for upcoming examinations and
ensure that all data centers are examined in accordance with existing agency guidelines.
Asregiona/district boundaries vary, it may be necessary for an agency to send
representatives from more than one regional/district office to attend the scheduling
meeting. Conversely, arepresentative may be required to attend more than one meeting.
State agencies interested in participating in joint examinations may be invited to these
meetings as deemed appropriate.

The meeting should identify all data centers, except for MDPS. Examinations of these
data centers are to be conducted jointly and examination schedules agreed upon by
participating agencies. If an agency cannot complete its schedule as agreed, it shall
promptly notify the appropriate agencies so that alternative arrangements can be made.

When joint examinations cannot be scheduled, one agency will be designated to perform
the examination on behalf of al concerned agencies. In these situations, examination
responsibilities will be rotated for two-year periods. However, when the data center's
overall condition is determined to be less than satisfactory, subsequent examinations
should be conducted on a joint basis until the data center's overall condition is
satisfactory as defined in the EDP Examination Handbook policy statement SP-2:
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Uniform Interagency Rating System For Data Processing Operations.

The regional examination schedule should establish: the data centers to be examined; the
date, time and agency responsible for any rotated or joint examinations; and the agency
responsible for authoring and processing the examination report.

Multiregional Data Processing Servicers

Scheduling of MDPS examinations will be the responsibility of the FFIEC EDP
Subcommittee of the Task Force on Supervision. By September 30 of each year, the EDP
Subcommittee will prepare and publish an annual schedule for MDPS examinations
designating the data center, the date of examination and the lead agency. This schedule
will be distributed by the EDP Subcommittee agency representatives to their
regional/district offices as soon as practical. An agency will be in charge of no more than
two consecutive MDPS examinations.

Institutions with a composite rating of 1 or 2 will be subject to a full examination on a 24
month examination cycle, 3 rated institutions should be examined at an 18 month cycle
and those ingtitutions rated 4 or 5 at a 12 month cycle. The ongoing condition of MDPS
should be monitored between examinations through periodic visitations and progress

reports, as appropriate.

The lead agency isresponsible for conducting a pre-examination review to determine: the
scope of the examination, resource requirements, schedule of events and procedures to be
followed during the course of the examination. At minimum this pre-examination report
should provide details on the organization's: corporate history, corporate and
organizational structure, scope of the upcoming examination, data centers included in the
examination and examiner requirements. The pre-examination report should be
forwarded to the Washington, D.C. office of the lead agency at least 60 days prior to the
commencement of the MDPS examination.

Examinations of individual data centers or processing sites may commence prior to the
start of the headquarters examination if more than one facility isinvolved. However,
these time frames must be approved by the lead agency.

I11. Report Preparation

A.

Joint Examinations

Responsibilities will be divided among the EDP examiners assigned to the examination.
When preparing joint examination reports, the participating agencies are required to
reach agreement on the report comments. In rare instances when agreement cannot be
reached at the regional level, the differences should be appealed to the Washington office
of the participating agencies for final resolution.

The processing of the final Report of Examination (FFIEC 007) is the responsibility of
the authoring agency. All changes made to the joint report in the course of its processing
should be approved by the regional staffs of the agencies participating in the
examination.

MDPS Examinations

Only one consolidated Report of Examination will be prepared by the lead agency. The
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objective isto give the overall view of the organization, not each individual data center
comprising the Multiregional Data Processing Servicer. However, the relative strength of
each facility should be evaluated. In some instances it may be necessary to issue a
specific data center report, athough such action would be taken at the discretion of the
EIC and the lead agency's Washington office.

IV. Report Distribution Policies and Procedures

A.

Joint Examinations

The lead agency isresponsible for providing each affected federal and state banking
agency with a copy of the completed report, including the Administrative Section. (A
complete list of all serviced financial institutions, by charter, should be included in this
section as well.) Each agency is responsible for reproducing the report

comments and distributing them to serviced ingtitutions in accordance with the
provisions below. A transmittal letter will be used to advise each recipient that the
comments are for their internal use only, are not to be construed to satisfy audit
requirements and remain the confidential property of the lead agency. A written receipt
will be obtained from each recipient.

In all instances, examination reports should be distributed to the board of directors of the
examined data center. Where the data center is a subsidiary of a holding company, the
report should be forwarded to the board of directors of the data center, where applicable,
or otherwise senior management of the data center and to the board of directors of the
holding company. In the case of a service corporation, a copy should be forwarded to the
corporation's board of directors as well asto the board of directors of each financia
institution owning stock in the corporation.

Independent Service Bureau reports should be directed to the board of directors or senior
management of the servicer. If the independent service bureau is a branch of a multi-
branch servicing organization, an additional copy should be forwarded to the board of
directors at the corporate headquarters.

Distribution of examination reports to serviced institutions for joint examinations will be
at the discretion of the federal regulatory agency responsible for regulating the institution
serviced, except for data centers rated composite 4 or 5, which must be distributed to al
insured serviced institutions. Where an examination report is to be distributed by a
participating agency, the lead agency must be so notified prior to transmitting the
examination report. When an examination report is requested by a serviced financial
ingtitution, only the examiner's conclusions, recommendations and comments are to be
transmitted to the serviced institutions. Matters of a proprietary or competitive nature
relating to the servicer will be excluded from the report comments prepared for
distribution to serviced ingtitutions, but will be contained in the report provided to the
servicer and the other federal agencies. In cases where the servicer failsto respond to
corrective action requests, it may be necessary to report the uncorrected deficiencies to
the serviced ingtitutions. In these situations, the regulatory agencies of all serviced
institutions must be in agreement regarding the need for this course of action and must
meet with the servicer to convey this intent.

The FFIEC interagency procedures do not affect existing distribution agreements with
state agencies. However, no state agency shall distribute examination reports to any
serviced institution without the express consent of the lead agency. Only the agency
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conducting the examination will provide nonparticipating state authorities copies of the
report. In the case of joint examinations, participation by state agencies and report
distribution to those state agencies will be decided on an individual basis at the
district/regional level by the participating federal agencies.

MDPS Examinations

The consolidated report of examination should be sent to the Washington office of the
lead agency and to the board of directors of the data servicer. The lead agency's
Washington office is to provide a copy of the report to the other FFIEC EDP
Subcommittee members for distribution to the respective agency regional/district offices.
The agency in charge is responsible for sending a copy of the report to the appropriate
state supervisory agencies. Excluding the provisions noted above, distribution of MDPS
reports should otherwise be in accordance with the provisions governing the distribution
of joint interagency examinations.
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Jb( Federal Financial I nstitutions

Examination Council

SP-2
October 1978

Subject: Uniform Interagency Rating System For Data Processing Operations

The rating system for data processing operationsis similar to the "Uniform Interagency Bank
Rating System,” which is based upon an evaluation of the overall performance of a bank. The
EDP rating system is based upon an evaluation of four critical functions of a data processing
operation: audit, management, systems development and programming, and computer operations.
Each data center will be assigned a summary or composite rating based upon the separate
performance ratings assigned these four functions.

Each performance rating and the composite rating are based on a scale of 1 through 5, with 1
representing the highest and 5 the lowest rating. Each function must be evaluated in order to
determine its performance rating. To arrive at composite rating, due consideration must be given
to the interrel ationships and relative importance of the four functions. Occasionally there will be
factors that are not reflected in any specific performance rating but are important to the data
center's overall condition and should be reflected in the composite rating.

A general description of each performance rating is as follows:

Rating No. 1 - Strong performance.
Performance that is significantly higher than average.
Rating No. 2 - Satisfactory performance.

Performance that is average or dightly above and which adequately provides for the safe
and sound operation of the date center.

Rating No. 3 — Fair performance.

Performance that is flawed to some degree and is considered to be of below average
quality.

Rating No. 4 — Unsatisfactory performance.
Performance that is significantly below average and, if left unchecked, might evolve into

weaknesses or conditions which could threaten the integrity of the records processed and
the viability of the institution or data center.

FFIEC POLICIES
1996 FFIEC IS Examination Handbook

25-8



Rating No. 5 — Hazar dous perfor mance

Performance that is critically deficient and in need of immediate remedial attention. Such
performance threatens the integrity of the records being processed and the viability of the
institution or date center.

A general description of each compositerating is as follows:

Composite 1

Composite 2

Composite 3

Composite 4

Composite 5

Data centers in this group are sound in almost every respect. If
deficiencies are noted, they are of a minor nature and can be handled in a
routine manner with out further supervisory involvement.

Data centersin this group are also fundamentally sound but may reflect
modest weaknesses. Deficiencies are generally corrected in the normal
course of business. Therefore, the need for supervisory responseis
usually limited.

Data centersin this group are experiencing a combination of adverse
factors which require prompt corrective action. Problems are well
defined and require more than ordinary supervisory concern and
monitoring. The overall strength of management and supporting staff
and the financial capacity of the data center are such asto make
operation failure only aremote possihility.

Data centersin this group are operating under unacceptable conditions
which could impair future viability. A high potential for operational
and/or financial failureis present. Although a high potentia for failureis
present, weaknesses are not so severe as to threaten the immediate failure
of the data center. Immediate affirmative action and supervision by the
regulator are necessary.

Data centers in this group exhibit a combination of weaknesses and
adverse trends which are pronounced to a point where the ultimate
continuation of the operation isin serious question. Immediate
affirmative action and continuous supervision, as required by the
regulator, are necessary.

The four functional areas which are rated and the areas of consideration under each one are:
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AUDIT

Audit israted (1 through 5) with respect to:

A.

Organization

- Independence

- Board of directors support

- Resources allocated

- Management and staff succession

Staff Qualifications Training

Quality of Audits Scope

Frequency

Standards and procedures

- adequacy

- compliance

Follow up and correction of
exceptions

Working papers and documentation
- completeness

- security

Audit software
- use

- effectiveness
- documentation
Audit reports

MANAGEMENT

Management is rated (1 through 5) with

respect to:

A. Organization
Resources alocated
Leadership
Administrative abilities
Qualifications
Delegation of responsibilities
Support
Management succession

B. Correction of Deficiencies

C. Laws and Regulations
Awareness
Compliance
Contracts

D. Planning
Risk analysis
User involvement
Senior management involvement
Budget

E. Standards and Procedures
Development
Enforcement

F. Internal Controls
Development
Enforcement

G. Physical Security
Development
Enforcement

H. Financial Condition

SYSTEMSDEVELOPMENT AND
PROGRAMMING

Systems and programming is rated (1
through 5) with respect to:
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A. Organization Management and staffing

Separation of duties succession
Resources alocated
Management and staff succession B. Staff
Qualifications
B. Staff Training
Qualifications
Training C. Standards and Procedures
Adequacy
C. Standards and Procedures Compliance
Adequacy User liaison
Compliance
User liaison D. Operations
Data entry control
D. Documentation Processing controls
Compl eteness Output distribution controls
Organization Physical security
Storage and security Emergency plans
User communication
E. Internal Controls
Modification and change procedures
authorization

- documentation

- implementation

Program library maintenance
Systems devel opment

F. Physical Security
Documentation
Software
On-line systems

COMPUTER OPERATIONS

Computer operation is rated (1 through 5)
with respect to:

A. Organization
Separation of duties
Resources alocated
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JI g Federal Financial Institutions

7A< Examination Council

SP-3
January 1988

Subject: Joint Interagency Issuance on End-User Computing Risks

To: Chief Executive Officers of all Federally Supervised Financial Institutions,
Senior Management of each FFIEC Agency, and all Examining Per sonnel

Pur pose:

The purpose of thisissuance is to aert management of each financial institution of the risks
associated with end-user computing operations and to encourage the implementation of sound
control policies over such activities.

Background:

In recent years, microcomputers, or "personal computers’, have become more prominent in the
business environment. They are now being used, not only as word processors and access devices
to other computers, but also as powerful stand-alone computers. As such, information processing
has evolved well beyond the traditional central environment to distributed or decentralized
operations. This trend has offered substantial benefitsin productivity, customization, and
information access. However, it also has meant that those control procedures, previoudly limited
to the central operations, must be reapplied and extended to the "end-user” level.

Concerns:.

Technology, using microcomputers as end-user computing devices, has taken data processing out
of the centralized control environment and introduced the computer related risks in new areas of
the banks. However, the implementation of these new information delivery and processing
networks has out paced the implementation of controls. Basic controls and supervision of these
computer activities often have not been introduced, or expected, at the end-user level. The
technological advantages, expediency, and cost benefits of end-user computing has been the
primary focus. Recognition of the increased exposures and the demands for expanded
information processing controls has lagged. These concerns for data protection and controlled
operations within the end-user environments must be addressed to minimize risks from:

incorrect management decisions,
improper disclosure of information,
fraud,

financial loss,

competitive disadvantage, and
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. legal or regulatory problems.

End-user computing is recognized as a productive and appropriate operational activity. However
control policies for data security and computer operations, consistent with those for centralized
information processing functions, need to address the additional risks represented in the end-user
computing operations.

Bank management is encouraged to evaluate the associated risks with its end-user computing
networks and other forms of distributed computer operations. Control practices and
responsibilities to manage these activities should be incorporated into an overall corporate
information security policy. Such a policy should address areas such as:

management controls,

data security,
documentation,

data/file storage and backup,
systems and data integrity,
contingency plans,

audit responsibility, and
training.

Responsibilities for the acquisition, implementation and support of such networks should be
clearly established.

The appendix to this issuance provides more detail regarding the risks and suggested controls for
end-user computing and other computer related activities. Additional control recommendations
can be referenced in the FFIEC EDP Examination Handbook.

Palicy:

It is the responsibility of the Board of Directors to ensure that appropriate corporate policies,
which identify management responsibilities and control practices for all areas of information
processing activities, has been established. The existence of such a"corporate information
security policy," the adequacy of its standards, and the management supervision of such activities
will be evaluated by the examiners during the regular supervisory reviews of the institution.
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SP-3- APPENDIX

Risks And ControlsIn End-User Computing

Microcomputers, in the end-user computing operations, are being used basically for three

purposes:
1) as word processors,
2) as communications terminal s with other computers (to transmit or receive
information in their databases), and
3) as stand-alone computer processors.

These three functions require different control objectives, based on the risks associated with the
activity. Each function requires certain operational type controls such as physical security, logical
security, and file backup. However, the more pronounced risks involve those operations using
microcomputers as stand-al one processors.

While word processing and terminal communications aso require strong controls, programming
support for the operating software and applications systems generally remain centralized or isa
vendor responsibility. In end-user computing, the user is often engaged in program devel opment,
in addition to information processing. This may involve the creation of programmed software
from an original design or building customized routines from specialized vendor software.
Regardless, the control techniques for the programming, its testing, and its documentation are
necessary to ensure the integrity of the software and the production of accurate data.

In addition to the programming activity, the end-user environment supports computer processing,
which may be totally separate from centralized controls. Information may be downloaded from
the main databases and reprocessed by the end-user. Data may a so be originated for processing
in this structure. Regardless of the source, the resulting information is relied upon by
management for decisions impacting corporate strategies and customer relationships. The
integrity of the data becomes no less important than had the data been produced through more
sophisticated computer processes. Likewise, the need for control at the micro level remains
equally important.

Impacts
The failure to properly implement a uniform set of controls on the end-users of microcomputers,
consistent with those controls required in a mainframe data center, can create two broad
categories of risks:

1) the corruption or loss of data and/or program software, and

2) impediments to the efficient operation and management of the bank.
The quality of datais paramount to the successful management of any institution. Should the
data, or the systems which produce that data, be corrupted, whether intentionally or
unintentionally, financial lossis highly probable. Data corruption could result from three basic
causes. error, fraud, or system malfunction.

In addition to accuracy, management requires the timely availability of data. Inefficiencies,
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caused by poor operational controls, can further impede the production of information and result
in financial loss. Regardless of the source, poor quality information and operations can adversely
impact the bank in a number of ways:

. Management Error - Inaccurate or incomplete data can adversely influence bank
management decisions. Delays in information availability can also adversely impact
corporate strategies.

. Inadvertent Disclosure — Human error, fraud, or system malfunction may result in
proprietary bank data, customer data, or program software being disclosed to
unauthorized persons.

. Competitive Disadvantage - Prablems in the production of accurate and timely
information can place the bank at a competitive disadvantage. Delivery of services,
customer confidence, and management decisions could be impaired.

. Legal Problems - Errorsin the production of data or wrongful disclosure of data may
result in legal actions against the bank by its customers, consumer groups, competitors,
and regulators.

. Regulatory Problem - Failure to produce timely and accurate data can cause the bank to
bein violation of regulatory requirements, subjecting the bank to regulatory penalties.

. Monetary losses to the bank can arise from deliberate manipulation of the data (fraud),
missing or erroneous data (leading to costly incorrect decisions), or various inefficiencies
in the operation of the system.

Controls

There are basic controls which should be present in any level of computer operations. These
controls should already be present at the centralized data center. The evolution of
microcomputer-based systems has not eliminated the need for these basic controls, but has
snhifted the focus of control to the end-user level.

Some of these basic control standards that need to be implemented in microcomputer-based
systems are:

Policies and Procedures

Control requirements for microcomputer use need to be addressed by management in itsinternal
policies and procedures. Policies and procedures should be in writing and should define what
steps are to be taken to protect the bank's microcomputer systems. Management should also
designate responsibility within the bank to monitor microcomputer system acquisition and use.
The purpose of this function should be to help prevent redundant uses of microcomputer systems
and to ensure that there is the required degree of compatibility among hardware and software
systems in use throughout the bank.

Program Devel opment and Testing

Before anew system is developed or purchased, the user should have a clear understanding of the
specific needs being addressed by the proposed new system. Alternatives should be reviewed by
the user and analyst to ensure that the best solution is selected. Development should be done with
the aim of producing a system that is easily modified and maintained by someone other than the
original developer. Finally, the completed system should be subject to rigorous testing to provide
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assurance that the results produced are valid and reliable.
Program Changes

Just as with larger systems, microcomputer systems must be adapted to meet changing
requirements and circumstances. Modified programs should be subject to many of the same
controls as newly-developed systems. Most important among these is the requirement that there
be thorough testing of the modified system. In addition, accurate records should be maintained
describing the change, the reasons for the change, and the person responsible for making the
change.

Documentation

Documentation is a potential problem in microcomputer-based systems. Thereis atendency for
these systems to be highly personalized, with one person fully responsible for the development,
testing, implementation, and operation of a set of programs. The successful use of a
microcomputer-based system and the production of specialized data may depend on the
continued presence of this one person. An adequate level of documentation helpsto prevent an
over reliance on the knowledge of this one person. Thisis particularly needed should revisionsto
programs be required. Documentation standards should define acceptable levels of program,
operating, and user documentation. In addition, there should be an enforcement mechanism to
guarantee compliance with standards.

Data Editing

The development or purchase of microcomputer systems should be done with adequate attention
given to the need for data editing routines. These routines are important to help ensure that data
entering the system is error-free and not likely to result in erroneous output. This control is
important whether the data is being manually entered into the microcomputer or electronically
transferred or "downloaded" from another system. In the case of data being "uploaded” to a
mainframe, additional controls may be required at that level to guarantee the integrity of the data
being transferred.

Input/Output Controls

Microcomputer systems that are used for the processing of information with a direct monetary
impact on the bank or its customers may require that additional data controls be established. At a
minimum, these controls may include the requirement that there be a segregation of duties
between the input of information and the review of that information in processed form. This
control may be extended to require that aformal reconcilement be done by the reviewer of the
processed information. In more sensitive situations with a significant dollar impact, there may be
arequirement that certain functions be performed under dual control. The need for these types of
input and output controls should be established during the early stages of program development.
These special requirements need to be described in detail in the program documentation package.

Physical Access Restrictions

The location of microcomputer systems outside of a physically-secure data center can permit
unauthorized access to programs and data files used on these systems. The use of physical access
restrictions complements the logical access restrictions discussed below. Basic steps would
include the secure storage of diskettes or other magnetic media containing the programs and data
for a particular system. In addition, since documentation on what a system does and how it is
being used can provide important information that can be used to compromise system security,
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this information should also be secured. Finally, there should be adequate restrictions over
physical access to the hardware itself, so that it is protected from unauthorized use, vandalism,
and theft.

Logical Access Restrictions

Just asin larger application systems, the need exists to identify those individuals who will be
permitted access to the microcomputer system's capabilities. In addition, there may be the need to
differentiate between functions allowed for certain individuals, ranging from an inquiry
capability for many persons to an override and correction capability for afew supervisory
personnel. Normally, these restrictions will be in the form of password controls. Standard
password-related control procedures, such as frequent changes and reporting of exception
conditions need to be established to provide for effective access restrictions.

Backup and Contingency Planning

For each operational system, adequate plans should be made and precautions taken to ensure that
users can adequately recover from damage to the hardware, software, and data. For some
systems, an inability to process during recovery may mean that work can be held for later
processing. For other systems, a manual backup may be appropriate. For some time critical,
highly automated systems, arrangements may have to be made for data reconstruction or for
processing on other hardware. At a minimum, for all systems, there should be secure and remote
backup storage of datafiles and programs. Beyond this, the backup and contingency
requirements for individual systems may differ and need to be addressed separately.

Audit

The audit area should serve as an independent control reviewing microcomputer use throughout
the bank. Audit involvement in microcomputer systems may begin at a general level with a
review for compliance with the internal policies and procedures discussed above and may extend
to detailed testing in particular areas such as the use of logical access controls. Audit procedures
and workprograms should be expanded to provide for adequate coverage of microcomputer
systems. Responsibility for microcomputer auditing should be clearly assigned and plans for
microcomputer audits should be built into the audit schedule.

It should be recognized that this list of controlsisnot al inclusive of methods to manage risk.
Each computer operation. Whether centralized or end-user, possesses different characteristics and
possibly some specialized risks. Control practices must be sufficient to minimize such risks.
These recommended control features are considered fundamental to sound information
processing.

FFIEC POLICIES
1996 FFIEC IS Examination Handbook

25-17



Jb( Federal Financial I nstitutions

Examination Council

S
P
4
November 1988
Subject: Supervisory Policy On Large Scale Integrated Financial
Software Systems (LS| S)
To: Chief Executive Officers of all Federally Supervised Financial Institutions,
Senior Management of each FFIEC Agency,and all Examining Per sonnel

Financial institutions have experienced significant problems in attempts to introduce LSIS

systems.

. After 2-1/2 years in development, one financial institution abandoned $20
million large scale integrated system!

. After 5 yearsin development, a major software vendor abandoned $100 million
integrated system once described as the perfect software system for regional
banks!

Purpose

Financial institution executives and directors should be aware of and concerned about the
potential problemswith LSIS. The purpose of this paper isto alert financial institutions to the
risks associated with these systems and to identify management's responsibilities when entering
into an LSIS project.

Background

"An integrated software system is one in which programs for different applications — loans,
deposits, retail, and wholesale - that normally are designed and operated as stand a one programs
are built from the start as related parts of awhole. They share acommon language, operating
system, and other technical details so that they can be made to “talk’ to each other with relative
ease. M olre importantly, they function as one unit so that the sum of the partsis greater than the
whole."

Financia institutions are adopting LSIS in order to meet competitive pressures, increase
timeliness of information, foster operational efficiency, and ease introduction of new products. A
commitment to LSIS sets the course of an institution's technology, management information
system, and delivery systems for several years. Successful implementation of LSIS requires
careful planning by both senior management and the board of directors.
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Christopher K. Heaney, "Who are these guys anyway?' ABA Banking Journal, May 1986, pp. 84-85 and
development process. When these projects experienced lengthy delays, the financial institutions not only
suffered large monetary losses but also delays in product development and aloss in their competitive
positions.

Ineffective planning caused several financial institutions and software companies to spend
millions of dollars and years of conversion and implementation time on LSIS, only to implement
a portion of the system or in some cases abandon the project altogether. In many instances, the
software vendors depended upon substantial ongoing investment by the financial institutions to
fund the vendor's research

Concerns

Financial institutions have underestimated the cost, time and personnel resources required for the
successful installation of LSIS. Therefore, time and cost targets should be established at the
beginning of the project and closely reviewed by senior management on an ongoing basis.

In certain cases L SIS projects were abandoned because of the financial instability of software
vendors. To prevent these situations from recurring, the financial condition and viability of each
prospective vendor must be considered when evaluating systems.

Data backup and recovery measures for integrated systems are often more costly than those
required for single application systems. In certain situations, the data base may require
simultaneous backup. The additional costs for backup and recovery must be evaluated when
determining the feasibility of LSIS.

If the system provides for instantaneous update of information - in other words, the user has
direct access to the data - existing security systems may not be adequate. Thus, data security
features must be evaluated to ensure that sufficient controls exist for LSIS.

Seemingly simple program changes can have unpredictable results in a mixed-application
system. Thus, system development life cycle methodologies, which identify the sequence of
activities required in the systems development process and throughout the useful life of the
software, may need to be modified.

There is an increased possibility of unwarranted data manipulation and at the same time, there is
less of an audit trail in an LSIS environment. Therefore, EDP audit coverage should be reviewed
at the onset to determine whether specialized audit techniques are needed.

Board of Directorsand Senior Management Responsibilities

The decision to acquire or develop in-house large-scale integrated software should be preceded
by a strong and independent management planning process. This should include a thorough
examination of existing software performance. Also, a detailed analysis of the system's capability
to meet the institution's strategic business plansis essential.

The complexity of the software and its impact on the entire organization require a commitment
from top management for the project to be successful. Responsibility for the conversion should
be clearly identified and established at the senior management level.

Senior management should regularly review the project's status. Thisimproves control over the
complex process of implementation and ensures completion within established time and cost
targets. It is particularly important that the board continue its oversight responsibilities after
implementation.
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The attached pages discuss the impact and responsibilities associated with LSIS.
SP-4 - APPENDI X
Large-scale Integrated Financial Softwar e Systems

Definition and Scope

Large-Scale Integrated Systems (L SIS) are sophisticated software products which provide
interconnections and facilitate the exchange of information between applications and functions.
The integration architecture may be horizontal, tying together applications, such as deposits,
loans, and general ledger. Alternatively, the architecture may be vertical, tying together
functions, asin teller transactions being linked immediately to all operating departments. These
systems are designed so that each application no longer exists individually but operates as part of
aunified system. They often employ data base management technology, which increases the
complexity of the system. LSIS processing may employ combinations of batch, online, or memo
methods. A variety of LSIS are being marketed and others are in various stages of development.

Small-to-medium size financial software systems whose applications simply interfaced through a
Central or Customer Information File (CIF) have been operating for many years. Many of these
systems have been successfully installed and have operated properly for a considerable period.
These systems are not included in the scope of this issue paper, although they are sometimes
described as "integrated systems.

Advantages of Large-Scale | ntegrated Systems

. Provide tools to increase product line and customer relationships, ultimately increasing
fee income on deposit and loan services.

. Enable financial institutions to meet competition generated from forces outside the
banking industry.

. Lower the unit processing costs through standardization of operating techniques.

. Eliminate redundancy in data files.

. Provide information at more points throughout the institution, enabling faster and more

accurate management decisions.
Disadvantages of LSIS

. The complexity and size of large-scale integrated systems can lead to underestimation of
the time and resources needed for successful installation of these systems.

. The magnitude of the installation effort requires more comprehensive management
techniques and project control.

. The financial instability of the software vendor may require the institution to furnish
unplanned additional financial support to maintain contemplated service levels.

. The failure to properly install the software can lead to significant losses to the institution,
in terms of time and resources expended, and a decline in competitive position.

Internal Control Related Concerns

. Data Security: Data security should be addressed prior to the installation of such a
system. Existing data security systems may not be adequate for a complex integrated
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system, particularly one using on-line real-time processing. Each individual function
should be controlled, e.g. access controls, file maintenance, inquiry, and new accounts.

EDP Auditing: A greater chance of unwarranted data manipulation and a diminished
audit trail exists. Therefore, institutions should recognize the need for expanded EDP
audits of thistechnology, especially in an on-line real-time environment.

- Absence of Acceptable Audit Trails - When a system allows the automatic
generation of atransaction prompted by a prior transaction, controls must be
designed within the system to ensure satisfactory audit trails. Thisis especially
critical considering that a single transaction may generate several other
transactions.

- Accountability for all transactions must be maintained through audit trails.
Otherwise, system integrity deficiencies will jeopardize the software system's
ability to provide a consistent product, as well as compromise internal controls.

- Absence of Comprehensive Audit Software - Existing generalized audit software
may not be readily adaptable for use with large-scale integrated systems, and
may not be sufficiently sophisticated to follow an audit trail of all transactions
generated by the system. Provision for audit software should be made at the time
of system acquisition.

Disaster Recovery Planning: Integrated systems have unique features which will require
athorough consideration of contingency requirementsin the initial feasibility study. The
complexity of the integration, horizontally, vertically, or both, may determine that
current industry standards for the backup of hardware, software, data and
communications are no longer applicable. A determination should be made how the
ingtitution, as awhole, will recover and how recovery will be addressed along functional
lines. Subsequently, required testing may pose cost, logistical or other problems which
will have to be resolved to ensure a viable disaster recovery plan.

Changesin System Development Life Cycle (SDLC) Methodology: There are severa
significant control issues regarding the use of traditional SDLC methods with large-scale
integrated systems. Current system devel opment techniques may not permit the timely
development and implementation of a complex system. SDL C techniques may need to be
revamped to provide for increased flexibility. However, control and management
methods may vary according to the complexity of the system under devel opment.

Minimum SDL C standards should ensure that project development is sufficiently
controlled to provide for the integrity of the system. Testing of various stages within
large scale integrated systems may require innovative techniques.

Management should carefully consider the cost of the extensive user involvement in the
system devel opment stage. User involvement is necessary to ensure the successful
implementation of alarge scale integrated system.

Management must provide more comprehensive employee training since the adoption of
aLSISwill affect al departments.

SDLC standards need to be flexible, while still providing for the maintenance of system
integrity during development to ensure that a system of internal control is maintained.
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Examination Council

Jb( Federal Financial | nstitutions

SP-5
July 1989

Subject: Interagency Policy On Contingency Planning For Financial I nstitutions
To: Chief Executive Officers of all Federally Supervised Financial Institutions,

Senior Management of each FFIEC Agency, and all Examining Per sonnel
Purpose
The purpose of this policy statement isto alert the Board of Directors and management of each
financial ingtitution to the need for contingency planning for their institution. This includes both
ingtitutions that provide their own information processing service and those that receive
processing from service companies. The policy statement also addresses issues that should be
considered when developing a viable contingency plan.

Background

Contingency planning is the process of identifying risks from disruption of operations and
services. The objectives are to:

. minimize disruptions of service to the institution and its customers,
. minimize financial loss, and,
. ensure atimely resumption of operations in the event of a disaster.

These strategies are the same for institutions with in-house data centers and those using service
bureaus.

In recent years, information technology has expanded rapidly throughout the corporate structure
of financial institutions. It includes operations such as central computer processing, distributed
processing, end user computing, local area networking, and nationwide telecommunications.
These operations often represent critical services to institutions and their customers. The loss or
extended disruption of these business operations poses substantial risk of financial loss and could
lead to the failure of an institution. As aresult, contingency planning now requires an institution-
wide emphasis, as opposed merely focusing on centralized computer operations.

Additionally, there are many service bureaus that provide information processing services to
multiple financial institutions. The disruption of the processing capabilities of one of these
service bureaus could impact a considerable number of institutions. Accordingly, contingency
planning by financial institution servicersis equally important.
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Concerns

Many financial institutions and servicer bureaus have not sufficiently addressed the risks
associated with the loss or extended disruption of business operations. More specifically:

. Many contingency plans do not address all of the critical functions throughout
the institution.

. Many serviced institutions have not established or coordinated contingency
planning efforts with their service bureaus.

. Many service bureaus have not established contingency plans.

. Many contingency plans have not been adequately tested.

Policy

The board of directors and senior management of financial institutions are responsible for:

. Establishing policies, procedures and responsibilities for comprehensive
contingency planning
. Reviewing and approving the institution’s contingency plans annually,

documenting such reviews in board minutes.

If the institution receives information processing from a service bureau, management also must:

. Evaluate the adequacy of contingency plans for its service bureau.
. Ensure that the institutions contingency plan is compatible with its service
bureau's.

The appendix to this policy statement provides an example of a process that management may
consider in developing contingency plans. It isabrief outline and is not all encompassing. Each
financial institution needs to assess its own risks and devel op strategies accordingly. This
planning process needs to address each critical system and operation, whether performed on site,
at a user location, or by another company.
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VI.

VII.

SP-5 - APPENDIX
Contingency Planning Process

Obtain commitment from senior management to develop the plan.
Establish a management group to oversee development and implementation of the plan.
Perform arisk assessment.

Consider possible threats such as:

. natural - fires, flood, earthquakes, ...

. technica - hardware/software failure, power disruption,
communications interference, ...

. human - riots, strikes, disgruntled employee, ...

Assess impacts from loss of information and services:

financial condition
competitive position,
customer confidence
legal/regulatory requirements.

Analyze costs to minimize exposures.
Evaluate critical needs.

functional operations
key personnel
information
processing systems
documentation

vital records
policies/procedures

Establish priorities for recovery based on critical needs.
Determine strategies to recover.

facilities

hardware

software

communications

datafiles

customer services

user operations

MIS

end-user systems

other processing operations.

Obtain written backup agreements/contracts.
facilities
hardware

software
vendors
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. suppliers
. disaster recovery services
. reciprocal agreements

V111.0rganize and document a written plan.
Assign responsibilities.

management
personnel
teams
vendors

Document strategies and procedures to recover.

procedures to execute the plan
priorities for critical vs. non-critical functions
site relocation (short-term)

site restoration (long-term)
required resources

- human

- financial

- technical (hardware/software)
- data

- facilities

- administrative

- vendor support

IX. Establish criteriafor testing and maintenance of plans.
Determine conditions and frequency for testing.

batch systems

on-line systems
communications networks
user operations

end-user systems

Evaluate results of tests.
Establish procedures to revise and maintain the plan.
Provide training for personnel involved in the plan's execution.

X. Present the contingency plan to senior management and the Board for review and
approval.

(Note: Additional guidelinesin this area are available in Chapter 10 of the 1996 FFIEC IS
Examination Handbook). Also, many materials on contingency/disaster recovery planning have
been published by trade associations, accounting firms, and the disaster recovery industry. These
can be valuable guides to comprehensive contingency planning.
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Examination Council

Jb( Federal Financial I nstitutions

SP-6
January 1990

Subject: Interagency Statement on EDP Service Contracts

To: Chief Executive Officers of all Federally Supervised Financial Institutions,
Senior Management of each FFIEC Agency, and all Examining Per sonnel

Purpose

This interagency statement alerts financial institutions to potential risks in contracting for EDP
services and/or failing to properly account for certain contract provisions.

| ssue

Some financial institutions are entering into EDP servicing contracts that contain provisions
which may adversely affect the institution. Contract provisions may include extended terms (up
to ten years), significant increases in costs after the first few years, and/or substantial cancellation
penalties.

In addition, some service contracts improperly offer inducements that allow an ingtitution to
retain or increase capital by deferring losses on the disposition of assets or avoiding expense
recognition for current charges. Institutions experiencing earnings and capital problems are
particularly attracted to these inducements.

Examples of inducements include:

. The servicer purchasing assets (e.g., computer equipment or foreclosed real
estate) at book value, which exceeds current market value;

. The servicer providing capital by purchasing stock from the institution;

. The servicer providing cash bonuses to the institution once the conversion
process is complete; and

. The ingtitution deferring expenses for conversion costs or processing fees under
the terms of alease or licensing contract.

These inducements offer a short-term benefit to the institution. However, the servicer usually
recoups its costs by charging a premium for the data processing services it provides. These
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excessive data processing fees adversely affect an institution's financia condition over the long-
term. Furthermore, the institution's accounting for such inducements typically is inconsistent
with generally accepted accounting principles (GAAP) and regulatory reporting requirements.

Title I, Section 225 of the Financia Institutions Reform, Recovery and Enforcement Act of
1989 states:

An (FDIC) insured depository institution may not enter into awritten or oral contract
with any person to provide goods, products or servicesto or for the benefit of such
depository institution if the performance of such contract would adversely affect the
safety or soundness of the institution.

Accordingly, when negotiating contracts, an institution must ensure that the servicer can provide
alevel of service that meets the needs of the institution over the life of the contract. It is also the
responsibility of the institution to ensure that contracts are accounted for in accordance with
GAAP.

In summary, contracting for excessive servicing fees and/or failing to properly account for such
transactionsis considered an unsafe and unsound practice. Servicing agreements that include
contract provisions or inducements similar to those discussed above should be closely reviewed
by the institution. Institutions must ensure that accounting under such agreements reflects the
"substance” of the transaction, not merely the "form."

Although this statement focuses on contracting for EDP services, these same issues may exist in
contracts for other vital services.
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Examination Council

Jb( Federal Financial I nstitutions

SP-7
March 1990

Subject: Interagency Policy on Strategic I nformation Systems Planning
for Financial Institutions

Purpose

This policy issuance aerts al financial institutions to the importance of strategic information
systems planning and its role in overall corporate management and planning. It identifies
management's responsibilities in preparing strategic plans for their information systems
reguirements.

Background

Information is a valuable corporate asset which is vital to the success of all financial institutions.
The ability to remain competitive, introduce new products and services, and attain desired
corporate goals often depends on the effective management of information systems technology.

Corporate level strategic planning isimportant in all financia institutions to effectively utilize
available resources and achieve the long term goals and objectives of the organization. Strategic
information systems planning is integral to the overall corporate strategic planning process and
must support individual business strategies throughout the institution. The information systems
strategic plan should address technology risks affecting all areas of operation, including
contingency planning and disaster recovery, information security, systems and programming,
computer operations, and end-user computing.

Effective strategic planning considers the impact of technology on the internal and external
concerns of the ingtitution. Internal issues are those where management has planning control.
This includes profitability, delivery of new products and services, efficient and consistent
operations, and corporate strategic planning. External issues are those over which management
has no direct control, but must react to in atimely manner. These include technol ogical
advancements by competitors, regulatory requirements, and changing economic environments.

Strategic information systems planning is generally structured to address two primary objectives.

1. Build atechnology strategy to assure that systems are:

Cost effective in meeting business objectives;

Timely (i.e. available when needed);

Flexible (i.e. expandable/contractible);

Efficient (i.e. competitive parity and competitive advantage); and
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. Reliable (i.e. complete and accurate data).

2. Provide a system architecture integrating hardware, software, and telecommunications to

assure:
. Proper collection and processing of information;
. Availability of information, as required, at different locations; and
. Proper distribution of applications.

Policy

Financial institutions should develop and implement a written strategic information systems plan
commensurate with the complexity and sophistication of the institution. The plan should be
integrated into overall corporate goals and should include in-house, end-user, and service bureau
processing, as applicable. Successful implementation of a strategic information systems plan
requires the board of directors of an institution to:

. Provide adequate oversight, including the review and approval, of business
objectives and related information systems strategies;

. Ensure the ongoing development and implementation of the information systems
plan;

. Ensure the technology strategy considers the size and complexity of the
ingtitution, the markets it pursues, and the nature of the products and services it
offers; and

. Ensure the design of the organizational structure includes well defined

delegations of authority commensurate with information systems technology.

The attached appendix provides additional guidance relating to strategic information systems
planning.
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SP-7 - APPENDIX
Board of Directors Oversight

The board of directorsis responsible for reviewing and approving corporate strategies to ensure
the continuance of successful operations. Oversight includes periodic review and approval of
overall business objectives. This review should ensure coordination of the information systems
plan with the overall corporate strategic plan. The monitoring process should reflect changesin
current systems development. These changes should be reported in summary format in board and
steering committee minutes.

Oversight activities include:

. Reviewing cost benefit analyses;

. Monitoring periodic performance/status reports;

. Ensuring that goals are consistent with overall corporate goals and safety and
soundness;

. Implementing the plan through the effective utilization of financial resources,

personnel skills and methodol ogies;
. Reviewing contingency/recovery policies on an annual basis; and

. Evaluating acquisition/merger conversion plans.

The following diagram and definitions illustrate the flow and structure of the planning hierarchy:

Corporate Strategic Goals > Board of
Directors
Strategic Plan > Senior Management
> —Middle Management
Tactical Plan > Steering Committee
Operational Plan > Operational Groups

CORPORATE STRATEGIC GOALS

The board of directors establishes long term corporate goals and objectives for the financia
ingtitution. More specifically, the board determines the institution's current market position,
methods needed to gain a competitive edge, and resources required to achieve the desired goals.

STRATEGIC PLAN

This plan defines the future direction and mission of the institution. It may be revised every two
years and encompasses a time span of three to seven years. Its scope includes target markets,
resources, technologies, and other appropriate criteria. Results show a framework and vision for
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the institution's future direction. This plan is the backbone for supporting tactical plans.

TACTICAL PLAN

Thisisaprogram of action over atwo-to five-year time period. It is updated annually and
focuses more narrowly on the broad scope identified in the strategic plan. It resultsin a
determination of specific activities, budgets, opportunities, and functional objectives.

OPERATIONAL PLANS
Often these plans list specific actions and milestones by month to achieve project plans, budgets,

management by objective (MBO) agreements, and commitments. The plan life-cycle is generally
for one year and can be subject to numerous updates and revisions.
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Examination Council

Jb( Federal Financial I nstitutions

SP-8
September 1991

Subject: Interagency Document on EDP Risksin Mergers & Acquisitions
To: Senior Management of each FFIEC Agency

Background

In recent years, mergers and acquisitions within the financial industry have increased
significantly. With the changes in interstate banking laws many financial institutions have
pursued mergers and acquisitions to enhance asset growth, gain market penetration, and to
achieve a competitive advantage over rival institutions.

During the week of May 7, 1990 senior EDP examiners of the FFIEC member agencies
participated in an EDP Symposium to examine the risks associated with mergers and
acquisitions. To gain as broad a perspective as possible, various authorities, including agency
regulators involved in the applications process, senior management responsible for information
system conversions and consultants were invited to share their experience on the subject. The
symposium participants addressed areas of concern, identified risks associated with mergers and
acquisitions, and prepared conclusions and recommendations.

Findings

Historically, financial institutions have acquired significantly smaller institutions and have
integrated the acquired institution into an existing organizational structure. In the past several
years financial institution regulators have seen the consummation of mergers and acquisitions
which have necessitated the development of new and complex information systems. One result is
the consolidation of data processing systems and back office operations.

While a merger or acquisition may require the financial institution to engage in a system
conversion, it should be noted that many conversions are unrelated to mergers or acquisitions.
While there are risks associated with any conversion, well managed strong institutions have
generally been able to overcome conversion problems successfully while weaker institutions
have been adversely affected. Financial institutions have encountered unanticipated problemsin
the conversion process that have had implications throughout the institution. These include:

. An adverse impact on profitability;

. The reporting of inaccurate financial information to regulatory agencies;
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. The inability to reconcile general ledger accounts,
. Management decisions based on inaccurate information; and
. A negative impact on public confidence.

Documented cases involving conversion-related data processing problems which examiners have
reported include the following:

. A large money center bank was unable to complete processing for 32,000 trades
of government securities, resulting in an overdraft of $32 billion at the Federal
Reserve;

. A large holding company experienced a $4 billion out-of-balance condition

following a change in its check processing system,

. Asthe result of afaulty general ledger system conversion, athrift institution
chronically filed late and inaccurate regulatory reports, resulting in civil money
penalties being assessed; and

. Asthe result of afaulty check processing system conversion, athrift institution
was forced to charge off unresolved bookkeeping differences equivalent to one
year's net income.

Poorly planned mergers have also resulted in systems conversions that have extended beyond
projected time frames, resulting in unanticipated expenses and/or unrealized cost savings.
Traditionally, mergers and acquisitions were accomplished within the confines of existing
systems and, with adequate pre-planning, were effected in a short period of time. In the current
merger and acquisition environment, where mergers of equal size institutions are not uncommon,
the potential for an unsuccessful conversion is greatly increased. A 1989 survey by Ernst &

Y oung and Keefe, Bruyette & Woods, Inc. of 34 banks and bank holding companies with assets
over $6 billion which were involved in mergers and acquisitions showed that in mergers of
equals, neither bank had the capacity to absorb the data processing and back office operations of
the other. Additionally, in thistype of transaction, institutions have been able to reduce data
processing and operations expense by amounts substantially below projections. The survey also
showed that most of the institutions had extensive experience with acquiring smaller financial
ingtitutions while only afew had been involved in a merger with another large financial
institution.

Conclusions

Symposium participants concluded that the following factors increase the potentia for an
unsuccessful or problem conversion:

. Insufficiently detailed plans;

. Failure to commit necessary resources,

. Failure to retain personnel necessary to effect a successful conversion;

. Inadequate controls which result in reconcilement and system problems; and
. Inaccurate reports produced by information systems.
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RECOMMENDATIONS

To minimize the risks associated with mergers and acquisition involving conversions of
information systems, regulators should:

. Determine the impact of these activities on EDP and other examination
strategies. Examples of significant EDP conversions include: major application
changes, initial conversion to in-house operations, outsourcing major
applications, operating systems enhancements, and data security revisions;

. Review the institution's EDP plans for effecting the merger or acquisition as part
of the application process; and

. Monitor the status of merger and acquisition activities involving data centers
under their supervisory authority.
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Examination Council

Jb( Federal Financial I nstitutions

SP-9
April 1993

Subject: Interagency Supervisory Statement on EFT Switches and Network Services

To: Chief Executive Officers of all Federally Supervised Financial Institutions,
Senior Management of each FFIEC Agency, and all Examining Per sonnel

Purpose

The purpose of this supervisory issuance is to aert the Board of Directors and senior
management of financial institutions to the risks associated with switch and network servicesin
retail electronic fundstransfer (EFT) systems. This statement does not address wholesale or large
dollar funds transfer systems such as FEDWIRE and CHIPS.

Definitions

A switch is a computer system that facilitates the transfer of electronic messages between
terminal devices and the appropriate network participants. For example, it transmits an inquiry or
transaction from an automated teller machine (ATM) or point-of-sale (POS) terminal to the
depository institution that holds the customer's account. EFT terminals, processors, and switches
can be configured in many different ways, depending on the participants needs. The combination
of interconnected terminals and computers is a network. Networks are sometimes operated by
independent third party servicers.

Background

Financial institutions have increased the use of switch and network services to lower costs and
improve competitive position. Many financial institutions are sharing resources or using outside
servicers, including non-financial companies, to provide EFT services. Such servicesinclude
POS, ATM, and bill payment. Industry marketing efforts are promoting additional shared retail
services, such as automated clearing houses (ACH), stored value cards, and credit card
authorization.

EFT switches and network processing systems have expanded traditional methods of consumer
banking, e.g., deposit, withdrawal, and obtaining credit. These systems provide customers with
regional or nationwide access to their funds.

Some financial ingtitutions are required by state law to share these services. Others voluntarily
share them on aregional, national, or international basis.
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Examples of shared EFT switch and network services include:

A multi-bank holding company network servicing affiliated institutions;

A network formed and shared by different types of financial institutions; and
A non-financial company's proprietary network shared with financial institutions
for afee.

Regardless of the types of services offered or systems being used, there are inherent risksin
switch and network services.

Concerns

The increasing use of switches and networks raises certain concerns for participants:

Summary

OPERATIONAL FAILURE: System failure or service interruption, which may
be caused by a disaster, could impact al connected financial institutions and
could cause an erosion of consumer confidence;

SETTLEMENT FAILURE: Network participants could fail to make required
settlement payment, resulting in significant financial losses; or, the processor
could fail to provide necessary settlement records, forcing participants to
reconstruct transactions;

FINANCIAL FAILURE: The switch servicer could experience sudden financial
problems that may adversely impact al connected financial institutions;

DOLLAR LIMITS: The network's dollar limits, such as those applied to
withdrawals, may be different from the limits the institution established;

AUDIT COVERAGE: Audits may not sufficiently cover internal controls,
enforcement of standards, and review of transactions processed;

CONTRACTS: Poorly written contracts may inadequately define participants
liabilities and responsibilities and expose financial institutions to potential loss.

The Board of Directors and senior management of financial institutions are responsible for:

Ensuring that controls covering the switch processing environment are adequate.
Alternatives to accomplish this objective include qualified internal or external
auditors, or consultants specializing in this area. The results of these evaluations,
and management's efforts toward correction, need to be documented in Board
minutes.

Ensuring that contracts for switches and network services are reviewed by legal
counsel and m